Reversing

Slides from Mark McGuill



Definition

* "Reverse engineering Is the process of
analyzing a subject system to create
representations of the system at a higher level
of abstraction."

Chikofsky and Cross



Why Reverse Engineer?

* Sony BMG DRM rootkit!

- Reverse Engineered by Mark Russinovich of
Sysinternals

- Firstdinternet designed as DRM enforcer

- WIll hide any file / reg key / process whose name
begins with $sys$

- WIll screw your windows box if you delete the
drivers



Why Reverse Engineer?

Fun / Challenge

Compatibility / Interoperability
- IBM PC Clone (Compaq BIOS) (Clean Room / Chinese Wall)
- OpenOffice.org / Microsoft Office File Formats (SUN Dublin)
- Windows File Sharing (Samba) Protocol RE

Lost Source Code (This is common)
Legacy Code (Original Coder Unavailable, No Source, Y2K)

Bug Hunting (Again, no source. Popular now with malware
authors. New SplO1tz!)

Virus Analysis



Legalities

* US DMCA (Danger Here)

- Exemption acts of reverse engineering aimed at interoperability of file
formats and protocols

- “The exception allows reverse engineering of computer programs if the
reverse engineer lawfully obtains the program, seeks permission from
the copyright owner, only uses the results of their efforts to create an
Interoperable computer program and does not publish the results".

* Dmitry Sklyarov @ DEFCON (July 2001)
- Jailed for several weeks, detained for 5 months
- Advanced E-book Processor (ElcomSoft Co. Ltd)
- Convert Adobe E-book to PDF (Removing Restrictions)
- Dec 2002 Jury Acquitted Elcomsoft of all charges



Legalities

EU - COUNCIL DIRECTIVE of 14 May 1991 on the legal protection of
computer programs (91/250/EEC)

Article 5 - Exceptions to the Restricted Acts

Alterations for where necessary for intended purpose of program,
Including error correction

The making of a back-up copy

Observe, study or test...to determine the ideas and principles which
underlie any element of the program

Article 6 - Decompilation
Ok for purposes of Interoperability



Types of RE (Static / Live)

* Live
- After the fact checks (netstat, directory listings etc)
- Monitoring Tools (Ethereal, Regmon, Filemon, TDIMon)
- Debuggers (Softice, Ollydbg, VS, windbg)
- Memory dumpers

 Static (More Difficult)
- Hex Editors, Strings tool, PE editors

- Disassemblers, Decompilers
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Live RE: Monitors

Process Explorer
- Tells what processes are currently running.

FileMon
- Monitors files for operations.

RegMon
- Monitors registry for operations.

RegShot
- Takes a snapshot of the registry and associated files .



#

Regmon...

- Ox

HE  {LEE T | < b 2

# Time Frocess Reguest Fath Result | Other

23679 47 42653656 ¢ explor.. Clozekey HELMASYSTEMACunrentControlSeth5e.. SUCCE...

23630 47 42657352 o explor.. Openkey HELMASYSTEMACurentControlSethSe... SUCCE... Access O
23637 47 42658997 ¢ explor.. Quenivalue  HELMASYSTEMSCumentContralSethSe... SUCCE... 0x0

23682 47 42660904 o explor.. Quenddalue  HELMASYSTEMACumentControlSethSe.. SUCCE... “255.255.2..
23633 47 42662048 ¢ esplor.. Quenddalue  HELMASYSTEMACumentControlSethSe.. SUCCE... “255.255.2..
23684 47 426683574 ¢ explor.. Clozekey HELMASYSTERM\CurentControlSeth5e... SUCCE...

23635 47 42667329 o explor.. Openkey HELMASYSTEMACurentControlSethSe... SUCCE... Access O
23636 47 42668533 ¢ explor.. Quenivalue  HELMASYSTEMSCumentContralSethSe... SUCCE... 0x0

23687 47 42670054 ¢ esplor.. Queridalue  HELMASYSTEMACumentControlSethSe.. SUCCE... “255.255.2..
23688 47 42671204 ¢ explorn.. Quenialue  HELMASYSTEMACurentContolSethSe.. SUCCE... "25R.285.2 .
23689 47 42672729 o e=plor.. Closeley HELMASYSTEMACurentControlSethSe... SUCCE...
& File Monitor - Sysinternals: www.sysinternals.com

File Edit Options Wolumes Help

HE  LRBER & | < i

# Time Process R equest Fath ™
84 55500 Pk A svchostexe: 196 OPEM C:hDocuments and Settingz'all U
585 BER00 Pk 1 javaw exe 2044 READ G: sk edias ncomingyideosFamily {
RBE  EER00 Pk 1 javaw exe: 2044 READ ;4 ediasncomingideosF armily (
87 EB:ER00 P 1 javaw exe 2044 READ ;4 ediasncomingideohF amily {
hEE  E:ERO0 Pk A javaw exe 2044 AUERY INFORMATION  G:\Wedia\ncoming ideohF amily {
583 EBER00 Pk B menmagrexe 384 AUERY INFORMATION  C:AWwWAMDOWS \spstem32hadyapid:
F90 55500 PM w8 menmagrexe; 384 WRITE C:ADocuments and SettingzMarkh
591 BERT P =B mznmsgrexe: 384 LUERY INFORMATION  CMWIMDOWS zpstem32hadyapil,
92 EEROT P b mzhmagr. exe: 384 WRITE C:hDocumentz and Settingz s ark®,
593 55501 P i 3 mznmzgr.exe; 364 AUERY INFORMATION  C:WwAMDOWS \spztem3d2tadyvapid;
594 55501 P b mEhmagr. exe; 384 WRITE C:ADocuments and Settings' M ark’
95 EBERT P <% manmsgrexe: 384 LUERY INFORMATION  CMWIMDOWS apstem32hadyapil,
96 EBEROT P <% manmegrexe: 384 WRITE C:hDocumentz and Settingz s ark®,

£

>




Network monitors

TCPView

- Displays all TCP and UDP open connections and the
process that opened and is using the port.

TDIMon
- Logs network connectivity, but not packet contents.

Ethereal/Wireshark

- Packet Scanner that captures packets and supports the
viewing of contents/payload

Snort
- IDS / Packet Sniffer

netcat
- Network swiss army knife



Ethereal

{@ (Untitled) - Ethereal

File Edik Miew Go Capture fgnalyze  Stakistics  Help |

EExRE ResDFTL QQAQ BPDHEX G|

@Eilter: | j ‘H’ Expression... | l%(glaar Epply‘ ‘
lo.-| Time Source Destination ‘rokocol | Info fesd
GEPER TN . LE > sBAfé SH, Seg=0 Ack=0 win=1¥5 -
2 00218768 195,995,185, 4 192 1as. 0, 4 TCP 6881 > 408% [PsSH, ACK:I Seq=0 Ack=0 win= 65535 Le
3 0,021927 192.188.0.4 193,95.195%.. TCP [TCP Previous segment Tost] 4089 » 6881 [ACK] <
4 0.0219%3 193.595,1%95.4 1%2,1a658.0.4 TCP 6881 > 408% [PSH, ACK] Seqg=1440 ack=0 W"Ir‘l:EuSSEE
5 o0.022004 192.168.0.4 183,995,195, TCP [TCP Dup ACK 3#1] 4089 > 6881 [ACK] sSeq=2920 Ac
0 0. 036767 192 168.0.4 81L.97.112.7 TCP 35979 » 688l [ACK] sSeq=0 Ack=0 win=1l7320 Len=0
Fo0.036853 102 168.0.4  213.39.15%.. TCP 3819 » 688l [ACK] Seq=0 Ack=0 win=16942 Len=0
B O.038577 62.87,.180.11 152.1a8.0.4 TCP 57385 » 3674 [PSH, ACK] seq=1460 aAck=0 win=175z
G 0,0385626 1592.168.0.4 /2.97.180.1 TCP [TCP Previous segment Tost] 3674 = 57385 [ACK]
10 0. 057071 a2.87.180.11 152.1a8.0.4 TCP 57385 > 3674 [PSH, ACK] seq=25%20 Ack=0 win=1l75:
M1 n AaFRA0aT TG GL TGE A4 1407 a8 oA TeD lMM—o oravrdmie carmmant lact1 881 - ANRG FTarw1 = ﬂ
B Frame 1 (1514 bytes on wire, 1514 bytes captured)
B Ethernet II, Src: 00:12:17:e7:63:30, Dst: 00:11:50:44:1d:0f
B Internet Protocol, src addr: 62.97.180.118 (A2.97.180.1187%, Dst addr: 192.168.0.4 (192.168.
p Transmission Control Protocol, Src Port: 57385 (57383), Dst Port: 3674 (36740, sSeq: 0, Ack:

Data (1460 hbytes)
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|F|Ie I:Llntltled:l 842 KB 00:0 3 |F' 13050 13D5M 0




Live RE: Debugg

Example tools
OllyDbg
IDA Pro

SoftICE

OllyDbg - calc.exe - [CPU - main thread, module calc]

ers

S=E3

IE' File Wiew Debug Plugins Options  Window  Help - a x
] M| =+ L|E|M|T|W|H|c|s|K|B|R|..|S
FUSH 7@ Regist LFPUI
63 EB1S@EA1 | PUSH calc.B19015E0 e
. ES 47B38068 |CALL calc.B1B127CS Ere meaeFFRA
Eg”ﬂ EEEHEEEQEBX CModule =3 NULL ED¥ 7CIBEES4 ntdll.KiFastSwstemCal LRet

. B30 20106881 MOU EDI,DWORD PTR DS: [<4KERNEL3Z.GetMHod [kernelSE.EetHnduleHandleH EEn ChEoroe

. FFO? CALL EDI et Modu [eHand L=R EBF BOOTFFED
gietiicl Lo wmn |GF v e soptpn e

s Calc.
Bloiz453| . SE4E a0 MOU ECH, DWORD PTR DS: LEAX+SC] 20 glzhpe sl Lo plbshidnss
BiEiz498] . B2ICS AOO ECH,ER% EIF 81812475 calc.<Modu leEntryPoint
Ble1z493| . 2139 SP450808|CHP DWORD PTR DS:[ECHI, 4558 -
BIBIZ4%E| v75 12 JHZ_SHORT calc.B16124B2 BB ERD ZSbit DVEEEEEERD
Bleiz40E| . BFEVF4l 19 MOUZX ERX,WORD PTR DS: [ECK+181 OB R EoEs EEfhe FRESaAoaat:
Glolz4n4| . 30 BEE1EEEE | CHP EAX, 168 29 B2 BeSa Sanit ACFFFEFFFE]
di8124A9 ~ord 1F JE SHDRT calc.@818124CAH =] FS BB3E =2bit FFFOEBGELFFF)
oleiz4pE| . 30 BBEZEEEE | CHP EAX, 266 TE G5 Bees AL
B16124E6| .74 @5 JE SHORT calc.@18124B7 .
B1615465| wEB 27 PP EHORT Faic. BiBioams Toon 0 8 LastEre ERROR_ALREADYV_EXISTS (opacd
BlE1Z4E7| » SIB3 S4BABEEE DWARD FTR O5: [ECK+541, BE EFL eBB@az4c (MO,ME,E,EBE,MS,PE, GE, LE)
BlalzdeE) .ore P2 gl olen b 2 ST@ empty —UNORM DIDS AIEEE104 GAGEAEEN
GiG1Z4Cz| . 3999 Fa@@@AEE CHP DWORD FTR DS:[ECH+FS1,EEX gTh shety B2
@16124C2| .~EB BE SHORT calc.B1612405 215 Empts GG
Blelz4cA| * 5373 74 BE DWARD FTR D5z CECK+741, BE 374 cmety BB
Biaizibs| o sacH ER Eag o 1a12482 STS empty b.8

. : . S| 5TE crpty 1.PEAERGAGAGAGAGEGEGE
oloi2d0z| . 3599 Eeppacos| CHE DUORD PTR DS:[ECK+ES],EBX 1% e I BRRREEEEEE A EEeE
Bi012408| | B4t B4 HOU DWORD PTR S5: LEEP-1C1, EAX FeT 4 Cond LGB G EerGd i BEG
alalz4bE] > §350 FC e ein) [Pl R [Pl 3ok |FCu 827F Frec MEAR,E3 Mask 1111
Address | Hex dump FECII A E TCEIE04F| RETURN to Rerne L2, rColE0aF V.
BIE14000| O3 60 OF 06 01 00 G0 60 28 B0 00 00 00 00 D0 0| #. 0 0. . . «e.e.e. - SSS;EEEE fLalaras nedll. 7holerss —
B1E14A16|6R G5 B9 PO 48 PO 0P BE| 52 BE &3 0063 B0 43 88| ....E...5.0. 1.0 oL BEEEERRE
B1E14626( 51 BB SC PO 62 0O 0D OO 00 GO 00 00| 2E B0 O3 BB . Lece..eee e iy e ==
B1E14636( 68 G0 B9 PG| 0D BO 0P PO 2C GO OO0 00|00 0O 0 B8|........ et poarfEDd| Sasdnaas
B1E14G46| B0 BB B9 00|30 0O 0D 00| 81 OO PG 0P| BE 69 S7 GO - ELmaT S e ORR
B1E14B56| 52 @A Se 91 5C B2 SO B2 87 @3 52 B3| SE B3 SA 63| 5. ua\aja PR SRl SRS e oo
A1A1486@| 56 @3 SF B4 @@ BE @@ @3 FF FF FF FF|FF FF FF FF|[#_#.. ROACFFE4| FrRmonrs| SR hondler oo
@1@14&7a| FF FF FF FF|FF FF FF FF|FF FF FF FF| @@ @@ @8 @@ ROACFFES| SERILOEE| hernolBe w0eisnca
A1R14ESA| A0 A B BE) B@ BR @8 @A EC 15 93 0188 B8 B8 B8)........ wE, @ ROACFRED| EomBeERE| oo
B1E14A98| ZE 46 B9 96| 600 99 0P 96| B9 98 FF 0850 08 03 88| 1F... ... .. P SEEIEAAY| e
B1E14606| FF 98 69 98|51 00 00 08| FF 00 PG 69|52 68 06 GO @ens vauR SRR
sisiices| e o8 50 3 oo o9 36 3 o9 8 17 0 53 59 g ggl LIS SERTEEEd) BTN e o egniryroint 8
B1E14606| FF 96 B9 66 57 08 60 06 FF 08 P60 68|52 G5 06 GO Weoy voui M| B0EvFFFC| BBaaaaad b
Analyzing cale: 158 heuniztical procedures, 273 callz to known, 167 callz to guessed funchions | | Fauszed




Static RE: Strings tools, Hex editors

* Basic

- BinText/Strings
* Extract strings from executable

- HHD Hex Editor
- UltraEdit

* Advanced
- WinHex (RAM disassembly)
- Tsearch (RAM disassembly)
- Hex Workshop
- Hackman Hex Editor
- Hiew (Hackers View)




Static RE: PE editors

* PE editors parse and interpret binary, create
binaries from memory dumps

PEditor

- Procdump
- LordPE

- PEDump
- OllyDump
- REVirgin
- ImpRec

- APISpy




Static RE: Disassemblers

Take binary as input and produces assembly code
as output

Built-in to debuggers

Stand-alone disassemblers
- W32DASM

- BORG

- Hackman disassembler

- Phoenix/DSM Studio

Language-specific disassemblers and debuggers
- Delphi: DeDe

- VB: VBReFormer

- C: REC, DCC, DisC (Borland TurboC)

- Java: JAD, JODE, DAVA



Disassemblers (IDA Pro)

* Library ldentification/Recognition, parameter tracking,
stack variable tracking, call graphs, etc.

E IDA - G:\DevAWINZIP32.idb (WINZIP32. EXE)
File Edit Jump Search ‘iew Debugger Options ‘Windows Help

TR IR v v = EERIGE:
2Ee [D@NY- |FRB| (ST | FAA SEY
Ben [0 - = NX | M- #- v SHKm~ F| : s % W &k &

- | /W N =

DA g Hex View-4 | 2B Exports | BER Imports | M Names | 7 Functions | »» Strings | B Structures | En Enums

¥ _text:068484806A inz cshort loc_ha4831 ~
* _text:0048480C cmp byte_L4E6628, bl

* _text:00484812 jnz short loc_484831

¢ .text:00404814 call CheckIfLicensed

* .text:00404819 test al, al

* _text:0048481B ik short loc_ 484826

* _text:0848481D mow byte_4E5A98, 1

* _text:08484824 jmp short loc_ 48483F

cEEXE I BBUBEBZE § - - — oo o o
-text: 08404826

text: 00404826 loc_L4B4826: ; CODE XREF: sub_48473n+E1Tj
¢ .text:00484826 call ShowNagScreen
* .text:0040482B test al, al
* .text:0848482D jnz short loc_48483F
* _text:084B482F jmp short loc_ 484841

et I ABNBNEE] o
.text:00404831
.text:00404831 loc_L4@4831: CODE XREF: sub_iB473A+C8Tj
text 00404831 sub_u@a73a+Datj __ .
¢ .text: 008484831 nowv byte_LE5A98, 1 v

3200152 total memory allocated

Loading IDP module <:WProgram FilessIDAMprocshpo.w32 Tor processor metapc...Ok
Loading type libraries...

Alutoanalysis subsystem is initialized.

Database for file "WINZIP3z.EXE' is loaded.

Compiling Tile 'C:i“wFrogram FileshsIDANidchida.idc'...

Executing function 'main'...
Can not set debug priwvilege!

ALl idle Down | Disk: SGE 00004516 00404516: sub_40473A+E1




Disassemblers (DSM Studio) aka Phoenix

i troj.exe - [Disassembly (<EP =) [0x00401332]]

@ File Miew ‘Window Help

%

- D Dasm

=] <EP> [00401332]

¥

. Dazm

D

Address

oo401033
oo401039
00401040
oo040104:2
oo0401047
oo401050
oo401055
oo401054
oo401061
oo0401063
00401068
004010a6E
oo0401070
oo40107 6
oo401077
oo40107D
Oo040107E
oo401053
004010586
004010838
00401080
0040108F
oo401095
oo0401096
oo040109E
O040109E

Inztiuction Bytes

Lewvel 1 Asm
mow dword ptr [ebp+0FFFFFEGCh] , eax

ctop dword ptr [ebp+0FFFFFEGCh] , byte OFFh

jnz 401047h

Jop 401165h

mowv word ptr [ebhp+0FFFFFELSCh], =2
push S00h

call j Wiz 32.dll'hrtons

wmow word ptr [ebhp+0FFFFFESER] , ax
push O

call 3 W3Z 32.dll!'htonl

wowv dword ptr [ebhp+0FFFFFEe0R] , eax
push 10h

lea ecx, [ehp+0FFFFFESCH]

push ecx

mow edx, [ehp+0FFFFFE6&CH]

push edx

call j W32 32Z.dll!bind

clp eax, byte OFFh

jnz 40105Dh

Jop 401165h

push 1

mowv eax, [ehp+0FFFFFEGECH]

push eax

call j W32 32.dll!listen

clp eax, byte OFFh

jnz 4010A5h

MR




Designing A Disassembler — A

Walkthrough
° PE File Format IMAGE_DOS_HEADER
- !\I)ow Pretty Well Documented... (Google e
|t IMAGE_OPTIONAL HEADER
- Based on COFF Format Data Directory
- Magic Numbers, Headers, Tables,
Directories, Sections

* Simply Overlay Data with C Structures
* Load File as OS Loader Would

* |dentify Entry Points (Default &
Exported)




Designing A Disassembler — A

Walkthrough

Intel x86 Instruction Format
- Excellently Documented
- Extended From 8086 format
- Lots of Hacks, Rules & Exceptions

Tough Parsing Code (ANSI C Conformant)

- Never want to open that file again (~3K LOC excluding
tables)

- Lots of hard coded tables
* Standard, FPU, MMX, SSE, SSE2
* Exception Tables
* ModRM & SIB encoding Tables

- Tables allow fast lookup

Main Function: DisassembleSinglelnstruction()

Prefix Byte(s)

Opcode Byte

{0ptional Second
Dpcode Byte}

{Optional MODR /M Byte}

{Optional 516 Byte}

Displacement {0 to 4 Bytes)

Immediate {0 to 4 Bytes)

Mod

| (Bits 6 & 7)

Reg/Opcode
{Bits 3,4, & 5)

R/M
{Bits 0,1, & 2)

MODR /M Bitfield

Scale
{Bits 6 & 7)

Index
{Bits 3,4, & 5)

Base
(Bits 0,1, & 2)

SIE Bitfield




Designing A Disassembler — A
Walkthrough

* Disassembly Engine to emulate processor
- Follow instruction flow in BFS manner until termination

- Collecting external references (CALL, JMP, Jxx
conditional)

- Termination conditions (RET, JMP)
- Repeat process for all external references



Designing A Disassembler — A
Walkthrough

* Analysis Engine
- Create Symbols
- ldentify Data Types (DWORD / String etc)
- Identify High Level Functions
- ldentify Stack Parameters




Disassembly example

int main(int argc, char **argv)
{
WSADATA wsa;
SOCKET s;
struct sockaddr_in name;
unsigned char buf[256];

// Initialize Winsock
if(WSAStartup(MAKEWORD(1,1),&wsa))
return 1;

// Create Socket
= socket (AF_INET, SOCK_STREAM, 0);

if(INVALID_SOCKET == s)
goto Error_Cleanup;

name.sin_family = AF_INET;
name.sin_port = htons(PORT_NUMBER);

name.sin_addr.S_un.S_addr = htonl(INADDR_ANY);

// Bind Socket To Local Port

if(SOCKET_ERROR == bind(s, (struc
sockaddr*)&name, sizeof (name)))

goto Error_Cleanup;

// Set Backlog parameters
if(SOCKET_ERROR == listen(s,1))
goto Error_Cleanup;

push ebp

mov ebp, esp

sub esp, 2A8h

lea eax, [ebp+OFFFFFE70h]

push eax

push 101h

call 4012BEh

test eax, eax

jz 401028h

mov eax, 1

jmp 40116Fh

push 0

push 1

push 2

call 4012B8h

mov dword ptr [ebp+OFFFFFE6Ch], eax
cmp dword ptr [ebp+OFFFFFE6Ch], byte OFFh
jnz 401047h

jmp 401165h

mov word ptr [ebp+OFFFFFE5Ch], 2
push 800h

call 4012B2h

mov word ptr [ebp+OFFFFFESEh], ax
push 0

call 4012ACh

mov dword ptr [ebp+OFFFFFE60h], eax
push 10h

lea ecx, [ebp+OFFFFFE5Ch]

push ecx

mov edx, [ebp+OFFFFFE6Ch]

push edx

call 4012A6h

cmp eax, byte OFFh

jnz 40108Dh

jmp 401165h

push 1

mov eax, [ebp+OFFFFFE6Ch]

push eax

call 4012A0h

cmp eax, byte OFFh

jnz 4010A5h

jmp 401165h




Disassembly exam

// Wait for connection from attacker

if(INVALID_SOCKET == (g_current =
accept ( s, NULL, 0) ) ) Bﬁuos\;]eecg;2 [ebp+0FFFFFE6ChH]

goto Error_Cleanup; call 40129Ah
mov [4030C4h], eax
cmp dword ptr [4030C4h], byte OFFh
// Send Welcome Message! jnz 4010C8h

if (SOCKET_ERROR == jmp 401165h

send(g_current, kszwelcome, e , (PHOFFRFFESCH)
strlen(kszWelcome),0)) call 401294h
goto Error_Cleanup; push 0
mov eax, [403088h]
. push eax
// Receive Command call 4012D0h
. add esp, byte 4
recv(g_current, buf,255,0); bush eax
mov ecx, [403088h]

// Execute Command push ecx

lf( 'v' == puf [0] ) g]uos\;]eecijx)é [4030C4h]

DisplayVersion(); call 40128Eh

else if('d' == buf[0]) fnT’ZSTS’Fiﬁe OFFh
DisplayDiskSpace(); imp 401165h

else if('l' == buf[0]) push 0

LaunchCalculator(); push OFFh

// Cleanup
closesocket(g_current);
WSACleanup();

return 0;

Error_Cleanup:
WSACleanup();
return 1,

lea eax, [ebp+0FFFFFD58h]

push eax

mov ecx, [4030C4h]

push ecx

call 401288h

movzx edx, byte ptr [ebp+OFFFFFD58h]
cmp edx, byte 76h

jnz 40112Ch

call 401180h

jmp 401150h

movzx eax, byte ptr [ebp+OFFFFFD58h]
cmp eax, byte 64h

jnz 40113Fh

call 401200h

jmp 401150h

movzx ecx, byte ptr [ebp+OFFFFFD58h]
cmp ecx, byte 6Ch

jnz 401150h

call 401270h

mov edx, [4030C4h]

push edx

call 401294h

call 401282h

Xor eax, eax

jmp 40116Fh

call 401282h

mov eax, 1

mov esp, ebp

pop ebp

ret




Anti-debugging



Anti-debuggers

. I\/Iakin(r:; reverse-engineering and disassembly
painfu
- Polymorphism
- Metamorphism
- Encryption
- Interrupt disabling

- Debugger detection
* Behavior modification
* Crashing debugger

* Links


http://www.textfiles.com/virus/adebgtut.txt
http://anti-debugging.qarchive.org/
http://rdist.root.org/2007/04/19/anti-debugger-techniques-are-overrated
http://www.openrce.org/reference_library/anti_reversing
http://reconstructer.org/

Modify Interrupts

* Overwrite Interrupt Vector of INT 1/3 to point to
garbage code
- INT 1 = Debug Single Step
- INT 3 = Debug Breakpoint
- Point to garbage so debugger crashes
- Must skip instructions to counter

* Run long loop of INT 3 instructions
- Slows down AV or debugging process
- Must NOP out INT 3 to counter

* Turn off keyboard interrupts

IN AL, 20h

OR AL, 02

OUT AL, 20
<vlirus code>
IN AL, 20

AND AL, NOT 2
OUT AL, 20



Modify Iinterrupts

* Detect INT 1 tracing by stack inspection

- INT 1 overwrites 6 bytes below SP with return values
for IP, CS, and Flags

PUSH AX

POP AX

DEC SP

DEC SP

POP BX

CMP AX, BX

JNE CODE_IS_TRACED

* Force INT 1/INT 3 tracing to disable code

- Hide critical value (i.e. decryption key) on stack directly
without modifying stack pointer

- Debugger will overwrite value if it runs



Protecting anti-debug code

* Use anti-debug routines as decryption key

- Retrieve a byte from routines to modify decryption
routine

- Prevents AV and anti-debugger from “NOP”ing out
your traps

* Running line
- HOOK INT 1
- Decrypt each instruction just before it is run
- Re-encrypt each instruction just after it is run

- Only one instruction at a time Is decrypted In
memory




Detection tricks

* IsDebuggerPresent()

- Returns O If current process is not running in the
context of a debugger

- Searchrd PEB (Process Environment Block) for
the field IsDebugged

- CheckRemoteDebuggerPresent () checks if
debu%ger IS a separate, parallel process that is
attached to process

- Windows NT

* NTGlobalFlag for WindowsNT
* NtQueryInformationProcess

- Can be easlily subverted



Detection tricks

Detect presence of INT 41/INT 2dh
- Used by Windows debugging interface

Detect INT 68h hooking (SoftICE)

Detect files and registry keys created by debugger
- szOllyKey, szIsSICEKey
- Attempt to create SoftICE driver to detect presence
- Look for \system32\drivers\WINICE.dat
, etc.

Detect debug processes or hooks
- Check for NTice service via OpenService()
- Ollylnvisible hooking of CsrGetProcessld
- Olly HideDebugger detour modifications to OpenProcess()

- Scan every running process and read out memory address
0x004B064B (where OllyDB stores some of its strings)


file:///usr/local/home/www/html/thefengs/wuchang/work/courses/cs410/Slides/\\.\SICE
file:///usr/local/home/www/html/thefengs/wuchang/work/courses/cs410/Slides/\\.\SIWDEBUG

Detection tricks

Scan and detect OxCC opcode (int 3)

Scan low memory for specific names installed by
SoftICE such as "WINICE.BR”, “SOFTICE1”
Examine timing

- Use rdtsc to measure cycles

- Measure system calls to detect virtualization or syscall
hijacks
* Vmware, Sebek, UML, etc.
* VMEDetect using rdtsc trick

Detecting VMware
- Execute VMware backdoor I/O function call
- Check location of IDT



Detection tricks

* Check reqgisters and flags used for debug purposes
- TRAP bit in EFLAGS register
- DRO-DRY7

* Set handler apriori and cause an error in code (divide by zero)

. V\t/hekn context switching to handler, debug registers saved on user
stac

* Read and write these values
- PEB ProcessHeap flag
* Execute exception with Trap flag set
- No debugger = SEH will occur
- Debugger = SEH will not occur



Crash

Ing tricks (landmines)

* Exploit software errors in debuggers

- Confuse LordPE and ProcDump dumping by
reporting inconsistent process image size

- Crash Soft
- Crash Soft
- Crash Olly

CE with poorly formatted strings
CE with illegal form of instructions

DBG with format string vulnerability

* OutputDebugString()
- Crash OllyDBG with bogus PE Headers



Confusion tricks

. OIIYDBG does not handle instruction prefixes

- Insert prefix one byte before SEH
- OllyDBG skips it, but SEH runs with no debugger

* OllyDBG mishandling INT 3
- Set an SEH before INT3

* OllyDBG memory handling
- PAGE_GUARD used as memory break-point

- Set SEH and execute PAGE_GUARD exception

* With OllyDBG, goes to MemBpx and continues
execution

* Without OllyDBG, SEH code executed



Packers



Packers

* Packers compress executables into an equivalent
self-extracting one

- Make smaller
- Resist analysis and modification

* Must unpack and rebuild to do so

* Examples

- Protect!, ICE (COM onlg/gé TinyProg, PkTiny, Microsoft EXE
Pack, LZEXE, PKLite, PROPACKER, DIE

- SEA-AXE, PGMPak, OPTLInk, DeltaPack
- AsPack


http://www.woodmann.com/fravia/packers.htm
http://www.aspack.com/

Unpacking

Packing identifiers

- PE iDentifier (PEID)

Unpackers

- GUW (Generic Unpacker for Windows)
- ProcDump unpacking wizard

- Upx

- Tron

- Xopen

- Unp

- StickBuster

- UnNFO . . .
Reversing tools with unpacking facilities

- HBGary ( )

Note: some packers are highly configurable and require
memory dump after unpacking operation


http://www.hbgary.com/

Unpacking

Example target

- Packed with ASProtect

Steps

- Dumping the App (IceDump, Peditor)

- Adding a section for new IAT (Peditor)

- Create new IAT (Revirgin)

- Combine dump and IAT (HexWorkshop)

- Update Entrypoint, update IAT rva and size (Peditor)
- Run (SoftICE)


http://www.shelltoys.com/files/cmset.exe

Examples

- Unpacking notepad.exe packed with Shrinker 3.4
- ProcDump, SoftICE, Symbol Loader

- Unpacking notepad.exe packed with NeoLite v2.0
- ProcDump, SoftICE, Symbol Loader


http://www.woodmann.com/fravia/text/eb_tut31.txt
http://www.woodmann.com/fravia/text/eb_tut31.txt
http://www.woodmann.com/fravia/predator_unpacking.htm

Example #1

* Unpacking notepad.exe packed with
PECompact

- ProcDump, SoftICE, Symbol Loader
* Open with Symbol Loader and SoftICE

0040AC44 FFFF INVALID

0040AC4C 9C PUSHFD

0040AC4D 60 PUSHAD

O040AC4E EB802000000 CALL 0040AC55

**If you step over this CALL using F10, the program will run.
Thus, reload the program and step into this CALL using F8 next time.

- Breaks at entry point of unpacking code

- First call is unpacking routine
* Step through it


http://www.woodmann.com/fravia/text/eb_tut31.txt

Example #1

Lots of conditional loops

aaaaaaaa
WwWwWwwWiwww
XXXXXXXX JINZ zzzzzzz77 <-- Loop back to aaaaaaaa

yyvyyyyyy JMP aaaaaaaa
zzzzzzzz New Instructions

Set bpx on zzzzzzzz

0040CA83 8BBD2E744000 MOV EDI, [EBP+0040742E]
0040CA89 ES85E040000 CALL 0040CEEC

0040CA8BE 61 POPAD

0040CA8F 9D POPFD

0040CA90 50 PUSH EAX

0040CA91 68CC104000 PUSH 004010CC

0040CA96 C20400 RET 0004

POPAD and POPFD used by unpackers a lot

- POPAD: Pops all registers off stack and restores them
- POPFD: Pops EFLAGS register from stack

Push of 0x004010cc like other examples
Set breakpoint there and dump memory image



Example #2

* Unpacking calc.exe packed with ASPack
- Much of the same as before
- Slightly different entry into unpacked code

015F:01017554 MOV [ESP+1C], EAX

015F:01017558 POPAD

015F:01017559 JNZ 01017563 (JUMP )
015F:01017563 PUSH EAX *** Take note of the value

of EAX!

015F:01017564 RET *** Stop here!!!


http://www.woodmann.com/fravia/volati_s.htm
http://www.woodmann.com/fravia/volati_s.htm

Highlights of other examples

* AsProtect

* Anti-SoftlICE code in packer
- Call createfileA on known SoftICE driver

- Call getlocaltime to see if being debugged

- SoftICE uses int 3 for breakpoints
* Check by triggering an int 3

* Getting to entry point

- Look for POPAD followed by JMP
— Dump via ProcDump
- Fix IAT


http://www.woodmann.com/fravia/tsehp_asprotect10.htm
http://www.woodmann.com/fravia/tsehp_asprotect10.htm
http://www.woodmann.com/fravia/tsehp_asprotect105.htm
http://www.woodmann.com/fravia/tsehp_asprotect105.htm

Reversing

* FAQ

* Unpacking

* Other resources


http://www.woodmann.com/fravia/rce-faq.htm
http://www.woodmann.com/fravia/rce-faq.htm
http://www.woodmann.com/fravia/projunpa.htm
http://www.woodmann.com/fravia/projunpa.htm
http://en.wikibooks.org/wiki/Reverse_Engineering

ODbfuscation



* Slow
- Ma
- Ma
- Ma
- Ma

Objectives

reverse engineering process
Ke automated analysis difficult

Ke code more complicated

Ke decompilation difficult

Ke code unreadable by human



Metrics

* Resllience
- lrreversibility

e Cost
- Added run-time or code size

* Stealth
- Similarity to rest of code



Technigues

* Data obfuscation
* Control flow obfuscation
* Advanced techniques



Data obfuscation

Renaming variables, procedures, classes,
methods

Deleting comments and spaces
Inserting dead code

Variable splitting

Scalar/object conversion
Change variable lifetime
Split/fold/merge arrays

Change encoding

Merge scalar variables




Control-flow obfuscation

Break basic blocks

Inline methods

Unroll loops

Reorder statements
Reorder loops

Merge all functions into one



Advanced techniques

Reuse identifiers

Misleading comments

Modify inheritance relations

Convert static data to procedural data

Store part of program as text and interpret it
only during runtime

Remove library calls
Attack specific decompilers and debuggers



Code obfuscators

* Source code
- Semantic Designs
- PreEmptive Solutions

* Binary code
- YOda'’s Cryptor
- NFO
- ASProtect
- Armadillo



Shiva (Mehta/Clowes 2003)

Outer encryption layer
- Defeats “strings”
- Slows access to protected code

TRAP flag detection
- Defeat single-stepping
“checkme” data check (canary)

ptrace defense
- Exits If ptrace active

- Clones itself and two copies ptrace each other to
prevent additional PTRACE_ATTACH “inter-ptrace”

Timing checks
AES, password protected middle encryption layer

Inner encryption layer
- Run-time protection



Shiva (Mehta/Clowes 2003)

* /proc defenses

- Only portions of binary decrypted at a given
time
* INT 3 instruction replacement
- Some instructions replaced with INT 3

- Instructions emulated in INT 3 handler
- |If debugger uses INT 3, code will be missing

* Jumping into middle of instructions
* Polymorphic code generation



Reversing Shiva

* Use similar techniques to run partially and
dump images
- Scripted decryption via IDA scripts
- Virtual x86 plugin for IDA



.NET reversing
* Reversing tutorial on .NET

* Tools

- ILDASM
* Disassembler that comes with .NET framework SDK

- Reflector
- Dis#


http://accessroot.com/
http://www.blong.com/Conferences/DCon2003/ReverseEngineering/ReverseEngineering.htm
http://www.blong.com/Conferences/DCon2003/ReverseEngineering/ReverseEngineering.htm
http://www.blong.com/Conferences/DCon2003/ReverseEngineering/ReverseEngineering.htm
http://www.blong.com/Conferences/DCon2003/ReverseEngineering/ReverseEngineering.htm
http://www.blong.com/Conferences/DCon2003/ReverseEngineering/ReverseEngineering.htm
http://www.blong.com/Conferences/DCon2003/ReverseEngineering/ReverseEngineering.htm
http://www.blong.com/Conferences/DCon2003/ReverseEngineering/ReverseEngineering.htm
http://www.blong.com/Conferences/DCon2003/ReverseEngineering/ReverseEngineering.htm

.NET obfuscation

* StrongName

- Verifies code integrity via cryptographic hash
calculation

- Prevents patching

- Easily bypassed via ildasm edits to remove
signature scheme

* StrongName Remove

- Or patch system DLL to make check return
valid all the time


http://www.codebreakers-journal.com/index.php?option=com_content&task=view&id=123&Itemid=97
http://www.andreabertolotto.net/
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.NET obfuscation

* Name obfuscation

Change metadata saved with binary to make
names either unprintable or random

Disassembler

private void x¥3e711f48aa0238biohject xB9797597f4546540, Eventirgs ¥92a31911cd18ca81)

{

string textl = this.xed23909b45640659, Tewt, Trim();

while (0 ==0)
1
if (Cperators.CormnpareStringitextl, ", false) 1= 0)
1
brealk;
I
if (-11=0)
{
retiurm;
¥
Label_002F:

¥B833734 2048984 168, ¥ 22064303557 2che2[0]. Append Child(x83a7 a4 2048984 168, xredf2oc5631 1ethe);
Label 0O045:

%3337 342048954168, xed4fhedl07abe9 199, Save (xB3a7 342048984 168, x 927 thba 2 frha3sfd);

[g=1il (gk
Label 0O0O5B:

%8337 342048954168, 62625441554 Feedf. Value = textl;

if (01=0])

1

¥

goto Label_008F;



.NET obfuscation

* Flow obfuscation

- Make msil reading hard by preventing its translation
Into a HLL

- Adding boolean checks that are always true or false

- Splitting source into many segments and connecting
them using various branches

- Mess with stack
* MSIL is stack-based and will not allow unballanced stack

* Insert a “pop” that will never run
* Breaks Reflector

.assembly extern mscorlib { }
.assembly extern System{}

.assembly sample {}

.method public hidebysig void Main()
{

.entrypoint

br.s start_here

pop

start_here:

ldstr "hello!"

call void [mscorlib]System.Console::WriteLine(string)
ret

}



.NET obfuscation

* Metadata encryption

- String references stored as metadata in
managed PE file

- Often the key In reversing
- Encrypt to hide and decrypt just before use



Dotfuscator

* Uses a variety of mechanisms to obfuscate

* All done after compilation (i.e. does not
modify source code)


http://www.preemptive.com/products/dotfuscator/FAQ.html

Dotfuscator

* “Overload Induction" renaming

- Ildentify colliding sets of methods across inheritance
hierarchies

* Rename such sets according to some enumeration (e.g. the
alphabet or unprintable characters).

- Method overloading is induced on a grand scale

* Ol algorithm determines all opportunities for name reuse and
takes advantage of them.

* Can use return type to determine method unigueness as well

- Anecdotal evidence

* 33% of ALL methods were renamed to a single character
(such as "a").

* Typically, 10% more are renamed to "b", etc.

- ovgrload induction reduces the final program size of obfuscated
code.

- Up to 10% of the size savings in Dotfuscated and
DashO'd programs


http://www.preemptive.com/products/dotfuscator/FAQ.html

Dotfuscator

* Undoing Dotfuscator renaming

- Decompiler needs to implement overload induction
themselves (ironically, violating Preemptive’s patent in
the process) to undo it.

- Overload induction is provably irreversible

* The best reversing will come out with a different number of
unique methods than the original source code contained

* Overload induction destroys original overloading relationships

* In reversed state, there will be no overloaded methods.

- Grand designers of OO technology implemented overloaded
methods as a way of creating "more readable code”

- By removing that ability, the code has less information in it than
before.



Dotfuscator

* Also supports
- String encryption
- Incremental obfuscation (for patches)

- Control-flow obfuscation
* Breaks loops and other HLL control structures up



Example: Rustock.B



Rustock.B rootkit

* Frank Boldewin, “A Journey to the Center of
the Rustock.B Rootkit”, Jan. 20, 2007

* Combines a number of obfuscation
techniques found in other malware


http://reconstructer.org/

Stage 1: Ollydbg
* Drop from Mother Ship

- Glves you rustock.exe, a Windows PE
* Step 1
- In 011lydbg, search for all referenced text
strings
* Not much shown due to obfuscation/packing

- Use PEID or Protection-ID toolsto
determine packer/compiler/protector

* Not much shown, perhaps a proprietary packer used

- Check for unrecognized data in code
* Code loaded at virtual address of 0x400000
* Entry point of Rustock.B at 0x401000



Stage 1: Ollydbg

* Looks like obfuscated code at 0x401B82
Find references to this address

G0401856| . C7G424 EB1EA( MDY DUDRDSRTSNSSSLESPY, naluare. 0401868
BR4E1EET RETH
39491553 : FOF ESI M kernel32. PCE16FD7
Walre.

-inreco @i'l dat &
R4 1 BSF 0 ECER6231 LER ECX, DUORD_PTR DS: [30625GEC]
BR4E 1 EES & 7p114600 | FUSH maluare. BE4E11
BR46 1E6R RETH e ' * L to DE4E117A
BR4E 1 BEE Soacad MOU EDI . DWORICETRSSsCESE] Backup b
BR46 1 EEE SECA B4 AOD ESP, 4
BR4E1E7 1 65 EG144080 | FUSH malware. DE4614E6 Copy b
Ba4aiETef . 03 RETH ;
Ba4aiETd > SIEC 6d SUE ESF, 4 Binary b
caanicfll | g9eEcz4 HOU GOROVETI S CESET, ECY :
ggjgigaz s Eg Z3FSFFFF EIEF‘IEaluare.alattEliﬂtFlE Modify byte |
AR461ESE 24 OB =4 Assemble Space
BR4E 1 BG4 20 OE 2C ek .
= o |
i =5 e "
i 4 Pl "

i b
BR46 1 ESE 20 OE =@ rilleigreteE
AE4E1BEC 4/ OB 4@ Run trace k
BR4E1ES0 2R OE =@
BR46 1 ESE ED OE ED -
@481 BEF 12 OE 12 Mew origin here Chrl4Gray *
BR4E 1 B0 ZE OE SE
BE4E1ES1 oo OB O Ga ko b
EIEI‘I-E'IJ.E‘E'E A3 OE A3 .
1] ]HM m m Follow in Curmp »

Search Fu:nr » I

» iZkrH4-R

Address |Hex dump Wi »
HO4ANEEG| 40 SR S0 60| @1 60 G0 60| 64 60 18 608 FF FF 68 68 e -
BB400G16| 48 1 GO GO 0B B OO bO| 40 65 B0 AE Ob oo on o -OPY 9 executable g 3 A A
BE4ERBER| BR 05 B0 00| 00 0D DR BR OB BB OO 05| 0B B3 B8 BB Analysis - EaRR R
FR4ANASA| B0 BR B0 B0| 6D B0 GO Q0| G0 QD 0B DB 09 DR OB GO EERS o2
©G490040| BE 1F BA DE| @0 B4 03 CO|21 BS 01 4C|CD 21 54 68 mmmmm mECFDE| D@BcrFCs




Stage 1: Ollydbg

* At 0x040198D
— PUSH of 0x401B82 followed by RETN

- Same as a CALL
- Set breakpoint and run
- Obfuscated code should be unobfuscated now

- [Referenres in malware: Fexlk bn NN4N1RA2?]

R| File WView Debug Plugin lfnflrﬁﬂ pillh lﬂmzf tltli
Pauzed = A X | D] Y| ¥ Ex ]z = = E|M W
Address |DiEEEEENbly |Enmment
BE4Ea1510] MOL EST, md lwal = BE4E1ESE BRG]l BSZE—ma lwar=. D4R 1 ESE
AE4E1220) PU malware. BE4A1B32
BEad4E1ES2 | DE [Initial CPU selection)
AEd4R1973 . | B1FA AOO ED,EOI
AE4A197E| o | 80143A LEA ED,DWORD PTR DS: CEDH+EDI ]
AE4A137E| .

BE4E1951 w ht.%fw Fihﬁ [Eﬁﬁm ]{fg I

BEd4E1983| o | EgRE

BEa4E1 955 F& FF w0OR ESI,FFFFFFFF

B 46 1 .| E9 &eFFCFFFF | JMF malware.dad4815FC
» o2 B21B4888 | PUSH malware.@b@d4@1B52

BEadE1eszl - C3 RETH
AE4R1993 . 896C24 Moy DWORD PTR 55: [ESF1, ECH
Aa4A199:] . BICS OF ECx.ECH




Stage 1: Ollydbg

* Not quite, have 011ydbg analyze code

- Step through API importin%_ code to obtain APl names
for subsequent call instructions

EE OB ok '

aa4a1ESS 1 OE 4C CHRR "L*" ~ | Begisters LFF
HLa Efl COrDYSEE

BE4E B2 =4 OB 24 CHRR "% ECH BREEREEE

BE4E 1 B 5L OE @< EDN DEOEEEEHE

@E4E 1 ERE ES OE ES EEX TFFOEREE

BE461ES7 L) OE @@ ESF BEESFFCY

@Ea 1 B e DE B EEF GRDEFFFG

B840 1639 B OE @@ EST FEFFEFFE

@E4a 1 ESA 515} OE B EDI 7LO2E738

@461 ESE 50 DE 50 CHAR *1°

sy B =+ I e

545 1 EEE L OE @39 E S EE SS%E :

BE4E 1 ERF & OE &4 Backup 4 A8 S5 8823 :

a1 B0 Al OE Al Zz @ D5 0623

BE4E1ES1 z8 OE 38 Copy + S B FS GE3E

BE4E 1 B B OB B@E . T 6 G5 @EEE |

ooy @ =2 g " .

GE4alEsc| 9B OE 2B Modify bryte S

BE481E56 4@ OE 4@ et Space Sttt
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BE4E 1SS 43 OE 4@ STZ empty B.@

AE4a1E9A 1C OB 1C Comrment : ST2 erpty B.0

546 1 BSE EE DE 5B 5T4 empty B.@

ggigiggg EE EE EE Breakpoink L STE erpty B.0

coieiciel i o e i roco '* 517 Erbel 18

GE4E1EAE =i} DE =0 Run krace k FST @@@3 Con

B4 1EA1 EE OE ES FCW 1372 Fre

BE<4E 1 BAZ 22 OB 22

@646 1EAZ 7 OE @7 a0 ko +

a1 B i OE @i .

EE431BAS i OE &4 Follaws in Curnp 2

s 2 e o

U B essees (il o "

Ga4mibEs| T BF 05 BE Find references to b

@E40 1 BB g4 OE &4 View 3

ol o o

e L eb o D 8l Ty ko execnbahle k

Sgig%ggg Eg EE Eg k an':e code Chrl+

@E46 1 EBE g9 OB 29 Rertryve analysis From module

AEAdA1 RRF Fr NnE F& =P B b




Stage 1: Ollydbg

* Find call to kernel32. Icreat
- Creates a file called I1zx32.sys (kernel mode driver)
- Set breakpoint and run again
- Select EDI in Registers window and follow it

BE4E1CF 1 FF35 37aza8a CAL =iH = catH
baaaicor|| 1 GoFE nEdarel o dEIVver gets ::l:!lF:ﬁ“ here
AE4E1C73 Eg (518 EHEE EDI

! 3 FF35 CIaz@sa CALL OWORD PTR SS5: [EEF+2C2] kernel22._loreat
AE4E1Ca2 tE FOF EB=
aad4aicaz(] . 83F2 FF CHMF EHn,—1
HE4E1CEE(] .~ 75 1A JHE SHORT malware.d@8481CA2

& |Begisters (FFPU]

Increment Plus
Decrement Minus
Zero

EDI" 'has pointer to
Modify Enter
Copy seldction to clipboard  Chrl+C

AEREFECH

View MME registers
Yiew SDMow! registers
YWiew debug reqgisters

Appearance

ASCII "E:RMMIHEDNSRMSHStEN

rCE234087 kernel32. 70234050
AEEEEEEE
BEEGFEDS ASCIT " lzudz2.sws™

BEEEFDES
aadn1B32
ARESFECE

rmalware. A8481BE2
ASCIT "Cz~~WIHDOWNSs“sy=tem
ASCII "Cz=~WIHDOWS-~sustem

malware. A84E1C7E

Zzbit BIFFFFFFFF]
32bit BIFFFFFFFF]
Zzbit BIFFFFFFFF]
Zzbit BIFFFFFFFF]

r* patle fiame
ERROF_FILE_MHOT_FOUHD [ E888
(MO,HE,ME.A, S, PE.L,LE]
—UEDHH BOEC B1GEE164 AEEHE0EE

I G
EEEE




Stage 1: Ollydbg

* EDI points to C:\windows\system32:1zx32.sys
- Use of : instead of \

- Alternative Data Stream (ADS)

* Hides the driver from easy detection

* Windows Explorer and cmd.exe do not show ADS

* Change memory to replace “” (0x3a) to a “\" (0x5c)

* Attach ADS to directory since ADS viewers do not show this

- Rerun code and step through driver creation
- Stop code at Iclose at address 0x401cc7/

* Driver has been deobfuscated and unpacked now

Address | Hex dump

HEEEFEAE| F4 BB 6F F& F4 BB &F
HEESFEES| 44 BC &6F F& BF B2 54
BEEEFECE 43 SA SC 5F 49 4E 44
g@@@fg;@ s0 22 22 23R &C 7R fg

L o R s

F& BE B8 B8 8@ 28 5B &6F F&| JLo+MNlo+....EL[o+|
26 BA 60 OB BA 28 F1 3E 82| '-ET@..IHBt}éi
4F E¥ 52 EC V3 73 73 74 65| IHDOOWS~suste
33 92 2E 73 73[ 0o EF E1|n3Z: l2w32, 2us. 16|

- 4 -




Stage 2: PE-Tools

* Driver now detached
- Analyze it in IDA to find obfuscated code

- Detached driver code and .idb file in “stagel”
directory

- Attempt to load in 011lydbg
* Launch using LOADDLL . EXE fails



Stage 2: PE-Tools

* Change driver

- Currently a DLL, a native executable, and
contains imports from kernel libraries
(NTOSKRNL.EXE and HAL.DLL)

- Change to no DLL, a Windows GUI application,
and no imports

- Fix PE-files using PE-Tools

. -Tonl<

Characteristics - [Current Yalue = 210E] g

—5et Flags =
] Relocation skripped: | | Debug information stripped® -—I

""""" || Run from swap (removeable) m

Executable Image
Line numbers strioped® || Pun From swap (nekt)
| | File Syskem®

Locale symbaols stripped®

|| Agaressive WS Time ol

| | Large address aware [ | Mo m ar syskens
|| Bytes reversed low | | Bvtes reserve

3z bit machine expected

unmark




Stage 2: PE-Tools

* Change driver

- In Optional Header of PE-Tools, change
Subsystem value from 1 to 2 (Windows GUI)

Image Optional Header Editor x|

—Image Optional Header Informations [HEX]
Magic Major SubSystem Yersion 0004
Major Linker Yersion 01 Minar Subsystem Yersion oonn
Minor Linker Version a0 Win32 Yersion Yalue 00000000
Size OF Code 00000300 Size OF Image T oooizooo |7 |
Size OF Init Data | 00000300 Size OF Headers ooooozon | 7 || + |
Size of UnInik Data | 00000200 Zhecksurm Q001 CESA 7
Entry Point 00001300 | D | Subsystem o001
Base Of Code Q0000200 DLL Flags 0
Base OF Data Q0000300 Size OF Stack Reserve 00001000 \
Image Base M Size OF Stack Commit W
Section Alignment m Size OF Heapqm ﬁﬂ_‘“’ 2
File Alignment 00000200 Size OF Heap Commit [ oooooooo
Major L5 Yersion Ul Loader Flags M
Minor OS5 Yersion noa0 Murber OF Ryva and Sizes aooooa1o |LI|;I
Major Image vYersion 0000
Minaor Image Yersion 0000
ik, Zancel




Stage 2: PE-Tools

* Change driver
- Set RVA and sizeto O
- WIll be reset later

Directory Editor s EI
set to 0
R Size
Export Directary v Q0000000 Q0000000 = m
Irnport Direckary Qo010000 Qoooo1cE A H
Resource Direckory Qoaaooo0 Q0aaoo0 o i
Exception Directary ooponoooo | oooooooo | |
Security Directary Q0000000 Q0000000 H
Base Relocation Table Qoo 1000 Q00000CE | H
Diebug Directory 00000000 | 00000000 | . || H
Architecture Specific Data Qo000 Q0000000 H
R4 of GP QO0Q0000 QooQooo0 H
TLS Directory oooooooo | oooooooa | | o |
Load Config Directory Q0000000 Q0000000 P |||
Bound Impart Direckory opoooooo | oooooooo [ | ]
Import Address Table Q0000000 Q0000000 H
C'elay Impott Descrlipears Qaa0oo0 Qo000 ?
COM Runkime descriptor Qacooacn QooQooo0 H
Reserved QooQoo00 00000000 ?
Save Close




Stage 2: Ollydbg

* Driver loads now
Same as Stage 1: obfuscated code at Ox116a4

HHH1 1682 . 2EEL W S ESF. 4

daal 18eE 5 CYEdZ2d @@ HMal I:ILLII:IF-EEI FTRE =<:=L[LESF].

AEAL 1660 . 291C24 Sz DWoRD PTE S5: LESF1], EBH
AEAL 166F] . 52 2816816868 |PUSH lzxs32.806811622

BAA1 174 . CE2 RETH

BAAL1EYS| . S3EC A4 sSUs ESP, 4

HEEAL167VE] . 290424 MO DWoRD PTE S5: [CESF1,.ER-
HEAL167VE] . A1l FzZz1lAiEE | MOJ ERS,DWORD PTR DS:C1z21FZ21
AEEl 1628 o 62 2A128106868 | PUSH lzq322.888112268

EAA1 16285 . C3 RETH

HEAL 16858 > 8536 EE%EE%E;TEST OWorRD PTR DS:C122CV]1,.ESI
HEA]L 168C] . S1EZ2 AMD EDE, 11C26

EEAl 1692 . 806424 FC LES ESF,.OWORD FPTR S5:LCESP-41
EEA11e95] o CYPE424 478116 M0) OWORD FTE 55:[ESF], lz=32.8061114R
EEAL1620] . cz RETH

HEEL169E] . 52 BIiz2E1686 |PUSH lzxs32.86068112EB2

BEAI1EAZ] . 0 C2 RETH

BEAl 16A4 49 OB 49

HEEL 16AS OA OB DA

AAAT 1 ARA FF MRk FF

BEAEl 16A7 26 OB 2@

BEAL 1&6AS 2B OB SE

HEAL 16A9 21 OB 21

daiieh o 2

goa116AE 51 -l unrecognized data
HEEL 1&A0 (5] OB B2

HEAL 16AE ca OB C9

BEAEL 1&6AF dE OB 4&

BEAl 16EB8 4B OB 4E

HEEL 16E1 27 OB 37




Stage 2: Ollydbg

* FInd references to this address 0x116a4

BEE1 1674 c= EETH
HEE] 1675 S3EC &4 SIBE ESF, 4
AERL167S 298424 MOy DWoORD PTR S5:L[ESF1, EA-
15550 === Tt Tmme ms et s meml e 2R OS:[121F2]
BEE11 Backup b ESH
HEE] 1
BEE11 Copy » E:[123C71,ESI
ARRT 1 _
HEE] 1 Einary g 55: [ESP-41
AEEAL 1 A [ESF], lzx32.86881114R
aomil Modify byke
m]
EEE; i Assemble Space I-EE
SSS%% Label :
SESH Comment A
ggg% % Breakpoint »
i [ 3

e Hit krace
EEE11 Run krace »
BEE1 1
BEE1 1 -
EESH Mew arigin here Chrl+iGray *
HEE] 1 170 ko 3
BEEL 1 -
s Follow in Dump k

Search far

Find references ta

Wiew

Copy ko execukable

S| P s AA AA F[@A AR



Stage 2: Ollydbg

* Two places with PUSH 0x116a4/RETN
- Set breakpoint and run

- [References in lzx32:.text to 00011644 ]

|E| File “iew Debug Pligins Oplions  ‘Window  Help

5] 4

‘set b

HEg1 16EBF

cegliacal . BFAFCTY

cegiliacz) . 2048 a1

CgellEce| . 23EC 84

cimliEcs| .~ E9 IPFFFFFF
. B35 A41e8108

aEalianz| . C32

gaaliebd| > 291024

aEallany| . 4C

gaallensl . 40

T ERRDRRIL IR ol e

FETH

IMUL ERW, EDI

LERA ER:,DWORD PTR DS:[EAX+11]
SUE ESP, 4

JHMP Lza22. 8681 1865

FUSH .=zn32.068811:A4

RETH

Moy DUDRD PTR =51 LESF1, EEX
DEC ESF

DEC ESF

Pauzed [ 4] X | | D] %z 4z Fz| L] =] == ¥
Addre=s= |[Dizassembly Comment

BEE118CE| PUSH lzx32.06081 1604

BEE111CA| PUSH Llzq32. a8l 164

AEE11&6A4| DB 49 [Initial CPU zelection)



Stage 2: Ollydbg

* Analyze code now...

Pl o] 'm0/ EHHH LB I
Backup »
Copy k
S : CHRR "1*
Modify byte
Assemble Space
L.abel CHAR "d
Zormmenk C CHAR "8
Breakpoink »
Hit trace k CHER "@E"
b
Run trace s
Go ko k
. (152 CEA®], SA40
Follaw in Dump k CHAR "u"
Search For »
Find rafarencas ta 3 EEEE E ﬁ
Wiew » CHAR "<*
Copy ko execukable k TR i
analysis » fnalyse code
Remove analysis Fronssodule
Bookmarlk, * : F h
Scan objeck files Chrl+O
Data Ripper Remove object scan From module
Cumnp debuaged process
: e F = Remove analysis from selection Blkapc
QllyFlow Graph b : . .
During nexk analysis, kreat selection as k
Make dump of process
Appearance l*.l CHAR "l*




System call analysis

* “Black box” analysis via system call tracing
(Windows)

- Windows system calls

- Strace for Windows

- Sebek

- Snhare

- Holodeck (fault injector)


http://www.metasploit.com/users/opcode/syscalls.html
http://www.metasploit.com/users/opcode/syscalls.html
http://www.metasploit.com/users/opcode/syscalls.html
http://www.metasploit.com/users/opcode/syscalls.html
http://www.metasploit.com/users/opcode/syscalls.html
http://www.metasploit.com/users/opcode/syscalls.html
http://www.metasploit.com/users/opcode/syscalls.html
http://www.bindview.com/Services/RAZOR/Utilities/Windows/strace_readme.cfm
http://www.bindview.com/Services/RAZOR/Utilities/Windows/strace_readme.cfm
http://www.bindview.com/Services/RAZOR/Utilities/Windows/strace_readme.cfm
http://www.bindview.com/Services/RAZOR/Utilities/Windows/strace_readme.cfm
http://www.bindview.com/Services/RAZOR/Utilities/Windows/strace_readme.cfm
http://www.bindview.com/Services/RAZOR/Utilities/Windows/strace_readme.cfm
http://www.bindview.com/Services/RAZOR/Utilities/Windows/strace_readme.cfm
http://www.bindview.com/Services/RAZOR/Utilities/Windows/strace_readme.cfm
http://www.honeynet.org/tools/sebek/
http://www.honeynet.org/tools/sebek/
http://www.honeynet.org/tools/sebek/
http://www.honeynet.org/tools/sebek/
http://www.honeynet.org/tools/sebek/
http://www.intersectalliance.com/projects/SnareWindows/index.html
http://www.intersectalliance.com/projects/SnareWindows/index.html
http://www.intersectalliance.com/projects/SnareWindows/index.html
http://www.intersectalliance.com/projects/SnareWindows/index.html
http://www.intersectalliance.com/projects/SnareWindows/index.html
http://tejasconsulting.com/open-testware/feature/holodeck-2.0.173.html
http://tejasconsulting.com/open-testware/feature/holodeck-2.0.173.html
http://tejasconsulting.com/open-testware/feature/holodeck-2.0.173.html
http://tejasconsulting.com/open-testware/feature/holodeck-2.0.173.html
http://tejasconsulting.com/open-testware/feature/holodeck-2.0.173.html
http://tejasconsulting.com/open-testware/feature/holodeck-2.0.173.html
http://tejasconsulting.com/open-testware/feature/holodeck-2.0.173.html

PE file format

DOS MZ header

DOS stub

PE header

Section table

Section 1

Section 2




PE file format

DOS MZ header
- S0 DOS can recognize program

DOS stub

- Built-in DOS executable to dixplay “This
probram cannot run in MS-DOS mode”

PE header

- PE loader uses DOS MZ header to find starting
offset of the PE header (skipping stub)

Sections

- Blocks of code/data organized on a logical
basis



Stage 2: Ollydbg

- [CPU - main thread, module Izx32]
File “iew Debug Plugins Options  Window  Help

= 44| X | 11| %[ %5 3:()i| =) =i L|E(M|T
A 1 1 EH < R =1 FILISHAD
HAEEL LIRS o EE BEEREEEE | CHLL lzx3Z2.8608116AA
BEElIERA|IFS 5D FOF EEF
pEnllcAE|| «  S3ED B85 SUBE EEF, &
HEELLSHE(] «  &4:Al Z2E@E8E MOoY ERX, DWORD FPTRE FS:[38]
AEEl1EE4) ] - EB48 B4 MOU ERX, OWORD PTR DS: CERX+4]
BEallcEY || - 38caE »OR AL,AL
HEELLEES|] > 20 BEEl8EEE SUE ER:, 1BA
aEallsEE|] - ec 2122 40EA(| CHMP WORD PTR D= CEQX], E040
aEal leC3] .~ 75 F4 JHE SHORT lzx32.86881 16B9
HEELTECE|] «  BFBYEE 2C MOUZX EBX,WIRD PTR DO5: CERR+3C]
HEElleC2() 0 B813C18 S@45@1| CHP DWORD PTR DS: [EAX+EBR], 4556
aaalle0all .~ Y5 EY JHZ SHORT lzx32.8881 16B9
aEallc0z2| )« 89C2 MOL ED:, ERHA
HAEEL 104« S0OBE 1AG4@aE@0 LEA ESI, DWORD FTRE 55: CEEF+41A1
aEal le0A | - SDBD E/ad4a@qn LEA EDI, DWORD PTRE S5: CEEF+4571
aEal lcEA| ]« ES 49@EEnEn | CHLL lzx32.8881 1H2E
HEEL1EES|] «  BOBE eBBd4@E@l LEA ESI, DWORD FTRE S5: CEEF+4:&E]
HEEl16EE|] . BB FUsH ESI
AEEl 1eEC)| - &R BA FUSH &
BEEllcEE|I) . 56 FUSH ESI
HEElleEF|] . 6&H HE FUSH EE
aEalleF1 )« FF9S EFad@aq CALLE DWORD PTR S55: [EEF+45F1]
BERlleFY| - 8305 B ADD DOWORD PTR DS:CESIY, 4
HaAalleFAl] . FF36 FUsH DWORD PTR O5:[CESI]
HEEL1EFC|] . 6&H B8 FUSH &
AEEl LEFE|)] «  FF9S E/ad4@@ml CALL DWORD PTE S5: [EEF+45%1
aEalived| )l . FF36 FUSH DWORD PTR D5: [ESI]
HEEll1vVES|] «  EFBA FOF DWORD PTR D5:LCERX]
ApEEl1FEs | - S2CE B AOO EAX, 4
aEallvEE|| - 8985 &radaaal Moy DWORD PTRE S5: CEEBF+4&71, EAX
1517 I Ak B Y R = iy MOW EDI,ERX
HEALLVIZ|] . 6&H B8 FUSH &
BEEl1vis|l . FF36 FUSH DWORD PTR DS:[ESI]
BEallyivil . 57 FUSH EDI
HEEll1vig|]l . 6&H BB FUSH EHE
Geali7inl] .« FF95 SFe4oec CALL DWORDIFTR SS:[EEP+45F]



Stage 2: Ollydbg

* Dump debugged process

- [CPU - main thread, module Izx32]

File “iew Debug | Plugins ©ptions  Window  Help

1 Bookrnarks

2 Command line
3 Data Ripper

4 DllBreakEx

5 GODUP Plugin
& Hide Debugger
7 Ollv Invisible

g QllvDumnp

9 CllvFlow

0 QllvSeripk

Anki Anki GPM
OllvChg PE Dumnper
Window Juggler

g L AR

FS:[22]
DS: [EAK+4]

CER=]1, SA40

—

Durmp debugged process

kerr

F%H\IEI QEP by Section Hop (Trace inko)
Find OEP by Section Hop (Trace owver)

Cpkions

3
3
b
3
b
e eiiERs
3
3
3
b
3
2

bt




Stage 2: Ollydbg

* Dump debugged process

- Unmark “Rebuild Import”

OllyDump - lzx32.5ys ]

10007

Start Address:

Entry Paint:

Baze of Code:

o

1000

Size:

- Maodify:

12000

LImp

1644

et EIF az OEP Carcel

B

Baze of Data: I':'

v Fix Raw Size & Offzet of Dump Image

must be

k3 uild Impart

% Methodl ; SearchJMP[aPI] | CALL[AP] in memony image
i Method? ; Search DLL & AP1 name sting in durmped file

Section | Yirtual Size | Virtual Offzet | Baw Size Raw Oftzet | Charactariztics
tewt QO0OEE DT Q0007 Qoo Q00aEBO1 Q0007 000 ES000020
INIT Qoooo1Ce Q007 0000 Qooao1ce Q0010000 40000040
Telac QooooocE Qa0 1000 QooaoaceE Qa0 000 42000040
unmarked before dump



Stage 2

* After dump, restore PE-File settings
- DLL bit
- Subsystem native
- RVA and Size of Import directory field



Stage 3: IDA

* Load dumped file into IDA

80a116A4
Aad116A5
aag116AA
Aad116AB
Aad116AE
AaB116BY
Ha8116B7
HEB8116B9
HEB8116B9
HEB8116B9
H88116B9
H88116BE
B88116C3
B88116C5
B88116C9
adg11608
ARAT1AD2
HEB116DY
H88116DA
HeB116ED
HEB116ES
H88116EB
B88116EC
BEB116EE
AaA116EF
Ade116F1
Aaa116F7
aag116FA
Aad116FC
Bad116FE
Aae117 84
Aaa117 a6
HE811788
Ada117 6B

loc 116B9:

pusha
call
pop
sub
mov
mouv
Xxor

sub
cmp
jnz
Mmouzx
cmp
jnz
mnu
1lea
1lea
call
1lea
push
push
push
push
call
add
push
push
call
push
pop
add
mou

$+5
ebp

ebp, 6 ; standard "what's my current base address' trick

eax, large fFs:38h
eax, [eax+i]
al, al

CODE XREF: D11EntryPoint+1Flj
D11EntryPoint+2C}j

eax, 186h

word pty [eax], SA4Dh ; HZ

short loc 116BY

ebx, word ptr [eax+3Ch]

dword ptr [eax+ebx], 4556h ; PE

chort loc 116B%? ; Scan for HTOSKRHL base

px, pax

esi, [ebp+41Ah] ; First Entry is ExAllocatePool
edi, [ebp+457h] ; Buffer for API Addresses

sub_ 11A2ZE » Scan for several APIs

esi, [ebp+46Bh]

esi

8

esi

BBh ; B2b = SystemModuleInformation
dword ptr [ebp+45Fh] ; ZwQuerySystemInformation
dword ptr [esi], 4

dword ptr [esi]

8

dword ptr [pbp+457h] ; ExAllocatePool

dword ptr [esi]

dword ptr [eax]

eax, 4

[ebp+467h], eax




Stage 3: IDA

* Obfuscated data
- Can not use the previous approach

#8811AAC loc_11AAC: ; CODE XREF: sub_ 11A44+4FTj
aaa11aAcC add esi, &4

aaa11AnF inc ECH

fdo11ABA jmp chort loc 11A77

g@@1iAB? ; ——————
aaa11naB2

88611AB2 loc_11AB2: ; CODE XREF: sub_11a44+66T]
aeo11AB2 ; sub_11A4L+78 L]

fge11nB2 pop edx

HH811RB3 pop ebx

HA811ABY pop edi

80811ABS pop esi

BBA11ABS leave

aBo11AB7 retn 8

BOO1IABA |
aao11ABA

88611ABA loc_ 11ABA: ; CODE XREF: sub_ 11A44+17Tj
a8a11ABA ; sub_11A44+36T]

80811ABA Xor fdx, Pax

foe11ABC jmp chort loc 11AB2Z

A8011ABC sub_ 11A44 endp

a8@11ABC

AR . s = = s R e e e
00011ABE aExallocatepool db 'ExAllocatePool’,® unrecognized data
Boe11acDh aExfreepool db ‘ExFreePool” .8

8811a08 aZuwquerysystemi db 'ZwQuerySystemInformation’,@

Bae11aF1 a_stricmp db ' stricmp’,0

A8a11AaFA align 4

aaa11AaFc dd 6 dup(8)

A8611B14 dd 88000808h, 4DOOGGBEHh, 38985A38h, 4026603h, B1FF7189h
A0o11B14 dd 191C2E8h, OC615C240h, GE1CA2EGh, OFBBA1Fh, Z21CDO9B4Nh
A8611B14 dd B8COAsCa1BBh, 6968540Ah, 7OBE2073h, 67676F72h, 63876D61h

HEB11B14 dd 4F1FSE4Fh, 6562E7¥74h, SFYSCFAFh, 44866998h, 3537EA4FD



Stage 3

* Read code at Ox116a4
- Import APIs from NTOSKRNL
- Query system modules running

- Allocate kernel memory

- Unpack routine (0x11788)
* Unpacks code to kernel memory

- Move unpacked code over packed code area

- Grab imports from NTOSKRNL and HAL.DLL, destroy
PE-Header, rebase API calls

- Free unused kernel memory
- JMP EAX at address 0x117c8

* Real driver created dynamically

- Must rip the unpacking code at 0x117d3 and dump
whole data as file before PE-Header destroyed and
driver code rebased



Stage 3

* Program included

Hiwpapersstagelrlzx32-laststage—unpacker.exe

Ruzstock lex3d2.sys last stage unpacker
coding Frank Boldewin / www.reconstructer.orqg

Opening source file lzx32—unobhfuscated.sys

[#]1 Opening destination file lzx32-native—unpacked.sys
[#] Setting filepointer to offset: BxBAAA1b1hb

[#] Reading packed driver data

[#] Unpacking now...

[#*] Writing wunpacked data to lzx3d2-native—unpacked.suys
[+] Job done?

Hiwpapersstaged>



Stage 3: Reversing Rustock.B


http://www.sarc.com/avcenter/venc/data/backdoor.rustock.b.html

Doing it faster with a kernel

debugger

* SoftICE+ICEEXT

- Special function in NTOSKRNL.EXE to load driver

* lopLoadDriver
* |Is not exported by default

- Need proper .pdb file of NTOSKRNL.EXE from
Microsoft server

- Need to convert it to SoftICE format .nms
- Problem: SoftICE symbol retriever unreliable
- Read Frank Boldewin’'s SoftlICE howto

* Alternative
- Leech Windows Debugging Tools from MSFT
- Read paper for recipe


http://reconstructer.org/
http://reconstructer.org/
http://reconstructer.org/

Cleanup
* Run RkUnhooker



Finishing up Rustock.B

* Detalls of rootkit

- Hooks MSR_SYSENTER
* System call entry routine

- Changes the following APIs
* ZwOpenKey
ZWEnumerateKey
ZwQueryKey

ZwCreateKey

ZwSaveKey
ZwDeviceloControlFile
ZwQuerySysteminformation
ZwInitializeRegistry

Hides based on process name issuing call (RookitRevealer,
Rkdetector, etc)

- Scans Windows kernel image for sting
* FATAL_UNHANDLED HARD_ERROR
* Replaces it with rootkit functions

- Creates bypasses for network communication
* Modifies tcpip.sys, wanarp.sys, ndis.sys



Example: svrcp.exe



Example: srvcp.exe



srvep.exe

* Use filemon, regmon
- Flag new keys and files being created

ﬁ Registiy Monitor - Syzinternals: www_spsinternals. com
File Edit Optionz Help

REBET | 9B | A

B J Timne ] Frocess J Reguest ] Fath =
B8 47192336596 srvcpoexe.. Clozekey HECUAControl PanelyntermationalhSorting Order
B9 47 20684770 srvcpoese.. Openkey  HELMAWSOFTWARE \Microzofthwindowz \CurentyerzionsBun —-

GO 47 246185471 srvcpoese.. Sefalue  HELMMASOFTWARE \Microzoft\windowz\Curnrenty/erzionhRunyS ervice Prafiler

B1 47 24685501 srvopese.. Clozekep HELMMSOFTWARE \MicrozoftwindowzhCurentterzionsRun

B2 47 247480596 srvcpoese.. Openkepr  HELMASyzternhCumentControlS ety Services\winS ock WP arameters f
3

l |

B8 File Monitor - Sysinternals: www._sysinternals_ com H=] E3
File Edt Optione: Drives Help

RE R & 2§ | o

#1 Time I Frocess J Request J Fath Reszult -
46 B:19:46 Abd Systercds  IRP_MJ_SET _IMNFORMATION C:NMWARMNT \syztem32hconfigheoftware LOG SUCCESS

47 B1346 AM srvcpoese... FSCTL_IS_WOLUME _MOUM... C:ADaowvnload SUCCESS

48 51946 Ak zrvcpoese... IRP_MJ_CREATE AR M TYS peterm 32y gus.ini FILE MOT FOL
43 B:1946 Ak zrvcpese... FSCTL IS WOLUME _MOUM... C:ADownload SIUCCESS

5I:|1 B:1%:46 &kl =rvcpese... IRP_MJ _CREATE I::RWINNT'xSystemEE"«gus.irai FILE HOT Fi_‘j
4 bk



http://www.sans.org/resources/malwarefaq/srvcp.php

srvep.exe

* tcpdump to identify communication to IRC

Domain Name Resolution Request
03/16-06:19:46.414790 172.16.198.131:1046 -> 172.16.198.1:53
UDP TTL:128 TO0S:0x0 ID:4354 IpLen:20 DgmLen:57Len: 37
00 01 01 00 0O 01 OO0 OO OO OO OO0 00 O3 69 72 63 ......vvvvn.n irc
03 6D 63 73 03 6E 65 74 00 00 01 00 01 .mcs.net .....



srvep.exe

* Encrypted code
— Srvcp.exe contains no strings
- Encrypted with XOR-based algorithm

- Some Instructions not encrypted

* Repeated pushes to the stack of a string that looks
random followed by calls to the routine
“sub_4012C6”

Probable Calls to String Decryption Routine
.text:0040141D push offset aNhlPwf ; " nhl*pwf "
.text:00401422 call sub_4012C6
.text:00401427 push offset aAhkl ; "|ahkli"
.text:0040142C call sub_4012C6
.text:00401431 push offset awtwgr ; "wtwgr"
.text:00401436 call sub_4012C6
.text:0040143B push offset aCdkk ; "|cdkk"
.text:00401440 call sub_4012C6
.text:00401445 push offset aMfgece ; "mfgEce"
.text:0040144A call sub_4012C6



srvep.exe

* Encrypted code

- Emits gus.ini file that also contains encrypted
code that is decrypted at run-time

- Look through code to find calls to fopen()
- Verify via SoftICE

Opening gus.ini File
.text:00403662 push offset aR ; " r "
.text:00403667 push [ebp+arg_0]
.text:0040366A call fopen

403662 PUSH ©04083D8

403667 PUSH DWORD PTR [EBP+0681

40366A CALL CRTDLL !f open

40366F aADD ____ESP,OB

403672 HOW

493674 OR

403676 JHNZ

403678 X0OR 1}
406400 43 3IA SC 5¢ 49 4E 4E 54-5C 53 ¥3 /3 74 65 6D 33 CIAWINATNGystem3
106410 3£ 5C 6Y 75 V3 £E 69 6E-63 00 00 00 OO 00 00 00 Lsgus.ini.......




srvep.exe

* Encrypted code
- Look for reads from file
- After read, call code at loc_4036B2

- Probably leads to the decryption routine, let's
go examine

Reading Lines from gus.ini File
.text:00403738 push eax
.text:00403739 push offset asc_4083D1 ; " %[A\n]\n "
.text:0040373E push ebx
.text:0040373F call fscanf
.text:00403744 add esp, OCh
.text:00403747 cmp eax, OFFFFFFFFh
.text:0040374A jnz loc_4036B2



srvep.exe

* Encrypted code

- .Ini files usually have PARAMNAME=value
format parsed with associated sscanf string

- call sub_405366 must be decryption routine

Parsing gus.ini Lines
.text:004036B2 lea eax, [ebp+var_414]

text:
text:
text:
:004036BF
text:
text:
text:
text:

. Text

. text

004036B8
004036B9
©O04036BA

004036C1
004036C7
004036C8
004036CB

:004036CC
.text:
.text:

004036D1
004036D2

push eax
push esi

call sub_405366

mov edi,

lea eax, [ebp+var_9F0]

push eax

lea eax, [ebp+var_14]

push eax

push offset asc_4083C5 ;

push edi

eax

call sscanf

" %[N=]=%[N "
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* Encrypted code
- Verify via debugger (SoftICE)

- Examine memory pointed to by EAX before and
after call (using “d EAX” command)

4036B2 LEA EAX, [EBP+FFFFFBEC]
}  PUSH EAX
5B9  PUSH ES 1
4036BA CALL __©GG405366

4036BF MOV EDI,EAX i b

DBEAEC 4A 65 VB 4F 32 31 35 57-75 4B 36 30 48 37 48 67 Jex0Z215WuKb6BHTHY
DBEAFC 43 ZE 6A 31 31 76 68 31-00 €0 00 00 00 00 00 0 . jllvhl........

103682 LEA EaX, [EBP+FFFFFBEC]
4103688 PUSH EAX
403689 PUSH ES]
4036BA CALL 00405366
036BF MOV EDI,EAX L

136518 4E 49 43 48 3D 6D 69 b6B-65 V9 00 0O 00 00 @0 00 HNICK=mikey......
136528 00 00 @0 00 00 0O 00 DE-00 0O 00 B0 00D B0 00 0O
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* Encrypted code
- Decrypted gus.ini file
- Parameters to srvcp.exe are overwritten here

Decrypted gus.ini File

NICK=mikey
MODE=AGGRESSIVE
SETCOMMAND=setpr
COMMAND=fuckedup
CHANNEL=mikag soup
SOUPCHANNEL=alphasoup ah
SERVERO=irc.mcs.net :6666
SERVER1=efnet.cs.hut.f1i:6666
SERVER2=efnet.demon.co.uk:6666
SERVER3=irc.concentric.net:6666
SERVER4=irc.etsmtl.ca:6666
SERVER5=irc.fasti.net:6666

. cut for brevity ...
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* More information at...
- HTML version

- PDF version

- Disassembled code


http://www.sans.org/resources/malwarefaq/srvcp.php
http://www.sans.org/resources/malwarefaq/srvcp.php
http://www.zeltser.com/reverse-malware-paper/reverse-malware.pdf
http://www.zeltser.com/sans/gcih-practical/srvcp-asm.pdf
http://www.zeltser.com/sans/gcih-practical/srvcp-asm.pdf
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