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Abstract

In our questto better understand network trac dynamics,
we examine Internet chat systems. Although chat asan ap-
plication doesnot contribute huge amounts of trac, chat
systems are known to be habit-forming. This implies that
catering to such users can be a promising way of attract-
ing them, especially in low bandwidth environments such as
wireless networks.

Unfortunately there is no common proto col basefor chat
systems. Rather there are a multitude of protocol variants
whosespeci cations, with someexceptions, such asIRC and
ICQ, are unavailable or ill de ned. In addition, chat systems
are often layered on top of other application protocols like
HTTP . Therefore there is no simple way of even identifying
chat trac. In this paper we shonv how to separate chat
trac from other Internet trac and presernt the results
of an extensive validation of our methodology. Using our
methodology we gather a week long trace of all chat trac
that crossesa 155 Mbit/s link from the Saarland Univ ersity
to the Internet and presert an initial characterization.
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1. INTRODUCTION

Chat systems, and especially Web-chats, are used by a
sizable number of people around the world for exchanging
ideas and/or discussions. Considering the spectrum of In-
ternet applications, chat systemsoccupy the extreme, short-
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lived interactiv e end, while stable, non-interactiv e applica-
tions like the Web occupy another.

Given that chat as an application does not generate a
lot of trac it is not surprising that chat systems do not
contribute a large fraction of trac to the Internet. There-
fore one may ask why is chat a worthwhile target for trac
characterization. Our primary motivation is that chat of-
fers computer mediated communication. This means that
the measured"b ehavior" is expected to mainly depend on
human behavior (maybe in uenced in someways by packet
delays). Furthermore chat is used by a large number of
users. It has the potential of being habit-forming [1]. Since
chat systemsneed little bandwidth, they are an interesting
and attractiv e wireless application. A wireless application
that has gained extreme popularity in Asia and Europe is
SMS (short messageservice) and is used by someusersin a
manner similar to chat.

In today's Internet there are various chat systemsin use
which dier in a number of aspects. Internet Relay Chat
(IRC) [2] is one of the oldest systems still in use. From a
high level perspective an IR C-system consists of a network
of servers which form a spanning tree among them, that
is used as the backbone of the network. A client using an
IR C-system connects himself to one of these servers and the
messageawill travel along the backbone to each of the con-
nected seners. The IRC protocol which regulates message
exchange is well de ned and easyto understand. Accord-
ingly we choselRC as a starting point for our analysis.

While IRC is still a widely used protocol, a signicant
share of today's users appear to be using Web-based chat
systems. There seemto be two main motivations: ease
of use and ease of access. Everyone is familiar with the
user interface of a Web browser, and most portals are o er-
ing Web-basedchat systems. Unfortunately these systems
vary widely in terms of visual appearanceand technical re-
alization as well as in terms of protocol. Nevertheless we
haveidentied a number of common characteristics of Web-
based systems that can be used to separatetrac gener-
ated by them from other trac. As aresult we can analyze
Web-based chat systems and compare their characteristics
to those of IRC-systems.

Other popular chat systemsinclude ICQ [3] and AIM [4]
(AOL Instant Messenger). These di er from the above sys-
tems in that they use UDP as transport protocol and that
their main goal is the exchange of short messagesrather
than the exchange of opinions or longer discussions. Most
chat systems are open systems. In contrast Gale [5] is a
fairly new system which encrypts its messagesryptograph-



ically and supports even more decertralization of the server
functions than IRC.

The main problem in analyzing chat trac is the mul-
titude and the diversity of systems and protocols. In ad-
dition IRC diers signicantly from Web-chat and there is
no unique Web-chat system. Indeed most Web-chat pro-
tocols dier widely and are usually not well documented.
Some systems do not only use the Web browser as their
user interface but realize their protocol on top of HTTP.
This implies that it becomesrather dicult to consistertly
separate Web-chat trac from regular Webtrac and other
TCP trac. Therefore we rst haveto addressthe challenge
of capturing chat trac before we can presert the results of
our analysis.

Our approach for separating Web-chat trac from other
network trac isto rst collecttrac generously then iden-
tify candidate chat trac, and nally disregard known non-
chat trac. We start by collecting all network trac that
satis es somerather general criteria. We then keepall con-
nections which match a number of criteria derived from our
analysis of IRC and a basic understanding of Web-chat sys-
tems. Closeinspection of the resulting trac hasshown that
some other protocols may have similar behavior. These are
easyto identify and can therefore be excluded from further
analysis. In order to show the validity of this approach we
presert the results of an extensive validation and a statisti-
cal characterization of the collected chat tra c.

Another problem with this approach is imposed by re-
sourcelimitations. The amount oftrac to processexceeded
the disk, cpu, and memory resourcesof our server machine.
Accordingly we further subdivided the work into two Iter
steps, the rst chedks for the inexpensively computable cri-
teria while the secondperforms the computational expensive
ones. This pipelining enablesus to cope with the amount of
data.

The remainder of this paper is structured asfollows: rst,
in Section 2, we will review some details of IRC and Web-
chat systems. Next we presert our methodology for collect-
ing chat traces (Section 3). In Section 4 this is followed by
an accourt of our experiencesin realizing theseideas. As we
proposeto usequite a complex heuristic Section 5 discusses
our approach for validating their appropriateness. In Sec-
tion 6 we presernt the results of analyzing the properties of
IRC and Web-chat usage. Finally, in Section 7 we summa-
rize our experience and suggestfuture researd directions.

2. BACKGROUND

21 IRC

Internet Relay Chat (IR C, [2]) is arather widely usedchat
proto col that has beenaround for about 15 years. Between
06=28=2003 and 07=28=2003 v e big IRC-networks (prob-
ably the v e biggest) together had 457,190 users on aver-
age [6]. Each IRC-network consists of a set of connected
servers that are typically listening for client connection re-
quests on port 6667. An active client is usually connected
to one server and usesa speci ¢ nickname to identify him-
self within the IRC-network. While a user may change her
nickname, nicknames have to be unique within the network.

There are a number of commands a client can use within
an IRC network. One of the most common one is PRIVMSG
for sending a messageto a specic user or channel. A typi-
cal form of this command is: :nickl PRIVMS@ick2 :Hi! ,
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Server: A,B,C,D, E Client: 1, 2, 3,4

Figure 1: Simple IR C-Net work

where nickl is the nickname of the sendingclient, and nick2
the nickname of the receiving client. More details regarding
the IRC protocol are speci ed in the IRC RFC [2].

Discussion channels are the core of life on IRC since they
provide the abstraction for meeting other usersand are avail-
able for a huge range of topics. Most IRC users participate
in at least one such channel. The channel information needs
to be kept consistert throughout the IRC network and in-
cludes user and server information. In addition it contains
a list of optional channel attributes, e.g., the list of channel
operators, who may remove peoplefrom a channel or change
the channel attributes, or a “private' attribute which ensures
that the channel is not listed in the channel list.

Another use of IRC is as a medium to share data. To
facilitate this it contains a separate sub-protocol for data
transfer. Data transfers do not involve the IRC servers.
Rather they happen directly between the two clients using
TCP ports negotiated via special IRC proto col messages.

Each server of the IRC network hasa list of serversthat it
may connect to. From these the servers identify a spanning
tree among themselvesin order to reduce the complexity of
messagerouting betweenthem. Figure 1 shows an example
of a simple IRC-Network. For each server the list of servers
aswell asa list of patterns or the explicit list of clients and
servers that are allowed to connect to it are maintained by
an IRC operator. IRC operators are responsible for the ad-
ministration of the IRC network. Furthermore an operator
can override actions of channel operators and, say, remove
a certain user from the network.

2.2 Web-chat

There are two main drawbacks of the widespread use of
IRC by the general population: the main user interface be-
ing tty-basedand a lack of understanding of the operation of
the IRC system. The rst canbe overcomeby using a known
user interface. The secondcan be tackled by reducing the
complexity. These two concepts seemto be the reasonwhy
Web-chats are so popular. They are much simpler to use,
relying on a Web browser as user interface, and they have
a much simpler structure than IRC, as they usually con-
sist of only a single server. Although this implies that all
clients, which want to participate in a speci c channel, have
to connect to the samesenwer, this is conceptually simpler.

However in sharp contrast to IRC there are alarge number
of disparate Web-chat systems, each based on a dierent
proto cols using a wide range of port numbers. Thesesystems
and protocols do not only vary widely but are usually not
well documented.

We distinguish three classesof chat-systems: the HTML-



W eb-chat systems use the browser as user interface and
HTTP asunderlying application proto col; the applet-W eb-
chat systemsusean applet window as user interface which
is downloaded to the client via HTTP and a custom applica-
tion protocol; the applet-IR C-chat systemsusea Java or
Javascript applet as front-end to a well known application
protocol, IRC.

To gain some insights into how a typical Web-chat sys-
tem operates we sketch a simple one: In our example the
user output of the chat room (or channel) is displayed in
a never ending HTML Web page, called the chat window.
The HTML page only endsif the user leaves the chat sys-
tem, e.g., by logging o or requesting another Web page.
At the beginning of the chat sessionthe userhasto Il out
a login form to accessthe chat page. Usually one of the
elds of the login form contains the nickname that the user
plans to useduring this session.In order to ensurethat ead
user will receive the chat output he desiresmost systemsuse
sessionIDs. A sessionID is some number or string derived
from the login processthat is usually transmitted with eadh
request and response using cookies or the URL itself. Users
usually enter input using Web forms relying on this session
ID. Each line of input will be transmitted to all other users
in the samechat room (or on the same channel) using their
respective chat window. Apart from this basic functionalit y
there usually are a number other functional elemerts that
can be invoked using buttons or similar functional elemerts.
These can be as varied as changing the text color, changing
chat rooms, sending private messagesto other users, and
articulating various emotions. Usually these functional ele-
ments are also realized by using forms and the samesession
ID as for the main chat room.

Instead of using a never ending HTML Web page some
systemsusean applet window that is typically implemented
using JAVA or a similar programming language. Figure 2
shows an example of such a chat system. You can clearly
recognize the functional elemerts such as the window dis-
playing the chat messagesthe place for entering messages,
the buttons for sending messagesnd leaving the chat room,
and some additional features such as user and room lists.

Applet-IR C-chat systemsonly alter the userinterface but
continue to use IRC as their underlying application proto-
col. The functionalit y and the appearance of such systems
are comparable to those of the other Web-chat systemsdis-
cussedabove. The main di erence is that the client converts
eath messagehat a userenters in the applet-window into an
IRC messageand each IRC messagethat it receivesinto a
form sothat it can be preserted in the corresponding applet
window. Therefore in e ect such systems supply a graph-
ical user interface for IRC. From a networking perspective
applet-IR C-chat systemsare IRC systems. From an appli-
cation perspective they are applet-chats.

From a user's perspective Web-chat does not dier sub-
stantially from a IRC client with a Web interface. The main
di erence between IRC and Web-chat appears to be a so-
cial one: our experience suggeststhat, on averageIRC net-
works are usually used by the technically more experienced
audience while Web-chats are used by the technically less
experienced clientele. We also suspect that IRC users are
usually older and they often tend to useIRC in parallel to
other activities. On the technical side we obsere that IRC
networks impose a lesserload on a single server due to the
spanning-tree protocol. For example, eath of the three big

IR C-networks had an average usageof more than 90; 000 si-
multaneous usersin the period starting on 06=28=2003 and
ending on 07=28=2003 [6]. We would be surprisedto nd a
Web server basedsystem using typical hardware that is able
to handle such a load.

2.3 Other chat systems

There are a number of other services,which enable inter-
active communication. Someof the most popular onesseem
to be instant messengerapplications such as ICQ or AOL
and Microsoft's instant messengerservices (AIM, MIM) or
the Yahoo messengerservicehttp://messenger.yahoo.com
Thesesystemsare stand-alone client applications which have
to be explicitly downloaded and installed on the correspond-
ing hardware. In generalinstant messengerservicesresenble
applet-Web-chat systemsin that the purposeis to send and
receive messageswith little delay. One of the di erences is
that only some support channels. On the other hand they
add certain functionalit y, e.g., a user can specify a list of
friends (buddy list) to the server of the system and is then
notied when one of these friends logs into the system. We
expect that communication behavior in these networks is
comparable to that in chat systemsas long as they support
channels. More information about, e.g., ICQ can be found
in [3].

3. METHODOLOGY

The goal of this section is to identify componerts of chat
trac that will help us separate chat trac from other In-
ternet tra c.

3.1 Identifying chattraf c

As discussedin Section 2, the important di erences be-
tweenchat systemsand other applications are that chat nei-
ther uses a well-de ned port nor a well-de ned protocol.
Rather there exists a wide spectrum of protocols: the well-
documented IRC protocol used by IRC-networks or their
applet-based user interface equivalents; custom application
protocols usedby HTML Web-chat systemsrunning on top
of HTTP; and custom application proto cols used by applet-
Web-chat systems. Note that HTML chat systemstypically
usethe port reserved for HTTP (port 80) and therefore it is
rather dicult to dierentiate Web-chat trac from other
Web-trac. These application properties make the charac-
terization of chat trac akin to the proverbial seard for
a needlein a haystack. Accordingly our approach for cap-
turing chat trac isto rst collect all Internet trac that
could possibly correspond to chat trac and then split this
trac into chat trac and non-chat trac. The attentive
reader may nd some parallels betweenthis work and work
on separating attack trac from benign trac in intrusion
detection systems, e.g., [7], [8] and [9].

To separatechat trac from other trac we can take ad-
vantage of the fact that IRC is well speci ed and usually uses
a well known port. Therefore IRC trac is easyto capture.
Relying on a characterization of IRC we identify somebasic
properties of chat trac. Combining these properties with
our general understanding of Web-chat systems enables us
to de ne a setof Iter heuristics.

3.2 IRC-derivedchat properties

Our experience with IRC systems con rms the common
use of the assigned well-known port 6667 for control and
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chat messages.Furthermore it is unlikely that an arbitrary
client system usesthis port as their source port since most
systemsstart at boot with port 1024 and usethe port num-
bersincrementally. Therefore a sizable subsetof IRC trac
can be captured with the help of a packet monitor by sim-
ply capturing all TCP trac involving port 6667. As le
transfers using the IRC software rely on separate TCP con-
nections between the participating clients we only capture
IRC messagesand IRC control messages.

One of the striking di erences between IRC trac and,
say, general TCP trac, is that IRC's packet size distri-
bution is dominated by small packets. As an illustration,
Figure 9 in Section 6 shaws the packet size distribution for
datasets IRC1 and TCP. (For details regarding the datasets
seeSection 4). Of course this doesnot imply that all chat
systemswill have exactly the same packet size distribution
as IRC. Rather we expect some di erences, e.g., Some sys-
tems build on top of HTTP have to transmit meta infor-
mation and/or display properties such as fonts, colors, or
HTML tags. Neverthelesswe expect small packets to domi-
nate the packet sizedistributions of most chat systemssince
people seldom type more than a few hundred bytes at a
time before sending the messageto the channel. Further-
more since chat captures human interaction in the form of
a conversation one can expect that most IRC sessionslast
more than a few minutes.

Another signi cant dierence betweenIRC and other ap-
plication protocols is that IRC sends keep-alive messages,
PINGs and PONGs, at regular intervals (about every 2 min-
utes). This limits the maximum packet interarriv al time of
packets assaiated with the same TCP connection. Actu-
ally, keep-alive messagesare partly but not fully responsible
for the dominance of small packet sizes. Keep-alive meda-
nisms are popular sincethey provide a straightforw ard error
recovery mechanism for broken TCP connections. However,
not all chat-systems use keep-alives. Some Web systems

are relying on a purely timeout-based system without keep-
alives. Subsequettly such systemsdo not tolerate long user
idle times.

The receiver of a chat messagecan be identied in sev-
eral ways. For example all messagesnay be transmitted via
a single TCP connection to the serer which is in turn as-
sociated with a recipient. Alternativ ely eadh messagemay
explicitly list the recipients of the private messageor the
channel name, as it is donein IRC. Yet another alternativ e
usesthe concept of sessionID's. Each sessionis assaiated
with a certain chat room or recipient and eadh messagein-
cludesthe sessionID. Note that di erent userson the same
channel always have di eren t sessionID's.

One of the main features of IRC is the use of a distributed
infrastructure of servers. Users participating in a channel
can be connectedto dierent serers. While somechat sys-
tems such as Gale might usea distributed infrastructure, we
did not obsere a Web-chat system that used a distributed
infrastructure in a manner similar to IRC.

3.3 Characteristic propertiesof Web-chatsys-
tems

In Section 2 we distinguish three kinds of Web-chat sys-
tems: HTML-W eb-chat, applet-W eb-chat, and applet-IR C-
chat. While the trac of the latter cannot be distinguished
from IRC trac the other two can be. We discuss some of
their speci c properties below.

HTML-W eb-chat: Using HTTP as the transport proto-
col imposes sewral problems for a chat system designer:
Web pagesare often cached and HTTP is, by design, state-
less. In order to ensurethat no stale chat messagesare dis-
tributed, appropriate cache-cortrol-headers haveto be used.
We observed that many chat systemsuse Pragma: no-cache
and/or Cache-control: no-store and/or Cache-control:

no-cache. Most chat systems need some state information
for sessionand/or channel identi cation. Adding state to



HTTP canbeaccomplishedin seweral ways, e.g., using cook-
ies or appending the ID to the URL. Another HTTP header
that contains relevant information is the Server: . header.
It can be used to identify popular types of chat systems,
e.g., Server: JH-CHAT/1.Q

So far we have discussedcriteria that increase the likeli-
hood that a certain HTTP request/responsepair belongsto
a chat session. Now we are going to identify criteria that
indicate that it is unlikely that a HTTP request/response
pair belongsto a chat session. In caseswhere HTTP is
used for transaction it is important that no cached data
is used without revalidation. The corresponding header is:
Cache-Control: Must-revalidate Use of this header en-
suresthat cached data that is redisplayed is still valid. Since
the assumption in chat systemsis that the chat room con-
versation is active and therefore new information will be
preser, it is more sensibleto prohibit cacing than to en-
force revalidation. Indeed we have not seenthis header in
usein chat systems. Another commonly used cache control
headeris Cache-Control: Private which is usedto increase
the privacy of the data. This is another criterion that is not
appropriate for simple HTML-W eb-chat systems, and we
have not seenit in use.

All of the criteria discussedabove arise from the use of
HTTP astransport protocol. HTML o ers additional capa-
bilities: Many chat systemsuse scripting languagessudc as
Javascript to implement various auxiliary functions such as
self refreshing user lists or for changing text attributes (such
as sizeand color). Somesystemsprovide, in addition to the
main HTML pagewindow, other applet windows for, e.g.,fa-
cilitating private conversations, or displaying userlists. Like
most applet windows, these are realized in a programming
language such as Java. O ering private conversations seems
to be a desirable feature and is often realized by creating so-
called 'Separees' (priv ate chat rooms) realized for instance
in Javascript via a separate applet window. Other userscan
be invited to a Separee for undisturb ed discussion.
Applet-W eb-chat: The most popular programming lan-
guagefor programming applet windows is Java. Accordingly
a useful criterion for applet-Web-chat systemsis that a Java
le has beenaccessedby the user. Once a user of a applet-
Web-chat system has chosen a channel or the name of the
user with whom he wants to have a private conversation, a
new Java applet window will be opened or an existing one
will be reused on the client side. In caseof a private con-
versation a separate window will be opened at both ends
sothat the communication partner may exchange messages
within a private environment.

Yet by itself the fact that a user is downloading a Java
applet is rather meaningless. One needsmore context. Here
we can take advantage of human nature. It is natural that
we call a le or script or page that is assciated with chat
trac \xxxc hatyyy" where \xxx" and \yyy" can be arbi-
trary strings. Furthermore even if the word ‘chat' is not
contained in the name it is most likely somewherein the
path. After all peoplelike to use descriptive names. There-
fore our last criterion is the use of the word 'chat' in any of
the packets. Note that this last criterion is only usedin the
context of applet-chats and only as an additional criterion.
Prop erties of chat systems: The above discussion has
identi ed various criteria, summarized in Table 1, for iden-
tifying chat trac. The criteria 'IRC' and “instant messen-
ger', which are not described above, refer to the respective

Property

packet size
cadhe-cortrol-headers
Java

scripting languages
sessionID

separee

applet window

IRC

instant messenger

| Collection | Validation |

Table 1: Prop erties of chat systems

types of applications. While it is easyto imagine how to
usethe packet size property in a Iter it is hard to seehow
one could automatically recognize a Separee. Accordingly
we partition the properties into two groups: those that are
suited for automatic Itering of chat trac from other trac
and those that may help a human separate chat trac from
other trac. The latter properties will therefore be used as
the basis of our validation.

3.4 Strategyfor extracting chattraf ¢

Based on the properties listed in Table 1, we now devise
a heuristic that, starting from a very broad criterion which
should include almost all chat trac but also contains a
large amount of other trac, identies trac that cannot
be chat trac, weedsit out, and then iterates this process
seweral times. After some number of iterations sometra c
will remain. This trac satises a number of properties
typical for chat trac. As a nal step we explicitly remove
trac belongingto applications who's properties are similar
to those of chat trac. The trac that now remains is
assumedto be chat trac. Naturally those stepsthat have
the ability to eliminate a lot of non-chat trac and can
be implemented e cien tly should be applied early in the
ltering process. Other lters that need more processing
power, more preprocessing,or may not eliminate as much of
the trac should be applied later in the process.

The rst step is to identify an appropriate packet lIter
that allows us to capture all chat trac. The next step
preprocesseghe data: we assaiate packetsinto o ws, which
is necessarysince most criteria apply to streams of packets
rather than individual packets. Each of the following Iters
decidesif the packets of a o w correspond to a chat sessionor
if they do not. This involvesa seriesof Iters that gradually
remove o ws that are unlik ely to correspond to chat trac.

We suggestto use a packet lter that accepts a broad
spectrum of packets. The only ports we eliminate are those
for which we can almost surely assumethat they do not
contain chat trac. These are all privileged ports (ports <
1024) except for the HTTP port (port 80) and ports such as
the Gnutella port 6346. We speci cally chooseto eliminate
Gnutella trac to reduce the amount of data that needsto
be inspected. This should not aect any chat trac since
no known chat system usesthe Gnutella port. The rest of
the unprivileged ports were not excluded since they did not
contribute an excessiv amount of tra c.

The next step groups packets into ows in a similar way
asdone by Clay et al. [10] and Feldmann et al. [11]. Our
method di ers from the onescited above in that we consider



bidirectional instead of unidirectional o ws. Furthermore we
suggestto usedi eren t timeout valuesfor packets with TCP
ags, SYN, FIN, and RST. These ags usually indicate the
start or end of o ws and therefore o er additional informa-
tion about the start and end of a connection. In contrast
to intrusion detection systems|[8] or full protocol analyzer,
such as [12], we do not reconstruct the TCP data stream.
Rather we lter on a packet by packet basis. Our motiv ation
is twofold: on the onesideit is unlik ely that the content we
are considering, e.g.,a HTTP headerline or the word ‘chat'
or the URL of a GET request, is split between two TCP
packets; on the other hand the e ort and processingpower
necessaryfor extracting the payload, reordering the packets,
and restiching the content of a o w are quite signi cant. We
acknowledge the drawbacks of these simpli cations and re-
alize that in general the quality of the resulting data may
not suce. However, for chat trac it su ces.

Once the packets are grouped into o ws we mark and |-
ter them according to the above criteria. The lter that
has the potential of discarding the largest number of o ws
is applied rst. In our caseit is the one that cheds the
packet sizes. Figure 9 shows the packet size distribution for
IRC and Web-chat trac. We seethat while small packets
dominate IRC and Web-chat trac, large packets do occur
as well. Accordingly the lter cannot be absolute. Rather
it has to consider the distribution. We interpret \dominat-
ing" to meanthat 50% of the packets have a sizethat is less
than some threshold, 300 bytes. As stated we must have
accessto all packets of a connection in order to apply this
criterion. This implies that we have to keep statistics for
all active connections. For high-speedlinks this exceedsthe
available computational capabilities and memory. Therefore
we decidedto focuson the start of each o w. Our analysis of
Web-chat trac *, shows that, i.e., the overall percertage of
packets for our trace environment with lessthan 300 bytes
is 93%. If we only consider the rst 40, 60, and 80 pack-
ets the rate is 90%, 92% and 94%, respectively, indicating
that larger packets are more frequent at the beginning of
the connection than towards the end of the connection. The
need to transfer meta information causesbigger packets to
be sert at the start of the connection. Meta information
includes, e.g., formatting instructions for the Web page and
user lists. Our experiments show that the somewhat arbi-
trary value of 60 packets seemsto result in an appropriate
tradeo betweenaccuracy and performance. Flows that sat-
isfy this lter are marked as candidates for chat trac. The
others are candidates for removal.

But before removing such o ws we needto consider our
criteria for identifying applet-W eb-chat systems: besidesthe
existence of a ow which is dominated by small packets we
require the download of a Java applet or the use of the word
\chat" on another connection not too long ago. We decided
to interpret \to o long ago" as meaning 5 minutes. The last
two criteria needto be cheded for all ows. Since applets
are typically implemented in Java the corresponding crite-
rion is the download of les ending with .jar (later called
JAR les) from the samesenrver. Accordingly we mark every
ow with a packet that contains a HTTP GET request for
a JAR le asan applet-o w. In a similar fashion we mark
o ws with at least one packet that contains the word \c hat"
asa chat-word ow. Note that this doesnot imply that this

1The traces are described in Section 4 and the analysis is
discussedin Section 6.

is Web-chat trac. Rather this kind of o w is a prerequisite
for identifying another ow aschat trac. Applet-o wsand
chat-word o ws are never eliminated since they are needed
for later cross-reference.

If a ow is neither dominated by small packets nor an
applet- o w nor a chat-word ow, it is now eliminated. As
expected this Iter in itself is not sucien t for identifying
chat trac. There are quite a number of other applications,
such asnewstickers, streaming audio sessionsonline games,
FTP control connections, peer-to-peertrac, that generate
small packets. Therefore we needto apply specic lters for
ead classof chat-system.

In order to identify HTML-W eb-chat systemswe take ad-
vantage of the presenceor absenceof HTTP headers. The
rst set of criteria is the presenceof a suitable cache-cortrol
header or known system identi cation header. At the same
time we verify that none of the unsuitable cace-cortrol
headeris presert. Furthermore we ched that the requested
object is a HTML page and not an image. Images can be
recognized by the header Content-Type: image/* or if the
name of the requested object endsin \.gif ", \.jpg", \.jp eg"
or \.png". The result of this Iter is a list of candidate
HTML-W eb-chat o ws.

In order to identify applet-Web-chat trac we look for
correlations between ows. In order for a ow to be a can-
didate it hasto be dominated by small packets and it must
have been preceded by an applet- o w or a chat-word o w.
We furthermore impose the restriction that the two ows
have to involve the sameclient/serv er pair. This restriction
is somewhat stringent and unrealistic. It should be relaxed
to ows between the same client and related servers. But
since its hard to de ne and even harder to identify related
sernvers we proceedusing the restrictiv e approach. Sincethe
chat-word o w criterion is a rather weak and general crite-
rion we require that the time dierence betweenthe use of
the word \chat" and the start of the new connection is not
too big, i.e., lessthan v e minutes.

This methodology, seeSection 5, is able to capture most
Web-chat trac and reduce the trace size drastically. How-
ever, among the o ws classi ed as Web-chat there are still
a number of non Web-chat ows. Some of these are can
be assignedto a number of known applications with simi-
lar characteristics as Web-chat, and so are eliminated using
speci ¢ rules for the respective application. A list of these
applications can be found in Table 2. Other ows are re-
moved using some additional structural Iters.

Some of the applications listed in Table 2 use well known
port numbers. Among them are emule, eDonkey, soulseek,
X11, IP telephony, Napster and HTTPS. The port of Gnutella
is already Itered above, but we list Gnutella in Table 2 as
it doescontain a signi cant amount of small packets. Other
applications, e.g., MMS, RPM and PPCP, identify them-
selves by frequently using the corresponding abbreviations
in the protocol itself. Therefore connections which contain
more than a small number of such abbreviations are elimi-
nated. Yet another classof applications contain "k eywords",
e.g., RTSP contains a Content-T ype eld, which typically
contains the word ‘video'. While some SMTP-, SSH-, and
FTP-serverslisten on high port numbers such protocols are
easyto identify using keywords such asHELQFrom:, To: and
Subject: somewherein the ow, or for SSHor FTP-Server
at the beginning of the connection.



emule SMTP HTTPS X11
eDonkey | ESMTP PPCP IP telephony
soulseek | RTSP RPM MMS
Napster FTP Gnutella

Table 2: Other proto cols with small packet sizes

After applying these lters we are left with an almost
clean set of Web-chat traces. The remaining problematic
connections are again Itered with structural rules. Among
them is a Iter that chedks the data rate of the connection.
Web-chat systems have a fairly low data rate while HTTP
connections that use short packets, e.g., becauseof using
non-bu ered 1/0, do not. Another Iter cheds that the
connection lasts for at least 30 seconds. The assumption
is that short connections do not provide enough time for a
conversation and therefore are unlikely to be chat connec-
tions. Another assumption is that a chat contains inter-
actions. Therefore each direction of the connection should
transmit someminimum of data. In our casewe ched that
ead direction transmits at least 10 bytes. Any marked o ws
are eliminated from the chat trac candidates.

4. TRACE COLLECTION AND DATASETS

The methodology described above has beenusedto collect
chat trac at the University of Saarland. In this section we
rst discusshow we resolve the hardware resourceproblems
and then presert somedetails about the captured traces.

4.1 Partitioning of resources

Hardware, both in terms of memory as well as CPU re-
sources can be a bottleneck in realizing the methodology
discussedabove. Just consider that one wants to collect at
least one week'sworth of chat data to be able to study daily
and weekday/w eekend pro les. Since our methodology im-
plies that most of the Internet trac hasto be captured rst
and then lItered according to the criteria, the raw data is
quite sizable. At the time of the trace collection one week
of trac amounted to about 960 GB of raw data.

The data was captured using tcpdump [13] on a dual pro-
cessor PC, running FreeBSD, with two 1200 MHz AMD
processorsand 183 GB hard disk capacity. This machine
is called the capture machine. In addition we had access
to a compute server with eight 650 MHz Intel Il proces-
sors and 278 GB hard disk capacity. Since the amount of
captured data was clearly larger than the available disk ca-
pacity and sincethe resourceconsumption of other usershad
to be taken into consideration, it was necessaryto process
the data in parallel with capturing of the data.

Initially we only usedthe capturing machine for both cap-
turing and processing. Unfortunately we found that the load
dueto Itering causesthe CPU to becomeoverloaded. When
the CPU is overloaded it is unable to service the interrupts
for packet capture at the required frequency. Since it is
unacceptable to loose a signi cant number of packets this
approach was not successful.

Therefore we decided to transfer the collected traces dur-
ing the trace collection from the capture machine to the
compute server. To enable parallel processingthe recording
machine split the traces in slices of 100 MB. Note that it
takesabout 40 secondsto Il a 100 MB slice during typical
day time hours.

The various lters of Section 3.4 wereimplemented in Perl
on the compute sener. We use Perl in spite of the perfor-
mance problems since Perl is quite e cien t for string ori-
ented tasks and the code is easily revisable.

As the software is not fast enoughto processthe incoming
data in a single step in real time, we resort to a four-step
approach during the trace collection and an o -line clean-
ing step. The rst step usessimplied versions of the three
simplest lters to mark ows: packet size Iter, cheds for
applet- o ws as well as chat-word ows. We choose these
since they do not include any expensive pattern matches.
Unmarked o ws are removed in the secondstep by eliminat-
ing all packets of non-marked ows. The third step marks
o ws using full versions of the above criteria and the re-
maining criteria. The last step again eliminates non-marked
ows. The last setof lters is applied o -line and comprises
of those structural Iters that do not aect a lot of trac,
those that need care in terms of choosing the appropriate
parameters, and nally the application specic Iters. Ap-
plying these lters o -line oers many more possibilities for
experimentation.

4.2 Traces

In this fashion we captured Web-chat traces starting at
12=13=2002, 15:46 MET and ending at 12=21=2002, 15:46
MET from the Internet connection of the Saarland Univer-
sity with the help of a monitoring port that duplicates all
packets to our packet monitor. The initial amount of data
that was captured is 950 GB. This is before ltering. In-
terim results amount to 1.2 GB of packet data while the
nal trace is reducedto 238 MB. The raw trace consists of
more than 5 billion packets (5; 150,603, 617). According to
tcpdump 1; 641; 974 of these are dropp ed by the packet lter.
This results in a drop rate of lessthan 0:032%. We refer to
this dataset as WEBCHA T1. In the end our methodology
identi es 3;440 as Web-chat connections.

The trace IRC1 was captured by extracting all IRC trac
(port 6667) from an interim result that lead to WEBCHA T1.
Its sizeis 192 MB and it consists of slightly more than 4
million packets (4; 075, 498) in 633 connections. This trace
has the samedrop rate as WEBCHA T1.

We collected a secondWeb-chat trace, called WEBCHA T2,
starting at 12=4=2002, 13:37and ending at 12=8=2002, 14:13.
This trace was reduced to a size of 350 MB. Its drop rate is
similar to the one for WEBCHA T1.

At the sametime we used a separate tcpdump processto
only monitor trac to aspecic setof seners, seeSection 5.
The resulting trace is called SELCHAT and the data initially
amounted to 3; 638, 427 packets with no lost packets accord-
ing to tcpdump The subset of SELCHAT that corresponds
to successfulconnectionsthat last longer than 30 secondsis
refered to as SELCHAT*.

To be able to compare the packet sizedistributions of chat
trac to TCP trac we usea trace called TCP that start
at 03=05=2002, 21:56 and ends at 03=06=2002, 11:29. This
trace consists of 91 GB in about 178 million packets. Of
these 27; 307 packets were lost, which results in a drop rate
of 0:015%.



5. VALID ATION

There are two aspects to validating our approach with
respect to the goal of identifying all chat trac. The rst
question is can our methodology identify all chat trac?
The secondquestion is does this methodology classify non-
chat trac aschat trac?

We tackle these problems using two common evaluation
measuresfrom information retrieval: recall which measures
the ability of a system to presert all relevant items and
precision which measuresthe ability of a system to presert
only relevant items, for more details see,e.g., [14].

5.1 Identifying chattraf c —Recall

We start by adapting the de nition of recall to our con-
text: A relevant item is a Web-chat connection; To presert
an item corresponds to locating Web-chat trac.  Accord-
ingly we can de ne recall r in the following manner:

(= jRELT FOUND]j
- jREL]
where REL stands for the number of Web-chat ows in a
trace and F OUN D stands for the set of Web-chat o ws that
our methodology actually nds.

The problem with this de nition is that we do not have
a trace for which we know the number of relevant Web-
chat ows. Therefore we are going to bound the recall from
below. Consider the following alternativ e de nition of recall:

M1 SSED]j
JREL]j
where REL still stands for the number of Web-chat ows in

atrace and M | SSED counts the number of Web-chat o ws
that were not located using our methodology:

MISSED = RELNFOUND:

r=1

A lower bound for REL together with an upper bound for
M | SSED vyields a lower bound for recall.

We proceed by considering two traces that are collected
independertly but during the sametime period: The rst
trace, SELCHAT*, capturesonly trac that isvery likely to
be Web-chat trac. The secondtrace, WEBCHA T2, uses
our methodology for separating Web-chat trac from all
other tra c.

We proceedwith nding a lower bound for REL by con-
certrating on likely Web-chat sessionswithin  SELCHAT*
and by performing a consenative estimate on the number
of Web-chat sessions. This estimate is veried by manu-
ally cheding these connections. To nd an upper bound
for MISSED one needs to keep in mind that it is ac-
ceptable to presert o ws as Web-chat even if they are not.
This later point is addressedin the precision metric not the
recall metric. We start by applying our methodology to
the WEBCHA T2. Then we needto identify those ows in
SELCHAT* that were not labeled as Web-chat by deriving
the labeling from WEBCHA T2. These o ws are now exam-
ined manually to verify the classi cation. The number of
Web-chat ows in this set provide us with an upper bound
for M | SSED. Together this yields a lower bound for recall.
Bounding the number of Web-chat sessions: To solve
the problem of identifying a good source of Web-chat tra c
we identify a number of hosts which are known to host chat-
sernversof di eren t kinds of Web-chat systems. The Web site
webchat.de [15] rates Web-chat systemsas well as channels

by the number of users. We choose the top 15 Web-chat
systems and the seners that host the top v e channels. In
addition we include 15 hosts that we identi ed as operating
Web-chat systemsduring our classi cation work.

We then collect all trac from our university to these 35
hosts forming the trace SELCHAT. This trace contains quite
a bit of non chat trac. After all the monitored hosts do
not only provide Web-chat services. Accordingly sometraf-
¢ is due to the retrieval of imagesand other HTML les. In
addition not all connection attempts to the servers succeed.
In order to increase the likelihood of including only Web-
chat trac we, in trace SELCHAT*, only consider trac
of successfulconnections that last longer than 30 seconds.
30 secondsseemsa reasonable lower bound for something
that is related to human behavior. Humans are hardly able
to complete any human-to-human interactions within such
a small time-span. Even in our trace of known Web-chat
seners within a sample of more than 450 connections that
had a duration between 30 and 180 seconds, less than 50
correspond to Web-chat connections. On the other hand, of
the more than 550 connections that had a duration greater
than 180 seconds, more than 450 correspond to Web-chat
connections. Keep in mind that typical times for download-
ing a Web object is rather short, well below 30 seconds[16].
Therefore one might speculate, at least for reasonableshort
connections, that the shorter a connection lasts the more
unlikely it is to be a chat connection.

The trace SELCHAT consists of 28; 586 connections. 367
of these connections are unsuccessfulwhich leaves us with
28;219. Only 1; 045 of these have a duration greater than 30
secondsleaving uswith slightly more than 1; 000 connections
in SELCHAT*.

To derive a lower bound for the number of Web-chat ses-

sions within SELCHAT* we consider the 483 connections
that were classi ed aschat by our methodology. These were
chedked manually and all of them are indeed Web-chat con-
nections which is encouraging. We also veried 44 addi-
tional connections. Therefore we can say that SELCHAT*
contains at least 537 Web-chat connections.
Bounding the number of misses: The trace WEBCHA T2
was captured at the sametime asthe trace SELCHAT and
contains 1514 Web-chat connections. Correlating the con-
nections identied asWeb-chat from WEBCHA T2 with the
connections to the chat serversin SELCHAT* left us with
a signi cant number of connections, 562, that we found in
the SELCHAT* trace but were not identied in the WE-
BCHAT2 trace. On the other hand 483 connections were
successfully identied. The remaining connections are to
other Web-chat systems.

The large number of unidentied connection de nitely
warrants closer inspection. Manual inspection of the 562
connections showed that at most 44 of these are active chat
sessions.While these chat-sessioninvolve nine di erent ser-
vers most connections are to three servers. Twelve connec-
tions are to an applet-Web-chat server which encrypts the
chat data. Therefore the data does not contain the word
“chat' in any of its name or protocol parts. Furthermore
the JAR-le is downloaded from another server. Twelve
other connections are from another applet-W eb-chat server
which, while not encrypting its data, downloads the JAR-
le most of the time from another server. Therefore our
current methodology will miss some of these. The third
bothersome server, which involves 14 connections, uses an



applet-IR C-chat system. Unfortunately it frequently splits
IRC messagesacross packet boundaries, which causesour
packet basedheuristics to fail. Furthermore most of the un-
detected connections only contain a small number of mes-
sages. Since the applet also transmits some additional data
our methodology is not always able to identify these connec-
tions as chat connections.

The packet sizecriterion is the main causefor missing the
six remaining shorter HTML-W eb-chat connections. In the
beginning of a chat connection the client and the server have
to exchange meta information. This implies that at the start
of a chat connection some number of larger packets have to
be transferred. If the chat connection itself does not last
very long then theseinitial packets dominate the packet size
distribution.  Other artifacts that we have obserwed are a
lost SYN-packet in WEBCHA T2 which causesthe correla-
tion to fail and the repeated transmission of a commercial
advertisement within the Web-chat page.

Overall we can conclude that the number of actual Web-
chat connections that were missed is rather small, 44, of
which 24 stem from applets, 14 from applet-IR C and 6 from
HTML-c hat. Giventhat we missed44 out of at least 483+ 44
relevant Web-chat connections we can now calculate a lower
bound for recall:

iMISSED]j
= AR ——— 7%
r=1 REL] 91.7%:
Intuitiv ely, recall tells us the probabilit y that a given chat
connection is found by our method. Should one decide not
to count the encrypted applet chat the recall improves to
93:7%.

5.2 Identifying non-chattraf c — Precision

We again start by adapting the de nition of precision to
our context: A relevant item is a Web-chat connection; To
presert an item corresponds to locating Web-chat trac.
Accordingly we can de ne recall p in the following manner:

_ JREL  FOUND]
- jFOUND]

where REL stands for the number of Web-chat ows in a
trace and F OUN D stands for the set of Web-chat o ws that
our methodology identi es .

We again face the problem that we do not have a good
independert way, besidesmanual testing, for separating the
relevant from the non relevant o ws. Due to the number of
ows > 1500in traces like WEBCHA T2 performing manual
chedks becomesawkward. Therefore we approach this prob-
lem probabilistically and ask what is the expected precision:

E
__JREL ' FOUND]j, _ {WRON Gj
ElPl= E—raunp; 1° ! EljFounp;!

where WRON G stand for the set of o ws that is classi ed
as Web-chat o ws even though they are not.

While we could just choosesome number of o ws at ran-
dom, test them and determine the precision from thesetests
this does not do justice to the variety of dierent kinds of
Web-chat systems. Therefore we use stratied sampling.
We divide our population along the n categoriesand crite-
ria discussedin Sections2 and 3 and summarized in Table 1
and estimate the precision for ead category independertly:

jWRON Gi] jF OUN D]
jFOUND] jFOUND]

X
Elp]=1 El

i=1

X
1=1 Elpi]
i=1

X
=1 15FOUND] E[p] jFOUND;j

i=1

where p; is the precision for classi and FOUND; stands for
the set of identied Web-chat o ws within category i.

The partitioning of the o ws is integrated into the Web-
chat software. Once the connections are classi ed we ran-
domly pick a subset within ead classfor testing. In order
to limit the number of tests but achieve a reasonablecover-
age we, within ead class, picked at least 10% of the o ws.
To ensure a reasonable number of cheded connections we
added further tests if the number was below v e. When we
found a signi cant failure rate we tested more connectionsto
understand if the error rate wasdue to a systematic problem
in the approach or due to strange o ws.

The partitioning into categoriesoccurs in two phases: In
the rst phasewe distinguish HTML-W eb-chat and applet-
Web-chat systems. Then we divide the HTML-W eb-chat
systems according to their properties as follows: First we
split o chats with separees,then we group the rest accord-
ing to the following features into feature classes:chats with
sessionIDs (ID), chats with scripting languages(SL), and
chats with characteristic HTTP-headers (HTTP). A feature
class can be any combination (X+Y) of the above features
X and Y. The group ID+HTTP is split one more time de-
pending on whether the o w contains the word 'script' (SC).
Since the feature SL dominates the feature ID we combine
the groups SL+ID and SL back into the single group SL.
The results are shown in Table 3. Overall we classi ed 465
HTML-W eb-chat connections and tested 119. Only a small
number of these failed. This yields an estimated precision
of 93:1% for HTML-W eb-chat systems.

The applet chat systemsare partitioned in a similar fash-
ion: IRC front-ends (IRC); Instant Messenger front-ends
(IM); JAR les located on the sameserver and the rst half
of the rst 30 packets are shorter than 20 bytes (JARlen);
other connectionswith JAR les on the samesener (JAR);
no JAR le but a GET-request which includes the word
‘chat' and more than half of the rst 30 packets are shorter
than 20 bytes (smallen); no JAR le but a GET-request
which includes the word 'chat' but not smallen (chat), other
chats (other). The results are summarized in Table 4. Over-
all we found 1; 049 Applet-W eb-chat connections and tested
272 of them. With 22 failed tests we derive an estimated
precision metric of 93:1%.

Using a weighted average calculation based upon the es-
timated precisionsyields an overall precision of 93:1%.

5.3 Separatingchat from non-chattraf c

In this section we have analyzed how likely we are to ac-
tually locate chat trac as well as how many additional
connections we might classify as chat trac.  Combining
the results we nd that using our approach we can expect
to locate about 91:7% of all real chat connections and that
we expect that at least 93:1% of all connections we identify
are indeed chat connections.

6. RESULTS

Contrary to other applications, including Web [16], tel-
net [17, 18], ftp [18, 19], etc., the statistical properties of chat
trac have,to the bestof our knowledge, not yet beenexam-
ined. Since chat systemsare known to be habit forming [1]
and since they have fairly limited bandwidth requirements



Table 4: Precision for applet-W eb-chat systems.

Separee | ID+HTTP ID+HTTP+SL ID ID+HTTP+SC SL+HTTP SL | HTTP | total
measured: 21 107 9 40 30 3 229 26 465
tested: 5 27 9 17 12 3 20 26 119
failed: 0 1 4 6 0 2 0 8
E[precision] (%): 100 96.30 55.56 64.71 100 33.33 100 | 69.23 | 93.10
Table 3: Precision for HTML-W eb-chat systems.

IRC | JARlen | smallen | JAR | IM | chat | other | total

measured: 34 254 240 70 | 255| 98 98 1049

tested: 5 100 50 20 50 | 22 25 272

failed: 0 10 2 5 0 0 5
precision (in %): | 100 90 96 75 | 100 | 100 80 | 93.13

such statistical properties may berelevant for sizing wireless
networks. Furthermore it is always of interest to understand
how the properties of one application dier from those of an-
other. Among the metrics of interest to us are such basic
properties as chat sessionduration and interarriv al times as
well as the activit y within the chat connections.

Before discussingthe results of our analysis we want to ex-
plicitly list some of the caveats of the underlying data and
the analysis. First of all we only capture data at a single
location, the exit point of an university campus network.
Before generalizing the results it is necessaryto verify the
results using traces from seweral other locations in the Inter-
net aswell asdi eren t kinds of locations, e.g., at an Internet
Service Provider (ISP) entry point. Second,the number of
observed Web-chat connections even over a whole week is
limited. Within ead traced hour we only obsere a small
number of connections. Third our methodology of separat-
ing Web-chat trac from non chat is not 100% accurate, see
Section 5. Someconnections (< 8:3%) are missing from our
analysis and some additional ones are included (< 6:9%).
To further reduce the uncertainty regarding if a connection
is indeed a chat connection we focus for our analysis only
on those connections that last for more than 30 secondg.
Therefore the following results represert an initial step but
more work is neededfor a good understanding of Web-chat
properties.

In order for us to compare the characteristics of Web-chat
to those of IRC we have to ensurethat we are using similar
abstractions. IRC usesa single TCP connection during the
duration of a chat session,even if the user switches between
multiple channels. This is not necessarilythe casein Web-
chat. Therefore we intro duce the concept of a chat-session
to capture the timespan that a user is chatting at the same
server host. For IRC, a chat-sessionjust corresponds to the
duration of the IRC connection which equals the duration
of the TCP connection to the server. This is not the case
for Web-chat. For example in HTML-W eb-chat if a user
changes his channel the old Web page is closed and a new
one is opened since the sessionID is changed. This implies
that more than two TCP connections are used. Accordingly
we merge connections betweenthe sameclient and the same
sener into sessionsmuch in the same way as one usually
mergespacketsto o ws [10, 11]. The main di erence is that
we usea rather large timeout of one hour in order to accourt

2SeeSection 5 for a more detailed discussion regarding the
choice of 30 seconds.

for usersthat are silent for extended time periods, e.g., over
lunch. The advantage of using chat-sessionsis that the re-
sults for IRC and Web-chat sessionsare now comparable.

For the analysis we collected a week long trace, WE-
BCHAT1, which contains 3; 440 connections that are clas-
sied as Web-chat. These can be summarized into 1;530
Web-chat sessions.The corresponding IRC connections are
the subset, IRC1 of the raw data of WEBCHA T1 that cor-
respondsto IRC trac. It contains 782 IRC connections. In
terms of metrics of interest we rst analyze the basic prop-
erties of chat-sessionthat are consideredrelevant for tra c
modeling such as sessionduration and interarriv al times.
Next we examine the dynamics within the chat connections.
To this end we consider interarriv al times of packets within
chat connections as well as packet size distributions.  Fi-
nally we examine the ratio of sendvs. received bytes of chat-
sessionsin order to understand how data is o wing between
participan ts.

6.1 History of traf ¢ characteristics

Traditionally trac modeling hasits starting point in tele-
phony and has beenbasedon Mark ovian assumptions about
trac arrivals and exponertial assumptions about holding
times (e.g. [20, 21]). With the emergence of high-speed
packet networks and their heterogeneousmix of services
and applications this does not necessarily hold any longer,
e.g., [22, 17, 23, 24, 25, 19, 26, 27, 28, 29, 30].

If events are recurring \at random points in time" or if the
future lifetime hasthe samedistribution asthe current, then
one might expect to observe an exponertial distribution [31].
Furthermore if alarge number of independert trac streams
with suitable regularity conditions are multiplexed the re-
sulting stream approaches a Poissonprocess[20]. Therefore
it is often assumedthat human behavior at large leads to
Poisson processes.If data is consistert with an exponertial
tail we expect to seea straight line for the tail end of the
complemertary cumulativ edistribution function (CCDF) on
a log linear plot. On the other hand heavy-tailed behavior
has been commonly obserned in all kinds of aspects of In-
ternet trac, e.g., [19, 27, 28, 30, 11, 32, 33]. If data is
consistert with a heavy-tailed distribution we expect to see
a straight line for the tail end of the CCDF on a log log
plot. Furthermore it has beenshown that the superposition
of ON/OFF sourcesconvergesto a self-similar process[27].
An alternativ e way of providing a structural explanation for
generating asymptotically self-similar trac is given by a
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Figure 3: CCDF of session durations (log log scale).

construction due to Cox [34, 35] also known as immigration
death processof M=G=1 queueing model. It assumesthat
sessionsarriv e according to a Poisson process,that the dis-
tribution of sessionlengths/sizes is heavy-tailed, and that
packets/bytes are transmitted at a constant rate. Such be-
havior has beenobsened for the pre-Web days for FTP and
Telnet [19]. For Web this approach does not suce since,
while the durations are heavy-tailed, the interarriv al times
of Web connections[30, 36] are not consistert with an expo-
nential distribution. On the other hand it is still applicable
for modem calls, who's arrival processis consistert with an
exponertial distribution, and Web connections within such
modem calls. A more generalapproach, e.g.,for Webtrac,
is given by Kurtz's construction [37, 36]. How about chat
trac, are the sessioninterarriv al times consistert with an
exponertial distribution, are the sessiondurations consis-
tent with a heavy-tailed distribution, and what is happening
within a session? These are the questions that we examine
next.

6.2 Sessiordurations

Figure 3 plots the CCDF of the duration of Web-chat
and IRC sessions respectively, on a log log scale. This plot
immediately demonstrates that chat sessionstend to last a
signi cant amount of time. Indeed the median for both IRC
and Web-chat sessionsis roughly half an hour. Overall IRC
sessionsseemto last longer than Web-chat sessions.While
this could be an artifact of our use of an timeout of only one
hour in the sessionde nition we think that this is rather
unlik ely. Indeed the relatively small di erence between the
CCDF for the Web-chat sessionswith one hour timeout vs.
the one using a four hour timeout strongly supports this.
We note that lessthan 1% of the Web-chat connections last
for more than 8 hours. In contrast, 10% of the IRC sessions
last longer than 8 hours, and 2% last longer than 100000
seconds,more than a day. This suggeststhat there is a sig-
ni can t population of IRC usersthat contin ue their IRC ses-
sion not just during the day but also throughout the night.
Indeed, a few of the sessionswere active during the whole
trace collection period. The most likely explanation is that
most of the Web-chat, but not all IRC, userslog out of their
system while sleeping.

Both IRC and Web-chat trac include somerather long
lasting sessions.Furthermore IRC sessiondurations have a
heavier tail than Web-chat ones. But we considerthe current
evidenceasnot su cien t to claim that sessiondurations are
consistert with heavy-tails or exponertial tails. Both on

B IRC (9am-11pm)
Web-chat (9am-11pm)

0.0
+

-1.0

log10(P[ session interarrival time > u])
-2.0
|
il
4

.
T

-3.0

T T T
0 2000 4000 6000 8000 10000

u

Figure 4: CCDF of session interarriv al times (log
linear scale) during the day

o 4 lorning (9am-noon
_° Xnemo%s(z;)m-spm)) N
=) Evening (6pm-9pm) =
A g ]
g-
g9 ,
£ 3 A,
g 53
£ 5 ‘s,
5 < .
£ .
5o ‘
a N 7 a
s
g w

KR .

0 1000 2000 3000 4000
u
Figure 5: CCDF of Web-chat session interar-
rival times (log linear scale) during the morn-

ing/afterno  on/ev ening)

the log log plot and on a log linear plot the curvesare not
straight enough over a su cien t range of time scales. Since
some of the connections, especially the long ones, may be
idle almost all of the time, the distribution should not be
used to infer what the durations of actual chatting looks
like (except as an upper bound).

6.3 Interarri val times of sessions

In this section we explore the frequencieswith which users
connectto chat servers. Accordingly weidentify the starting
time of eadh chat session,i. e., the time when a user connects
to the chat server and derive the interarriv al time of consec-
utiv e logins. In order to eliminate the signicant activity
shifts during the day and during the night we rst disregard
chat sessionsstarted after 11pm and before 9am. Note that
the sessioninterarriv al times during the day are signi can tly
shorter than those during the night. Figure 4 shows the plot
of the CCDF of the sessioninterarriv al times on a log linear
scale. Both lines feature a more or lessstraight line. This is
a rst indication that interarriv al times are consistert with
an exponertial distribution.

To further disregard the impact of time of day e ects we
consider three smaller subsetsof Web-chat sessions:morn-
ing contains the interarriv al times of those sessionghat are
started after 9am and before noon, afterno on consists of
thosethat are started between2pm and 5pm, while evening
gathers those that are started between 6pm and 9pm. The
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Figure 7. CCDF of packet interarriv al times for IRC
with and without PINGs and W eb-chat.

CCDF's of eath subset of sessioninterarriv al times, seeFig-
ure 5, again show a more or lessstraight line on a log linear
scale. Similar obsenations hold for IRC sessions.

Just cheding the interarriv al times for consistency with
exponertially distributed interarriv als doesnot suce for a
Poisson model. We furthermore have to ched if the data
is consistert with independert arrivals by cheding for cor-
relations in the data. Figure 6 plots the auto correlation
function (ACF) for eadth of the three subsetsof interarriv al
times. While there is some correlation it hardly ever ex-
ceedsthe approximate 95% con dence limit lines added to
the plot. Again we obsene a similar behavior for IRC ses-
sions.

6.4 Interarri val timesof chat messages

Does the above obsenation with regards to consistency
of interarriv al times with an exponertial distribution also
hold for the interarriv al times within the client-server com-
munication. In order to investigate this aspect we inspect
interarriv al times of packets from the same sessionin the
network. For this calculation we ignore all packets that do
not contain any data suc as pure acknowledgemert packets.
In this casepacket interarriv al times should correspond to
messageinterarriv al times under the assumption that most
messagest into a single packet. Extensive manual inspec-
tion of Web-chat connections during the validation phase,
see Section 5, strengthens our belief that it is indeed the
casethat most messagest into a single packet.

Special consideration has to be taken as many chat sys-
tems use keep-alivesto chedk whether their clients are still
active. Keep-alivescan dominate interarriv al time distribu-
tions. For an example in terms of IRC seeFigure 7 which
shows the CCDF of the packet interarrival times in IRC
with and without PING messages. After eliminating the
keep-alives the curvesstart to deviate at interarriv al times
greater than 120 secondsand we obsere that the interar-
rival times span a huge range of values. Unfortunately it
is not quite that simple to remove keep-alive messagesrom
Web-chat. As their inuence while visible around 60 sec-
onds, is not asstrong asfor IRC, we did not eliminate these.
This implies that we will observe a smaller number of larger
interarriv al times. Even after removing the keep-alive mes-
sagesfrom IRC some periodic components seemto remain
at about 100 and 120 seconds. One possible explanations
for these are automatic bots and the ISON feature which
generate messagesn regular intervals. The ISON command
allows the client to query the server if anyone from a list
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Figure 8: CCDF of packet interarriv al times during
2pm to 3pm on the 17th.

of peopleis currently on-line. Note that somechat systems
do not useany keep-alivessince otherwise interarriv al times
greater than 120 would not be obsenable.

Typical interarriv al times for Web-chat messagesseeFig-
ure 7, are between one and ten secondswhile typical inter-
arrival times for IRC messagesre signi cantly higher. This
doesnot imply that the number of messagedn a Web-chat
channel is higher than the number of messagesin an IRC
channel. Keep in mind that IRC sessionsusually last longer
than Web-chat sessions. On the other hand we note that
larger gaps between packets do happen from time to time
and correspond to user idle times, for example when they
are away for lunch, etc.. We found interarriv al times of up
to four hours in Web-chats and up to ten hours in IRC.

The overall interarriv al time distribution of messagess by
no means consistert with an exponertial distribution. Still
there are many possible explanations among them that the
superposition of various time varying exponertial distribu-
tions [38] can create a distribution that is consistert with
such a distribution. Accordingly we partition time into one
hour time periods and investigate the interarriv al distribu-
tions for eac hour separately. Figure 8 shows an example
for Web-chat. Overall we note that the interarriv al time dis-
tributions are still not consistert with an exponertial dis-
tribution. Rather they are consistert with a heavy-tailed
distribution. On the other hand the impact of keep-alives
for some of the periods is more dominant. Overall we note
that our results indicate that the interarriv al times of chat
messagesare not consistert with an exponertial distribu-
tion which, e.g.,is in line with the results from Paxson and
Floyd [39] for telnet.

6.5 Packetsizes

Figure 9 (a) shows the CDF of the packet sizedistribution
for TCP, Web-chat, and IRC trac. For TCP this shows us
the typical behavior: more than 39% of the packets are pure
acknowledgemerts; more than 25% fully utilize the avail-
able MTU sizes,e.qg., 1500,576, 1420, 1492, 1480. This plot
shows that, in atypical TCP connection the median packet
size is about 113 bytes. Considering the packet size distri-
butions for Web-chat and IRC trac we already notice that
the typical packet size appears to be much smaller. There
hardly are any full packets.

In order to distinguish the contribution of the acknowl-
edgemernts vs. partially lled packets to the small packets
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Figure 10: Sent and receiv ed bytes (W eb-chat)

we recomputed the packet size distribution for TCP, Web-
chat, and IRC after eliminating all packets that contain no
data. The resulting distributions are shown in Figure 9 (b).
Now it is apparent that the IRC and Web-chat distributions
are dominated by small packets. Lessthan 8% of all chat
packets have packet sizesof more than 300 bytes. Moreover
50% have a size of lessthan 100 bytes. On the other hand,
more than 70% of all TCP packets contain more than 300
bytes. These specics of the packet size distribution mo-
tivates our approach for separating chat trac from other
trac starting from the packet size criterion.

6.6 Transmitted andrecevedbytesper session

Next we examine the relation between sert and received
packets in chat and IRC sessions.Figure 10 and 11 plot the
number of bytes sert vs. the number of received bytes for
eadh chat sessionand eac IRC session,respectively. Both
axes are scaled logarithmically . We note that in a typical
session,a client receivesabout 10 times as much data as he

Figure 11: Sent and receiv ed bytes (IR C)

sends. We added the functions f (x) = x and f (x) = 100 x
to Figure 10 and Figure 11 in order to help us gauge the
spread of the values.

There are a few outliers: in 6 Web-chat connectionsa user
receives more than a thousand times as much as he sends.
These connections are games rather than chat. Moreover
there are some Web-chat connections where the user sends
more than he receives. This is surprising at rst, since usu-
ally a server echoes everything a user sends. But once we
consider that sending HTML-w eb-chat data may include a
new Web connection for ead line that the user is typing,
this is not that impossible, especially if this user is more
active than most of the other peoplein his channel.

For IRC we observe 8 caseswhere a user sendsmore than
he receives. At rst this seemsstrange given that the IRC
server usually echos all communications except for private
messages.But there is the ISON feature. With the ISON
command the client sendsa list of peopleto the server and
the server replies with the subset of thesethat are currently



on-line. Therefore these 8 casesare causedby a combination
of users sending many PRIVMSG's and receiving few and
using the ISON command with a sizable list of people. On
the other hand there are many sessionswvhere a user receives
more than 100 times as much as he sends. Overall the most
notable is again the wide range of di eren t values.

7. SUMMARY

In this paper we develop a methodology for separating
chat trac from other Internet trac and show that it can
be rather successful. We nd that our approach is expected
to misslessthan 8:3% of all existing chat connectionsand to
correctly classify at least 93:1%. Given the wide range of ill-
de ned chat systemswe consider this to be rather e ectiv e.
Our analysis of the collected traces shows that sessioninter-
arrival times are consistert with exponertial distributions
while packet interarriv al times are not which is surprising
given that both re ect human behavior.
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