ControllingHigh BandwidthAggregatesin the Network

RatulMahajan,StevenM. Bellovin, Sally Floyd,
Johnloannidis,Vern Paxson.andScottShenler

AT&T Centerfor InternetResearctat ICSI (ACIRI)
andAT&T LabsResearch

Februarys, 2001-DRAFT

Abstract

The currentinternetinfrastructurehasvery few built-in pro-
tection mechanismsandis thereforequite vulnerableto at-

tacksandfailures.In particular recenteventshaveillustrated
the Internets vulnerability to both DistributedDenial of Ser

vice attacksand“flash crowds” in which one or more links

in the network (or seners at the edgeof the network) be-
comeseverely congested.In both flash crowvds and DDoS
attacksthe congestionis not dueto a single flow, nor to a
generalincreasen traffic, but to a well-definedsubsebf the
traffic — anaggregate This paperdiscussesnechanismsor

detectingand controlling such high bandwidthaggreyates.
Our approachinvolvesboth a local mechanisnfor detecting
and controlling an aggreyateat a single router, anda coop-
eratve pushba& mechanisnin which a routercanaskadja-
centroutersto control an aggrejateupstream.Thesemech-
anisms,while certainly not a panaceashouldprovide relief

from sometypesof DDoS attacksandflashcrowds.

1 Intr oduction

In the current Internet, when a link is persistentlyover
loadedall flows traversingthatlink experiencesignificantly
degradedserviceover an extendedperiod of time. Protec-
tion mechanismshatcould minimizethe effectsof suchcon-
gestionwould greatly increasethe reliability of the Internet
infrastructure.Persistenbverloadscanarisefor severalrea-
sons,andeachrequiresadifferentform of protection.

First, persistentoverloadscan resultfrom a single flow not
usingend-to-enccongestiorcontrolandcontinuingto trans-
mit despiteencounteringa high paclet drop rate. Thereis
a substantialiteratureon mechanismso copewith suchill-
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behavedlows (where,by flow, we meana streamof paclets
sharingIP sourceand destinationaddressesprotocolfield,
andsourceanddestinationport numbers).Routerswith per
flow schedulingsuchasFair QueueindDKS89] andrelated
algorithms[SV95], isolateflows from eachotherandthereby
preventasingleflow from degradingthe serviceexperienced
by otherflows. Similar resultscanbe achieved by morere-
centlydevelopedapproachethatusepreferentiadroppingto
controlhigh bandwidthflows [SSZ98 PPPOOMFOQ].

As was seenon the transatlantidinks a few yearsago, per

sistentoverloadscanalsobedueto agenerakxcesof traffic

[ILS99]. While betteractive queuemanagementechniques
[FJ93 maybeof someuse thereis little onecandoto protect
inadequatelyrovisionedlinks. However, evenwhenall links

areadequatelyrovisioned,andall legitimateflows areusing

conformantend-to-endcongestioncontrol (or, equivalently,

all routershave mechanismgo protectagainstill-behaved

flows), persistenicongestioncanstill occur Two examples
of this aredenial of serviceattacks(DoS)andflashcrowds

DoS attacksoccurwhen a large amountof traffic from one
or more hostsis directedat someresourceof the network
(e.g., alink or aweb sener). This artificially high load de-
niesor severelydegradeserviceto legitimateusersof thatre-
source.Thecurrentinternetinfrastructurehasfew protection
mechanismgo dealwith suchDoSattacksandis particularly
vulnerableto distributeddenialof serviceattackgDDoS),in
which theattackingtraffic comesfrom alargenumberof dis-
paratesites. A seriesof DDoS attacksoccurredin February
2000[Gar0(q to considerablenediaattention.

Flashcrowds occurwhena large numberof userstry to ac-
cesghesamesener simultanesoulyoverwhelmingthe avail-
ableresourcesln additionto the overloadat theseneritself,
thetraffic from suchflashcrowds canoverloadthe network
links andtherebyinterferewith other, unrelateduserson the
Internet. For example, degradedinternet performancewas
experiencedduring a Victoria’s Secretswebcastand during
the NASA Pathfindemission.

While theintentandthetriggeringmechanismarequitedif-
ferentfor DoS attacksandflashcrowds, from the network’s
perspectie thesetwo casesarequite similar. The persistent
congestions not dueto a singlewell-definedflow, nor is it



dueto anundifferentiatedoverallincreasdn traffic. Instead,
thereis a particularsetof paclketscausingthe overload,and
theseoffending packets — which we will call an aggregate
— are spreadacrossmary flows. The resulting aggregate-
basedcongestioncannotbe controlledby conventionalper

flow protectionmechanismsin this paperwe proposecon-
trol mechanismshatwork on the granularityof aggrejates.
These"Aggregate-baseongestionControl” (ACC) mech-
anismsfall betweenthe traditional granularitiesof perflow

control (which looks at individual flows) and active queue
managemenwhich doesnot differentiatebetweerincoming
paclets).

More specifically we definean aggregateasa collection of
pacletsfrom oneor moreflows which have somepropertyin
common.Thispropertycouldbeanythingfrom destinatioror
sourceaddresgrefixesto a certainapplicationtype (stream-
ing video, for instance). Other examplesof aggrejatesare
TCP SYN pacletsandICMP ECHO paclets. An aggrejate
could be definedby a propertywhich is very broad,suchas
TCPtraffic, or very narraw, suchasHTTP traffic goingto a
specificdestination.

To reducethe impact of congestioncausedby suchaggre-
gates,we proposetwo relatedACC mechanisms.The first,
“local” aggreyate-baseatongestioncontrol, consistsof an
identificationalgorithmusedto identify the aggreyate(or ag-
gregatesausinghecongestionandacontrol algorithmthat
thenreduceghetraffic sentby this aggreateto areasonable
level. As we will discusstherearemary situationsin which
local aggreyate-basedongestiorcontrolwould, by itself, be
quiteeffectivein preventingaggrejatesrom significantlyde-
gradingthe servicedeliveredto othertraffic.

In somecaseshawever, it may be beneficialto control the
aggregate closerto its source(s). The secondACC mech-
anism, “pushback”, allows a routerto requestadjacentup-
streamroutersto rate-limit traffic correspondingo the spec-
ified aggreyates. This mechanismis particularly effective if

the aggreyateis not generatedy sourcesspreadacrossthe
wholenetwork, asa resultof which upstreaminks of routers
contributeunevenlyto theaggreate.

TheseACC mechanismsreintendedto protectthe network
from persistentandseverecongestiordueto rapid increases
in traffic from oneor moreaggreyates We ervisionthatthese
mechanismsvould beinvokedrarely, andwe emphasizé¢hat
thesemechanismsare not substitutesor adequatelyprovi-
sioninglinks or for end-to-enccongestiorcontrol. Nonethe-
less,we believe thatintroducingcontrol mechanismat this
new level of granularity— aggrejates— may provide impor-
tant protectionagainstflash crowds, DoS attacks,and other
formsof aggreate-basedongestion.

The organizationof this paperis asfollows. Section2 gives
anoverview of ACC andpushbackin Section3 we describe
somerelatedwork doneto tacklethe problemof DoSattacks

andflashcrowds. Section4 describesACC in more detail.
We discusgthe pushbackmechanismén detailin Section5,
followed by somesimulationresultsin Section6. Section7
evaluateghe advantagesinddisadwantage®f pushbackand
discussesf severalopenissueselatedto ACC.

2 Overview of ACC

In this sectionwe give anoverview of ourtwo proposedACC
mechanismsiocal ACC, in which a router dealswith sus-
tainedoverloadby itself, and Pushba&, anextensionto Lo-
cal ACC in which a router signalsotherroutersupstrearnto
controla particularaggrejateon its behalf. The mechanisms
arethenexploredin detailin Section4 andSection5.

We canthink aboutan ACC mechanisnrunningin a router
asconsistingof the following sequencef decisions:

1. Am | seriouslycongested?

2. If so, canl identify an aggreyateresponsibldgor an ap-
preciableportionof thecongestion?

3. If so,to whatdegreedo | limit the aggreyate?Do | also
askupstreanroutersto limit theaggreyate?

4. Andif | decideto dealwith it, whendo | stop?

Eachof thesequestiongequiresanalgorithmfor makingthe
decision.Eachis alsoa naturalpoint to inject policy consid-
erationgnto thedecisionmaking. The spaceof possiblepoli-
cies(e.g.,whoto treatbetterthanwhom,whomto trust,what
applicationsshouldgetat mosthow muchbandwidth how to
perhapsncorporatepasthistory)is very large,andwe do not
attemptto exploreit in this paper Instead we assumesimple
policiesin orderto focus on developing and understanding
themechanisms.

To answerthe question‘am | seriouslycongested?bur pro-
posedmechanisnperiodicallymonitorseachqueues paclet
droprateto seeif it exceedsa (policy-specific)threshold.The
monitoringinterval is jittered, both to avoid synchronization
effects[FJ94 andto resistanattaclerintenton predictingthe
responsgatternsof ACCin thepresencef a DoSattack.

When seriouscongestionis detectedthe router attemptsto
identify theaggreyate,or aggreyatesyesponsibldor thecon-
gestion. Identifying the offending aggrgate(s)is a tricky
problemto solve in agenerafashionfor threereasonsFirst,
theoverloadmaybe chronic,dueto anunderengineereaet-
work, or unavoidable,e.g. asa shiftin load causedoy rout-
ing arounda fiber cut. Thesdeadto undifferentiatedconges-
tion notdominatedy ary particularaggregyate.Secondthere
aremary possibledimensionsn which traffic might cluster
to form aggreyates: by sourceor destinationaddresge.g.,
a flashcrowd attemptingto accessa particularsener, or its



repliesbackto them),addresgprefix (afloodingattacktarget-

ing a site or a particularnetwork link), or a specificapplica-
tion type (a virulentworm that propagatedy email,inadver

tantly overwhelmingothertraffic). Third, if the congestion
is dueto a DoS attack,the attacler may vary their traffic as
much possibleto complicatethe router’s detectionof high-

bandwidthaggreyates.

We proposehatroutersidentify aggreyatesy applyingclus-
teringto asampleof their high volumetraffic, whichthey can
attain by samplingdropsfrom a randomizeddiscardmech-
anismsuchas RED [FJ93. We discussthe specificsof a
possibleclusteringalgorithmin Section4.1. Note thatif the
clusteringalgorithmfails to find a narravly definedaggre-
gate,we concludethatthe congestionis undifferentiatedand
take no action.

Analogousto attad signatue for describingvariousforms
of maliciousactiities, we usethe term congestionsignatue
to denotethe aggreyate(sjdentifiedascausingcongestion|t
is importantto note that when constructingcongestiorsig-
natures,the router doesnot needto make ary assumptions
aboutthe maliciousor benignnatureof theunderlyingaggre-
gate(which may not in factbe possiblein the faceof a de-
terminedattacler). If the congestiorsignatureis too broad,
suchthatit encompasseadditionaltraffic beyondthatin the
true high-bandwidthaggreyate thenwe referto the signature
asincurring collateral damage. In this case,restrictingthe
bandwidthof theidentifiedaggreyatecanincreasahealready
high pacletdroprateseenby thelegitimatetraffic within the
aggreyate,while easingthe burdenon the legitimate traffic
thatdid notfall within the aggreyate.Narrowing the conges-
tion signatureandthusminimizing collateraldamageis one
of thegoalsof our approach.

We now turn to the questionof to what degree the router
shouldlimit anaggreyatesrate,andthemechanisnby which

it doesso. We arguethatthereis no useful,policy-freeequi-

alentto max-minfairnessvhenappliedto aggreyatesnoone
would recommendfor best-efort traffic that we give each
destinationprefix or applicationtype an equalshareof the
bandwidthin atime of high congestion.Instead the goal is

to rate-limittheidentifiedaggreyatesufficiently to protectthe
othertraffic onthelink from thecongestiorcausedy theag-
gregate. Here, “sufficiently” is chosensuchthat, for all the
aggrejateswve arecurrentlyrate-limiting, we restrictthemso
thattheir total arrival rateplusthatof othertraffic arriving at
the queuemaintainsanambientdropratein the outputqueue
of atmostthe configuredtargetvalue(Sectiond.2).

Figure 1 shows the proposedate-limiting architecture.The
rate-limiter actsas a filter at the entry to the regular FIFO
outputqueue.Whena paclet arriving at the outputqueueis
identified as a memberof the aggreate, it is passedo the
rate-limiter which decideswvhetherto dropthe paclet or add
the pacletto the outputqueue.Oncepasttherate-limiter, the
paclet losesary identity asa memberof the aggreyateand
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Figure 1. The rate-limiting architecture. Differentrate-
limiters make the dropdecisiondifferently.

is treatedthe sameasary otherpaclet arriving at the output
queue.Becauseacletsthat passthe rate-limiteraretreated
asregular arrivals to the output queue,rate-limiting cannot
resultin preferentialtreatmentfor the pacletsin the aggre-
gate. Therate-limitedaggreyatescan get preferentialtreat-
mentwhenthey are allocateda fixed bandwidthshareirre-

spectve of the generalcongestiorievelsat the outputqueue.
Pacletsbelongingto the aggreyatecanbe droppedeitherby

the rate-limiter or by the outputqueueitself if the queueis

full or therouteremploys anactive queuemanagemertech-
niqguesuchasRED [FJ93.

We next turn to the possibility of using pushbacko control
an aggrejate. If a router canidentify a suficiently narrov
congestiorsignaturgwith minimal collateraldamage)andif
theaggreyateresponddo packetdropsasa congestiorsignal
(flashcrowdsshouldhave this property) thenusingpushback
buyslittle overusingpurelylocal ACC. Thisis becauséf the
aggreateis squeezingut othertraffic upstreamwhetherto
the samedestinationor crosstraffic, thenthe corresponding
upstreanrouterwould alsoinvoke ACCto controltheaggre-
gate;so we don't needto invoke pushbacko protecttraffic
upstream.

But if eitherof the above conditionsdo not hold, thenusing
pushbackcanrealize considerableadvantages.In addition,
the decisionas to whento use pushbackwill likely have a
large policy componentandwe do not addressn this work
how aroutermight make the decisionotherthanto notethat
it might be basedon observingan exceptionally high drop
rate,or thecongestiorsignaturenatchingoneconfigurednto
the policy asindicatinga likely DoS attack. Pushbacks in-
tendedto work either with or without humanintervention,
and potentially acrossadministratve boundaries.Pushback
canalsobeinitiated by anoverloadedsener sothat,in cases
whereaDoSattackwasnot causingcongestiorbut wasover
loadingasener, thebenefitoof pushbackvould still beavail-
able.

Pushbackworks by the congestedouter requestingits ad-
jacentupstreanroutersto rate-limit traffic correspondingo
a given aggreyate. This pushbak messge is only sentto
immediateupstreamroutersthat sendthe bulk of the traf-



fic for thataggreyate! Throttling the high-bandwidthaggre-
gatecloserto the sourcepreventsbandwidthbeingwastedon
pacletsthataredestinedo bedroppedateronin thenetwork
aryway. In addition,by concentratingheratelimiting onthe
upstreaniinks thatcarrythebulk of thetraffic within theag-
gregate,pushbackcanrestrictthe degreeto which a DoS at-
tackdeniesserviceto legitimatetraffic, sincelegitimatetraffic
ontheotherlinks will notsuffer rate-limiting.

Figure2: lllustration of pushback

For example,considerthe partial network topologyshawn in
Figure2. The pathsusedby mostof the traffic in the high-
bandwidthaggreyateare shovn in bold, andthe directionis
asindicatedby the arrowns. The destinationof the aggreyate
is somehostD (notshavn) whichis reachedisingL0. Thus,
mostof thetraffic coveredby theattacksignaturecomesrom
links L2 andL3, with verylittle comingfrom link L1.

Assumethatthelink LO in Figure2 is highly congestedand
as a result RO identifiesthe high bandwidthaggrejate. By
usinglocal ACC, RO can protectthe traffic not goingto D.
But with local ACC only, traffic going from L1 to D is not
protected;pushbackis neededo protectthat traffic. Push-
backin this casewill propagatdrom R0Oto R2andR3. Sub-
sequentlypushbaclkwill propagataupstreamo R4 andR?7.
Pushbaclwill not beinvokedfrom ROto R1. (Notethatthe
path taken by pushbackis the reverseof that taken by the
high-bandwidthaggreyate andso pushbackncidentallypro-
videsa form of traceba& if the sourceaddressef the ag-
gregatearespoofedFS0(d.) Pushbaclof ratelimiting to up-
streanroutersR2 andR3 helpsprotectthetraffic to D which
comesin from L1. Similarly, pushingbackfurtherup to R4
from R2 andto R7 from R3 savestraffic comingalonglinks
L5 andL6 respectiely.

1Clearly pushbackmessagesequireauthentication|estthey provide a
powerful denial-of-servicemechanisnthemseles! Onecheapform of au-
thenticationwould be to requirethe messageo arrive with a TTL of 255,
thatis, restricttheir propagatiorto a single IP hop, in which caseforging
a pushbackmessageequirescompromisingeithera routeror the network’s
physicalsecurity eitherof which alreadygivesanattacler majoropportuni-
tiesto dodamage.

If sourceaddressesould be trusted, then in some cases
the congestedoutercould narrov the attacksignaturetself,
without pushback,by identifying both the sourceand the
destinationaddressprefixes responsiblefor the bulk of the
traffic in the identified aggrayate. In this case,the traffic in
themorenarrovly-definedaggreyatecould be droppedat the
congestedouteritself, withoutinvoking pushbackHowever,
pushbackvould still be usefulto reduceupstreanrbandwidth
wastedon traffic thatwill only bedroppeddownstream.

In addition, if the offending traffic within an aggreyateis
heavily representeen someupstreamlink in the network,
but the congestedoutercannotidentify this subsebf theag-
gregateon the basisof sourcelP addresgrefixesalone,then
pushbacks necessaryo narrav the attacksignature gvenif
sourceaddressesre genuine

The lastquestionposedat the beginning of this sectionwas:
“when do | stop?” For local ACC, the answeris simple:
asdiscussedn Section4.4, the router continuesto monitor
whetherit is experiencingsignificantcongestionand, if so,
determineshemajoraggreyate(syesponsiblelf therouteris
no longersignificantlycongestedor if a particularaggreyate
beinglimiting is nolongeroneof themainresponsiblaggre-
gatesthenthe routerstopslimiting the aggreate. (Clearly,
we needto worry aboutanattacler predictingthis decisionin
orderto evadeACC.)

For pushbackhowever, the decisionbecomesnoredifficult,

becauséheroutermustdistinguishbetweemo longerseeing
muchtraffic from the aggreyatebecauset is being limited

upstream,versusbecausehe aggreyate has stoppedsend-
ing much traffic. Disambiguatingthesetwo casesin turn

motivatesthe needfor feedbak messagethatthe upstream
routerssendout reportingon how muchtraffic from an ag-

gregatethey arestill seeing;seeSection5.4.

3 RelatedWork

In this sectionwe discussthe variousexisting techniquego

dealwith flash crownds and DoS attacks. Someof the tech-
niguesfor dealingwith DoS attacksfocuson protectingthe
network by droppingmaliciouspaclets;othertechniquesry

to solve the traceba& problem of tracing the attack back
to the source(s). The tracebackproblemarisesbecausehe
sourcelP addresse#n IP paclkets are easily spoofedin the
currentinternet. Whenthe sourceaddresseare spoofed,a
successfutracebackwould let the victim (andthe network)

find the immediatesourceof the attack. Tracing backthe
attackto its sourceallows stepsto be taken which stopthe
attack,andis thefirst steptowardsthe necessarjegal actions
to discouragesuchattacksn thefuture.

Identifying the machinessendingattacktraffic doesnot nec-
essarilyleadto finding the ultimate originatorsof an attack.



But it doesallow the network to dropthe attackpaclketsnear
their source beforethey damagethe restof the network. In
addition,notethatidentifyingthesemachiness notarequire-
mentfor preventingthedamageausedy anattack;all that's
neededs to sufficiently localizethemin thetopology For ex-
ample,if congestiorfrom anattackbeginsdownstreamfrom
the immediatesourcesof the attack,but upstreamfrom the
intendedvictim, thenthe attackcould be detectedht the con-
gestedouter While it mightbedifficult for arouterto distin-
guish betweenmaliciousand non-malicioustraffic, a router
can prevent someof the malicioustraffic from flooding the
victim, andto protectatleastsomeof thenon-malicioudraf-
fic from the congestiorcausedy the malicioustraffic. Also,
in the presencef ACC mechanismsye expectthe damage
control (by preferentialdroppingof the high-bandwidthag-
gregate)to trigger in much soonerthanthe time it takesto
identify andstopthe malicioussources.

3.1 Identifying the sourceof an attack
Oneapproachto the tracebackproblemis to reduceor elim-
inate the ability to spoofIP sourceaddresseby someform
of sourcefiltering. In ingressfiltering [FS0Q, an ISP filters
out pacletswith illegitimate sourceaddressedyasedon the
ingresslink by which the pacletsenterthe network. In con-
trast, egressfiltering [SANOQ] occursat the exit point of a
customerdomain,wherea routercheckswhetherthe source
addresse®f paclets actually belongto the customers do-
main. Packetswith invalid sourceaddressearedropped.

While sourcefiltering is increasinglysupportedas a nec-
essarystepin the protectionagainstDoS attacks[ICS0Q,

sourcefiltering is not likely to completelyeliminatethe abil-
ity to spoofsourcelP addressed-or instanceijf sourcefilter-

ing is doneatthecustometiSPlevel, asinglemachinewithin

the customemetwork can still disguiseitself asary of the
hundredsor thousand®f machinesn the customerdomain.
Even effective sourcefiltering doesnot preventattacksfrom
compromisednachineswith valid sourceaddresses.

In contrastto source-basediltering, which tries to curb at-
tacksat the source traceba& assumeshatsourceaddresses
canbespoofedandtriesto identify thesource(spf malicious
traffic usingthe network itself. Recentproposalsfor trace-
backincludea variety paclet-markingschemesi.e., Savage
etal., [SWKAO0OQ], SongandPerrig[SP0], andDeanet al.
[DFSO01, aswell asBellovin’s ICMP TracebacKBel0qQ]. In
paclet-markingthe routersuse the IPv4 ID field to report
information aboutthe edgesof the network that the pack-

2Thefactthat ACC, in bothits local and pushbackincarnationsgently
restrainaaggreatesto thepointwherethey areno longercausingcongestion
allows ACCto respondatherguickly becaus¢hedownsideof aninaccurate
assessmertf the offendingaggreateis slight. DoS countermeasurehat
completelyshutdown the attackingtraffic mustbe muchmoreconfidentin
theiridentificationbeforethey take action.

ets traversed. The collective edgeinformation canthen be
analysedat the victim to computethe pathof an attack. In
ICMP Tracebackrouters,with a very low probability (like
1/20,000), samplepacletsgoing throughthemandsendan
ICMP messagéo the destinationof the paclet. The ICMP
messageontainsthe identity of the routeritself, contentsof
the paclet and information aboutadjacentrouters. During
the times of an attack,thesemessagesvill help the victim
calculatethe pathusedby the attacktraffic.

In anotherpossibletracebackschemesuggestedn [Sto0q,
all edgerouterswould log paclkets. The dataobtainedfrom
all theroutersis thenanalyzedo find theingresspoint of the
attacktraffic. Anothertracebackproposal[BC0OQ] assumes
thatthe victim hasan approximatemapof the Internet. The
victim thenaskssomeselectechoststo flood eachincoming
link of the routerclosestto it. By observingthe changesn
attacktraffic, the victim candeterminethe link usedby the
attacktraffic. This processs thenrecursvely repeatedip-
streanto getcloserto the sourceof the attack.

In the absenceof effective sourcefiltering, someform of
tracebackvould berequiredto identify the ultimatesourceof
anattack.Weaknessesharedoy all of thetracebackpropos-
als arethatthe damagedoneby the attackis not beingcon-
trolled while the tracebackis in progressandthe effective-
nessof tracebackschemess reducedas an attackbecomes
moredistributed. We seeACC andPushbackascomplemen-
tary to both sourcefiltering andto traceback.

Schnacknbeg et al. [SDS0Q suggestctive control of in-
frastructureelements. Thus, a firewall or IDS that detected
somesortof attackcould requesthatupstreanmetwork ele-
mentsblockthetraffic. Thereareobviousproblemsauthenti-
catingsuchrequestsn theinter-domaincasethoughwork in
thefield is ongoing.

3.2 Identifying the nature of the attack
Somesitesfilter or rate-limit all traffic belongingto a cer
tain category to evadeparticularkinds of attack.An example
wouldbefiltering ICMP ECHOmessaget® preventthewell-
known smurf [CER98] attack. Suchcontent-base(iltering
basedon fixed filters canbe of use,particularlyin the short
term, but is by definition limited to the fixed filters already
defined.ACC andPushbaclarebasecdon usingfilters which
arebothdynamicandwiderin range.

Input delugging usesattacksignaturedo filter out traffic at
therouters.Thevictim identifiesanattacksignatureandcom-
municatest to its upstreamlSP. The ISP installsa filter on
its egressrouterto the victim, thus stoppingthe attacktraf-
fic. At the sametime the ISP identifiesthe router’s incom-
ing interfaceof the attack,andrecursvely repeatshe pro-
cessupstream Determiningandcontrollingthe attacktraffic
all the way to the sourcesrequirescooperatiorbetweenall



entitiescontrolling the routerson the pathsfrom sourceso
victim. This is easiersaid thandone, sincethe pathsoften
crossadministratve boundaries.The solutionworks on hu-
mantimescalesndis laborintensie. It requireshepresence
of skilled operatorgo successfullycarryit out (thoughsome
ISPshave tools to do someof this work semi-automatically
in their networks [Art97]).

Our proposalfor Pushbacks closelyrelatedto input detug-
ging, exceptthatinsteadof startingfrom an attacksignature
from a downstreamvictim, we would also startwith a con-
gestionsignaturegrom the congestedouteritself.

Instead of hop-by-hopinput delugging, [Sto0OQ proposes
building an overlay consistingof all edgeroutersand one
or more tracking routers. In caseof attacksthe input de-

bugging procedurewould be carried out along the overlay
tunnels. The schemerequiresan overlay connectingall the

edgeroutersof an ISP, with appropriateauthenticatiorbe-

tweenrouters,andchangeso globalroutingtables.EachISP

would useits own overlay systemto find the entry and exit

pointsof the traffic in its domain,usinghumanintervention

whencrossinglSP boundaries.

3.3 RelatedWork on ACC and Network Con-
gestion

In this sectionwe discussbriefly related bodies of work
on web-cachingand content distribution infrastructures,
schedulingmechanismsandQuality of Service andtheir re-
lationshipto ACC.

Web-cachinginfrastructuresand ContentDistribution Net-
works (CDNs)[Dav0(] like Akamai[Aka andDigital Island
[Dig] are powerful mechanismgor preventingflash crowds
from congestinghe network. IP Multicast andapplication-
level multicastare additionaltools for accommodatindlash
crowdswithout creatingcongestiorin the network, for a dif-
ferentsetof applications.However eventhe combinationof
multicast,cachinginfrastructuresand CDNsmay not be suf-
ficient to completelyprevent network congestiorfrom flash
crowds. For example flashcrowdscouldoccurfor traffic not
carriedby the prevailing CDNs, or for traffic marked asun-
cacheabldy theorigin sener, or for traffic thatis notsuitable
for multicastdistribution. Internetslowdowns could still be
causedy aneventor site which withessesanunprecedented
“success’for which neitherit northerelatedinfrastructures
prepared.

Thereis aconsiderabléodyof work on schedulingandpref-
erentialdroppingmechanismshathave somerelationshipto
ACC. Perflow schedulingmechanismsnclude Fair Queu-
ing [DKS89] and Deficit RoundRobin [SV95]. Thereis a
growing body of work on usingdrop preferenceao approxi-
mateperflow schedulingSSz98 PPPOJ or to protectcon-
formantflows from flows thatdo not useend-to-enctonges-

tion control [FF97, LM97]. However, flow-basedconges-
tion controlandschedulingnechanismarenot solutionsfor

aggreyate-basedongestiorcontrol,sinceanaggrayatecould

be composedf mary flows which are conformantindivid-

ually. CBQ [FJ9] is a class-basedchedulingmechanism
in which aggregatescan be limited to a certainfraction of

thelink bandwidthin a time of congestion.However, CBQ

is discussedargely for fixed definitionsof aggreyates,and

doesnot include mechanismdor detectingparticularhigh-

bandwidthaggreyatesn timesof congestion.

Thereis alsoa substantiabodyof work on QoSmechanisms
like IntegratedService§CSZ97 andDifferentiatedServices
[BBC*9§] to protecta designatedody of traffic from con-
gestioncausedby lower-priority or best-efort traffic. Such
QoSmechanismsouldbea critical componentn protecting
designatedraffic from congestiorcausedy best-efort flash
crowvdsor DoSattacks.

4 Aggregate-BasedCongestion Con-
trol

This sectiondescribesthe architectureand the algorithms
usedby the routerto detectand control high-bandwidthag-
gregatesin timesof sustainechigh congestion.A morefor-
mal description(pseudocode)f the algorithmscanbefound
in AppendixB.
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The ACC can be broken down into detectionand control.
In Figure 3, the ACC Agentis responsiblefor the identi-
fication of aggreyatesand computinga rate limit for them.
The actualrate-limiting (by droppingpaclets)is doneby the
Rate-Limiter The ACC Agentis notin the fastpathusedfor
paclet forwarding. On the otherhand, pacletsarrive to the
Rate-Limiterwhich determinesf it belongsto a rate-limited
aggreate.Packetsbelongingto arate-limitedaggrejatemay
be droppedby the Rate-Limiterdependingpn the arrival rate
of that aggregateandthe rate limit imposedon it. Paclets
thatsurvive areforwardedo theoutputqueue. Droppingalso
takesplaceatthe outputqueuebecausef normalcongestion.
Relevantinformation (headerspboutpacletsdroppedat the
output queueis fed into the ACC Agent which usesthese



paclet dropsfor identifying high-bandwidthaggreyates.Al-
ternately the outputqueuecan passrandomsampleso the
ACC Agentwhich canbe usedin the identificationprocess
instead.

The identification processin the ACC Agent is triggered
when the output queueexperiencessustainechigh conges-
tion. We definesustainecdtongestiorasa drop rate of more
thanpy;e, overaperiodof K secondsDuring timesof sus-
tainedcongestionpsingthe packet drop history (or random
samplespf thelast K secondsthe ACC Agenttriesto iden-

tify a small numberof aggreyatesresponsiblefor the high

congestion. If someaggreyatesare found, the ACC Agent
computegthe limit to which theseaggreyatesshouldbe re-

stricted. The limit is computedsuchthat the ambientdrop

rate,thatis the drop rate at the outputqueue(doesnot take

into accountthe dropsin the Rate-Limiter),is broughtdown

to below pi,rger. At the sametime this limit cannotbe less
thanthe highestarrival rateestimateamongaggreyatesvhich

arenot beingrate-limited. The ACC Agenttheninstallsthe

necessarfiltersattheRate-Limiterto rate-limittheidentified
aggregjates. TheACC Agentis alsoresponsibléor modifying

thelimit imposedonvariousrate-limitedaggreyatesdasecn

changesn demandrom backgroundraffic.

The following subsectionsliscussthe algorithmsfor identi-
fying aggreyatesto berate-limited,determiningtherate,and
implementingthe rate-limiting. Later sectionsshov how the
Pushbaclof rate-limiting to upstreamnodescould be com-
bined with local aggrgyate-baseaongestiondetectionand
controlto helpmalke finer distinctionsbetweerthelegitimate
andthe malicioustraffic within anaggreyate.

4.1 Identification of High Bandwidth Aggre-

gates

In principle,aggreatecanbecharacterizedvithoutasource
or destinationcomponent;all DNS paclets, for instance.
However, almostall DoS attacksandflashcrowdshave either
acommonsourceor commondestination(prefix). At places
in the network wheresourceaddressesannotbetrusted,t is
adangeroupropositionto filter basednthem.

In this paper we presenta techniqueto identify high-
bandwidthaggrejatesbasednthedestinatioraddress. This
is only oneof mary possiblealgorithmsfor identifying high-
bandwidthaggreyatesmoreaccurateandflexible algorithms
areasubijectof furtherresearch.

Almostall big web sitesusefrom oneto twenty IP addresses
closeto eachother If onewereto specify a prefix which
characterizeall theIP addressem use,this prefix would be
longerthan24 bits in mostcases.Eventhe siteswhich need
lessthan24 bits in their prefix envelopescanbe betterchar
acterizedy multiple 24+ bit envelopes With thisin mindwe
designedheidentificationtechnique.

Basedonthedrophistory(or randomsamplesfiraw outalist
of high-bandwidthaddresse&32-bit); for example, addresses
with morethantwice the meannumberof drops.Now cluster
theseaddressemto 24-bit prefixes. For eachof theseclus-
terstry obtaininga longer prefix that still containsmost of
thedrops. This canbe easilydoneby walking down the pre-
fix tree having this 24-bit prefix at the root. At eachstepa
heavily biasedbranchgivesa longerprefix with mostof the
weight. We alsotry to meige prefixesthatarecloselyrelated
to eachother For example,two adjacent24-bit prefixescan
be describedy a single 23-bit prefix. Multiple clusterscan
still beformedfor siteswhich have spaced-outP addresses,
but this shouldbe fine sinceusinglonger prefixesdescribes
the congestiorsignaturebetterandwould not punisha larger
catagyory of traffic. All theseclustersarethensortedin de-
creasingorderbasedon the numberof dropsassociatedvith
them. The numberof dropsalsogivesus an arrival rate es-
timatefor eachcluster The algorithmto decidehow mary
clustersshouldbe rate-limitedin orderto decreas¢he ambi-
entdroprateto below pqr4e: is describedn thenext section.

Giventhefactthataccesdinks have muchlesscapacitythan
thebackbondinks, they aremorelik ely to be congestediur-
ing timesof DoSattacksandflashcrowds. Theidentification
of high-bandwidthaggreyatess easielin suchcasesFor in-
stancethe aggreyatesfor the congestedoutercansimply be
theprefixespresentin its routingtable.

Theuseof ACC shouldberestrictedto speciatimes,suchas
DoSattacksandflashcrowds,whenthenetwork needgo pro-

tecttherestof thetraffic from afew aggreyates.Unlikethose
for flows, the policy level objectivesof fairnessamongaggre-
gatesarenot clear Ideally, the ACC mechanismshouldnot

rate-limitany aggreyateduringtimesof undifferentiateccon-

gestioncausedby underpraisionedlinks or hardware fail-

ures. In the absenceof effective methodsfor distinguishing
betweeraggreyate-basedndundifferentiatecdcongestionywe

needto placean upperboundon the numberof aggrejates
that are rate-limited simultaneously Oncewe have greater
understandingf thetraffic compositionandbehavior during

DoS attacksandflashcrowds we cantunethe ACC mecha-
nismsuchthatit doesnotidentify any aggreyatein timesof

undifferentiateccongestion.

4.2 Determining the RateLimit for Aggregates

Usingthelist of high-bandwidthaggreyatesobtainedabove,
the ACC Agent decideshow mary aggreatesto rate-limit
andcomputeghelimit to be imposedon them. (This calcu-
lationis givenin Figure17 of AppendixB.) The ACC Agent
calculatesk,.....ss, theexcessarrival rateat the outputqueue,
thatis, the amountof traffic thatwould have to be dropped
beforetheoutputqueue(atthe Rate-Limiter)to bringtheam-
bient drop rate down to pyarge¢. The goal is to rate-limit ¢

top aggreyatesand preferentiallydrop from theman amount



of traffic equalto R....ss- Wheni aggreyatesare chosen,
thelimit L is computedsuchthatX}_, (arrRatey, — L) =

Reycess, Wherearr Ratey, is the arrival rate estimateof ag-
gregatek. L shouldbe lessthanthe arrival rate estimateof

i + 1-th aggreyate.

In the presencef policy constraintsthe abose computation
would have to be modifiedslightly. For instance the router
couldbeconfigurednotto give lessthan B Mbpsto acertain
aggrejatein timesof congestionSuchpolicy level decisions
have to be honoredin theratelimit calculation(an easyex-

tensionof the above algorithmcando this).

4.3 Rate-limiter

The rate-limiter is a crucial componentin ACC-enabled
routers.lt is responsibldor classifyingpaclets,rate-limiting

the onesbelongingto a rate-limitedaggreyate,and measur

ing the arrival rate of the rate-limitedaggreyates. This sec-

tion discusseshe propertiesof the rate-limiting architecture
shavn in 1 anddescribes mechanisnfor implementingthe

rate-limitet

Therate-limiterneedgo be light-weightandefficient to im-
plementasit sitsin theforwardingfastpath.Figurel shavs
the rate-limiting architecture. Becausethe rate-limiteris a
pre-filterbeforetheoutputqueughatmerelydecidesvhether
or notto dropeacharriving pacletin theaggreate,it is con-
sistentwith FIFO schedulingin the output queue. Unlike
strict lower priority queues,t will not stane the identified
aggrejates.Packetsfrom therate-limitedaggreyatethat pass
the pre-filter are put in the outputqueueitself. This means
that rate-limited aggreatesare not given preferentialtreat-
ment, or protectedfrom the normal congestioroccurringin
the outputqueue. To ensurethat the rate-limitedaggreyates
areprotectedrom eachother, the drop decisionfor eachag-
gregateis takenindependentlpasedon the statefor thatag-
gregate.

In the next sectionwe discussthe virtual queue,the mech-
anismthat we usefor rate-limiting. Appendix A describes
preferentialdropping, an alternatemechanisnfor the rate-
limiter, andcontrasts preferentiadroppingmechanisnwith
avirtual queue Preferentiadroppingandvirtual queuedif-
fer in the procedurefor makinga rate-limiting (or, in other
words,drop)decision.However, bothmechanismsenly drop
pacletsfrom the aggreyatewhenthe aggreyates arrival rate
to therate-limiteris abovethespecifiedimit. For oursimula-
tions,we usea virtual queuejmplementedasa simpletoken
bucket, for therate-limitingmechanism.

4.3.1 Virtual Queue

Onepossibleémplementatiorof aratelimiter is a virtual out-
putqueue.An alternatve, preferentialdropping,is discussed

in AppendixA.

A virtual queuecanbethoughtof assimulatingaqueuewith-
outactuallyqueuingary paclets. Theservicerateof thesim-
ulatedqueueis setto the specifiedbandwidthlimit for the
aggreate,andthequeussizeis setto thetoleratedburstsize.

When a paclet arrives at the rate-limiter, the rate-limiting
mechanisnsimulateghatpaclketarriving atthevirtual queue.
Paclets that would have beendroppedat the virtual queue
are droppedby the rate-limiter Paclkets that would have
beenqueuedat thevirtual queuearenot droppedby therate-
limiter, but areforwardedto thereal outputqueue.

A virtual queuecansimulateeithera simpletail dropqueue
or a queuewith active queuemanagementA virtual queue
that simulatestail drop behaior canbe thoughtof asa to-

ken bucket, with thefill rate of the token bucket setto the
bandwidthlimit of the rate-limiter and the bucket size of

the token bucket setto the toleratedburst size for the rate-
limiter. When a paclet arrives to the rate-limiter, the
rate-limiterchecksif thereare matchingtokensin the token
bucket. If so,thena matchingsetof tokensis removedfrom

the token bucket, and the paclet passeshe rate-limiter If

thereareinsufficient tokensin the token bucket, thenthe ar

riving pacletis droppedby therate-limiter

4.3.2 Narrowing the CongestionSignature

In thediscussiorabove, the aggreyatesdentifiedby the ACC
Agent are purely destination-basedln fact, the rate-limiter
candomoresophisticategharraving that,in timesof special-
ized attackscanresultin droppingmore of the attacktraffic
within the aggreyate.An examplewould helpto clarify this
point. Within anaggreyatebeingrate-limited therate-limiter
could be configurednot to allow more than 20% of traffic
within that aggreyatego to ICMP ECHO paclets. Thatis,
basedndropsfrom theaggreyate therate-limitercandecide
whetherthe fraction of ICMP ECHO pacletswithin the ag-
gregateis morethan20%. If thatis indeedthe casetherate-
limiter caninvoke a more specializedform of rate-limiting
in which it would not let morethat 20% of the aggreyates
traffic go to ICMP ECHO paclets. The earlierconstraintof
not allowing morethan . Mbps of aggrayatethroughshould
still hold lest the attacler try to fool the router by continu-
ously changingthe attacksignature. This narronving of the
rate-limitingcanbeeasilyachievedby placinganothewirtual
queuen front of theaggreyates virtual queuewith a service
rateof 0.2 x L Mbpsfor ICMP ECHO paclets.

Specializedate-limitingasdescribecabove canbevery use-
ful in casesof attackslike the SYN attack[CER9] or the
smurfattack[CER98. It is more dynamicthanfixedfilters
that never let ICMP ECHO paclets passthroughor impose
a low rate-limit on themat all times. Dependingon the ca-
pabilitiesof therouter, narraving canbe extendedto include



a wide variety of signaturedasedon even application-leel
headers.

4.4 Reviewingthe Rate-Limit

Periodically the routerreviews therate-limitimposedon the
aggrejates. Basedon the new estimateof the arrival rate
into the outputqueue,a new limit is calculatedfor the rate-
limited aggreyates. As mentionedbefore, this limit should
not be belov the highestarrival rate amongaggrejatesthat
arenotrate-limited. Aggregatesthathave hadanarrival rate
lessthanthelimit for somenumberof refreshintervalsareno
longerrate-limited.Similarly, if congestiorpersistsmoreag-
gregatesmay be addedto the list of rate-limitedaggreates.
It shouldalso be notedthat thereis no harm done even if
rate-limiting continuesor sometime afterthe DoSattack(or
flashcrowd) hassubsidedecauseherate-limiteronly drops
pacletswhenthe arrival rateis morethanthe specifiedimit.
Whenthe DoS attacksubsidesthe arrival rate of the aggre-
gateis likely to bemuchbelow this limit.

4.5 Simulations

We usea simple simulationto illustrate the behavior of the
ACC Agent. Figure 4 shavs a simple simulation without
ACC, with five aggreyates eachcomposedf multiple CBR
flows,with thesendingateof thefifth aggreyatevaryingover
time. 3 Becausehis simulationis of CBR flows, ratherthan
of flows usingend-to-endcongestiorcontrol, it is highly un-
realistic,andhasvery simpledynamicsit is includedonly to
illustratethe underlyingfunctionality of ACC.

The two graphsin Figure 4 show that, without ACC, the
high-bandwidthaggreyateis ableto capturemostof the link
bandwidth.Thebottomgraphof Figure4 shovs theambient
pacletdropratein the outputqueue At time 13thethesend-
ing rateof thefifth aggreyategraduallyincreasesincreasing
the drop rate and decreasinghe bandwidthreceved by the
otherfour aggrejates.

Figure5 shows the samesimulationrepeatedvith ACC en-

abled. Whenthe ambientdrop rate exceedsthe configured
value of 10%, the ACC Agent attemptsto identify an ag-

gregate or aggreyatesresponsiblefor the high congestion.
Within a few secondghe ACC Agentidentifiesthe fifth ag-

gregate,andrate-limitsthat aggreyatesuficiently to control

thedropratein theoutputqueue.Thebottomgraphof Figure

5 shaws the ambientdrop ratein the outputqueue but does
not shawv the drop ratein therate-limiterfor the fifth aggre-
gate.

3Thesesimulationscan be run with the commands./test-all-pushback
slovgrow” and*./test-all-pushbacklovgrow-acc” in thetcl/testdirectoryin
theNS simulator
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Figure4: A simulation without ACC.
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Figure5: The samesimulation with ACC.

5 The PushbackMechanism

Section4 describedocal ACC without pushbacklet usnow
discussthe pushbackmechanismin detail. Pushbackor an
aggreatecanbevisualizedasatree(or, with multipathrout-
ing, possiblya graph), where the congestedrouter initiat-
ing the pushbacks the root, andthe upstreanroutersrate-
limiting theaggreyatearetheinterior nodesandtheleavesof
thetree. For example,in Figure2, nodeRO0is theroot of the
pushbackree,andnodesR4 andR7 aretheleaves.

5.1 Decidingwhento Invoke Pushback

After detectingaggreate-basedongestionthe ACC Agent
mustdecidewhetherto invoke Pushbaclby calling the Push-
back Agent at the router The ACC Agent has informa-
tion only aboutits own output queue,while the Pushback
Agent coordinatesnformation from diverseinput and out-
put queuesandsendsandreceivespushbacknessagefrom
neighboringrouters.

Two situationswarrantthe invocationof pushback.Thefirst
is whenthedropratefor anaggreyatein the Rate-Limiterre-



mainshigh for several secondgbecausdhe arrival rate for
the aggreyateis muchhigherthanthe limit imposedon it).
The seconds whenthe PushbackAgent hasotherinforma-
tion thata DoS attackis in progressFor example,Pushback
canbeinvoked by a routerat the behestof a sener directly
connectedo it. Thisis helpfulin situationswhenconsider
abletraffic is beingsentto the sener, but at a level not high
enoughfor the ACC Agentattherouteritself to invoke push-
back.

5.2 Sendingthe PushbackRequestsUpstream

When the PushbackAgent at the congestedouter invokes
PushbacKor anaggrayate,it hasto divide the ratelimit for

the aggrggateamongthe upstreamlinks. This requiresthat
the PushbackAgent have some estimateof the amountof

aggragatetraffic comingfrom eachupstreamlink. The up-
streamlinks sendingonly a small fraction of the aggreyate
traffic aretermedas non-contriluting links, andwe call the
otherupstreaminks contributing links. Becauseone of the
motivationsof pushbacks to concentratéherate-limitingon
thelinks sendingthe bulk of thetraffic within the aggreyate,
thePushbaclgentdoesnotsendapushba& requesto non-
contributinglinks. Theassumptiorns thatif aDoSattackis in

progresstheaggreatetraffic from thenon-contritutinglinks

is morelik ely to belegitimatetraffic within thataggreyate.

In the generalcase,contributing links do not all contribute
the sameamountof badtraffic. A link carryingmoretraf-
fic belongingto the aggreyateis morelikely to be pumping
in attacktraffic. One of mary possiblealgorithms,andthe
oneusedin our simulations,is to first determinehow much
traffic in theaggreyateeachlink contritutes. We thendivide
the desiredimit L, reducedby the amountof traffic coming
from non-contrituting links, amongthe contributing links in
amax-minfashion.For example,assumehatwe have three
contrikbuting links with arrival ratesof 2, 5, and12 Mbps,and
that the desiredlimit, after the non-contrituting traffic has
beensubtractedrom it, is 10 Mbps. Thelimits sentto each
of thethreecontributing links wouldthenbe 2, 4, and4 Mbps
respectiely.

CongestiorSignature
BandwidthLimit
ExpirationTime

RLS-ID

Depthof RequestindNode
Pushbackype

Figure6: Contentsof a pushbackrequest

4The high drop rateimplies that the router hasnot beenableto control
the aggre@atelocally by preferentialdropping,in an attemptto encourage
increaseand-to-enctongestiorcontrol.
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After the PushbackAgent determinesthe limit to request
from neighboringupstreanrouters,it sendsa pushbackre-
questmessageo thoserouters.As shovn in Figure6, a push-
backrequestontainghe congestiorsignaturecharacterizing
the aggreyate, the requestedipperboundfor the amountof
traffic sentbelongingto the aggreate, the time period af-
ter which the pushbaclrequestexpires, the Rate-Limit Ses-
sion|D (RLS-ID), thedepthof therequestem the pushback
tree, and the type of pushback. In our simulationsthe at-
tack signatureconsistsof the destinationprefix or prefixes
characterizinghe aggreyate. The RLS-ID is returnedin the
feedbackmessageéseeSection5.4) to enablethe Pushback
Agentto mapthefeedbacko thecorrespondingushbacke-
quest.In the pushbackree,the depthof therootis zero,and
achild’sdepthis onemorethanthedepthof its parent.Depth
informationis usefulin settingtimersfor sendingfeedback.
Thetype of pushbacknfluenceghe decisionof anupstream
routeraboutwhetherto propagategpushbackupstream.The
routeris morelik ely to propagatavhenthetype corresponds
to amaliciousattack(e.g., sener-initiated pushback).

Notethatthe pushbackequestontainsonly a requestedip-
per boundfor the bandwidthto be givento the aggreyate. If

the upstreamrouter itself becomeshearily congestedthen
it may give lessbandwidthto the aggregyatethan the spec-
ified limit. Becausehe pushbackrequestonly specifiesan
upperbound,it will not endup shieldingthe aggreyatefrom

local congestionat the upstreanrouterin the guise of rate
limiting (seeSection4.3). But, the congestedouter could
receize morethanthe desiredamountof traffic in the aggre-
gateif the non-contriluting upstreammeighborgwhich were
not sentpushbackequestsktartsendingmoretraffic in the

aggrejate.

5.3 PropagatingPushback

On receving a pushbackrequestthe upstreanrouter starts
to rate-limit the specifiedaggreyatejust asit doesfor local

ACC,usingtheratelimit in therequesmessageTherouter’s

decisionwhetherto further propagatehe pushbackrequest
upstreamusessimilar algorithmsto thosedescribedn Sec-
tions5.1and5.2above.

When propagatinga pushbackrequestupstream the desti-
nation prefixesin the congestionsignaturemay have to be
narraved,to restricttherate-limitingto traffic headedor the
downstreancongestedouteronly. Thisis discussedn more
detailin AppendixC.1.

5.4 Feedbackto DownstreamRouters
The upstreamrouters rate-limiting some aggreate in re-

sponsdo a pushbackequessendpushbaclkstatusmessages
to the downstreanrouter, reportingthe total arrival rate for



that aggrgatefrom upstreamalongwith the RLS-ID from
the pushbackequest.The total arrival rate of the aggreyate
upstreamis a lower boundon the arrival rate of thataggre-
gate that the downstreamrouter would receve if upstream
rate-limiting were to be terminated. Becausethe upstream
rate-limiting (dropping)may have beencontributing to end-
to-endcongestiorcontrolfor traffic within theaggreyate ter-
minatingthe upstreanrate-limiting mayresultin alargerar
rival ratefor thataggreyatedownstreamThesepushbaclsta-
tus messagegnablethe congestedouterto decidewhether
to continuethe pushback Thetiming of the pushbaclkstatus
messageis describedn moredetailin AppendixC.2.

’05

Figure 7: Pushbackstatus messageseporting the aggre-
gate’sarri val rate from upstream.

The arrival rate reportedin the pushbackstatusmessages
thesumof thearrival ratesin all the statusmessagereceved
from upstreamplusthe arrival ratesfrom the upstreanmon-
contributing nodes.For example,in Figure7, RO is theroot
of the pushbackiree, shavn by the solid lines. The labels
for eachsolid line show the arrival rateestimatecontainedn
the pushbackstatusmessage.The dashedines connectthe
non-contriluting nodesthatdid not receve pushbackequest
messagesndthe labelsshav the aggrejates arrival rateas
estimatedby the downstreamneighbor From the pushback
statusmessagesk0 canestimatethetotal arrival ratefor the
aggrejateas 23.5Mbps. If RO wereto terminatethe rate-
limiting upstreamandinvoke an equivalentrate-limiting lo-
cally, this would be roughly the arrival rate that RO could
expectfrom thataggreate.

5.5 PushbackRefreshMessages

The PushbackAgent at the router usessoft state, so that
rate limiting will be stoppedat upstreanroutersunlessre-
freshmessagearereceved from downstream.In determin-
ing the updatedatelimit in therefreshmessageghe down-
streamrouterusesthe statusmessageto estimatethe arrival
ratefrom the aggrgyate andthenusesthe algorithmsin Sec-
tion 4.4 to determinethe bandwidthlimit. The arrival rates
reportedin the pushbackstatusmessagesire also usedby

11

thedownstreanrouterin determininghow to divide the new
bandwidthlimit amongthe upstreanrouters.

6 Simulationswith Pushback

This sectionshavs a humberof simulationsusing the NS
[NS] simulatortestingthe effect of local ACC andpushback
in a variety of aggreyate-basedongestiorscenarios Before
going into the detailsof the simulationswe introducesome
informal terminologyherethatwould help us in describing
the simulations.For the scenariowith DoS attacks the bad
sourcesendattacktraffic to thevictim destinationD, andthe
poor sourcesareinnocentsourceghathapperto sendtraffic
to the destinationD whenit is underattack. In otherwords,
pacletsfrom thepoorsourcegepresentheunmaliciougraf-
fic in the congestiorsignature.For all of the scenariosthe
goodsourcesenddraffic to destination®therthanD.

6.1 A Simple Simulation

Figure8 shavsthetopologyfor asimplesimulationintended
to shav the dynamicsof pushback.The goodandthe poor
sourceseachsendtraffic generatedby seveninfinite demand
TCPs.ThebadsourcesenddJDP CBRtraffic, with thesend-
ing ratevariedfrom onesimulationto the next.

Figure8: The topology for a simple simulation. R1 — R0
is the congestedink.

The resultsof the simulationare shovn in Figure9. Each
columnof marksrepresentsghe resultsfrom a single simu-
lation, with the z-axis indicatingthe sendingrate of the bad
source Whenthebadsourcesends3 Mbpsor more,thedrop
rateattheoutputqueueexceedsl0%,the configuredvalueof

Phrigh, andACC andPushbaclareinitiated for the aggreate
consistingof thebadandpoortraffic. As aresultof therate-
limiting, the arrival rateto the outputqueueis reducedand
thegoodtraffic is protectedrom thebad.

For this scenariothe useof pushbacks alsoeffective in con-
centratingthe rate-limiting on the badtraffic and protecting
the poor traffic within the aggreyate. The simulationswith
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Figure9: The effect of pushbackin a small topology.

local ACC without pushbacknot showvn) producedapproxi-
matelythe sameresultfor the goodtraffic; however, the poor
sourcereceived almostno bandwidthin that situation. We
would emphasiz¢hatthesesimulationsdo not pretendo use
realistic topologiesor traffic mixes, or to stresslocal ACC
and pushbackin difficult or highly dynamic ervironments;
thesimplesimulationsn this scenaricareinsteadntendedo
illustrate someof the basicunderlyingfunctionality of local
ACC andpushback.

6.2 DoSAttacks

various destinations

Figure10: The topology usedin simulations. R1.0 — R0.0
is thecongestedink

Thesimulationsn this sectionillustratelocal ACC andPush-
backwith both sparsely-spreadndwith highly diffuseDoS
attacks. Thesesimulationsusethetopologyshavn in Figure
10, consistingof four levels of routers. There is onerouter
eachin the bottomtwo levelsand4 and 16 routers,respec-
tively, in the uppertwo levels. Exceptfor the routerat the
lowestlevel, eachrouterhasa fan-in of four. The top-most
routersare attachedto four sourceseach. The link band-
widthsareshawn in the figure,andhave beenallocatedsuch
that congestioris limited to the accesdinks at the top and
bottom.

The first simulation scenario,with a sparsely-sprea®®oS
attack, includesfour bad sources,four poor sources,and
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Figurell: Bandwidth allocation at the congestedink dur-
ing a sparseDDoS attack.

tengoodsourcesrandomlydistributedamongthe 64 source
nodes. Eachof the four bad sourcessendsl Mbps of UDP

CBR traffic, half the link capacity The good and the poor
sourcessendWeb traffic, usingthe Web traffic generatoiin

NS.

Figure 11 shaws the resultsof thesesimulations. “Default”
denotesa simulationwith the router not doing ary form of
ACC, and “LA CC” denotesthe use of purely Local ACC
measures. The two lines in the graph denotethe quantity
of good and poor traffic in the absenceof ary attacktraf-
fic. BoththeLACCandpushbaclksimulationsbringdown the
bandwidthconsumedy the attacler, leadingto a significant
bandwidthgain for the goodtraffic. However, asexpected,
LACC leavesthe poor hostsstaned becausehe congested
router R1.0, cannotdifferentiatebetweenthe poor and the
badtraffic in the aggreyate. We obtainedsimilar resultsfor
simulationswith differentamountsof attacktraffic.

The secondsimulationscenario,with a highly diffuse DoS

attack,uses32 badsourcesfour poor sourcesandten good
sources. In this scenarioeachof the 32 bad sourcessends
0.125Mbpsof UDP CBR traffic, for the sametotal badtraf-

fic asin the previous scenario.This setupis intendedto sim-

ulatea DDoS attackwherea large numberof sourcespread
throughouthe network areusedto generatehe attacktraffic.

Eachbadsourceby itself generates smallamountof traffic,

makingit hardto detectsuchsourcesattheir accesdinks.

As Figure12 shaws, with diffuseattacksavenpushbacKkoses
theability to differentiatebetweerthe badandthe poortraf-
fic, thoughit still reducesthe bandwidthconsumedby the
bad sources.In fact, in an attackin which a lot of sources
are used,an individual bad sourcemight be generatingess
traffic thana valid poor source.Whenthesebadsourcesare
spreadthroughoutthe network, the attacklooks morelike a
flashcrowd, makingit harderto distinguishbetweerthe bad
andthe poor sources. The bandwidthobtainedby the good
traffic with pushbaclgoesslightly above the no-attackcase
(lower line) becausef reducedcompetititionfrom the poor
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6.3 Flash Crowds

This sectionshavs simulationswith flash crowds insteadof

DoS attackswith the“flash” traffic from 32 sourcessending
Web traffic to the samedestination. The goodtraffic comes
from ten other sourcessendingWeb traffic to variousother
destinationsaccountingor about50%link utilization in ab-
senceof ary othertraffic.

Figure 13 shaws the distribution of the timesto complete
thetransferdor the goodandthe flashtraffic respectiely in
the Default and Pushbackmode. The distribution for LACC
mode (not shavn) was similar to the Pushbackone. With
Pushback80% of the goodtransferscompletewithin a few
secondscomparedo lessthan40% completedin lessthan
six secondsn the Default case.While the performancegain
for the goodtraffic is significant,the degradationseenby the
flashtraffic is notthatmuch. Thetime to completea Webre-

guestcanbedirectly correlatedo the drop rateexperienced.

Drop ratefor the goodtraffic comesdown from a whopping
309%t0 just 6% (p:qrge:=5%) andthatof theflashtraffc goes
uponly by 3%to about33%. Becauseheflashtraffic is much
morethanthe goodtraffic, evena slight increasdn its drop
ratefreesuplot link capacity
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The hump aroundthe 6-secondmark representshort web
transferswhosefirst SYN or SYN/ACK paclet waslost, re-
sultingin the transfercompletingslightly morethansix sec-
ondslater, afterthe retransmitiimer expires. The magnitude
andthelocationof thehumpalongthey-axisis agoodindica-
tion of thepacletdropratesin thenetwork for thataggreyate.
Recallthat LACC andPushbaclareonly invokedin scenar
ios of extremecongestiorwherethepacletdroprateexceeds
the configuredthreshold,setto 10% in our simulations,and
attheselevelsof congestiora large fraction of transferswill
have thefirst SYN or SYN/ACK pacletdropped.

Thoughthegraphdid notshov majordifferencedetweerthe
transfertime distribution of webrequestfor LACCandpush-
back,the goodtraffic recevesroughly 37% of thelink band-
width with LACC,comparedo 50%with pushbackBecause
pushbackrate-limitsthe badtraffic upstreamthis leadsto a
decreasén the amountof badtraffic reachingthe congested
router, relativeto LACC (absencef statisticamultiplexing),
which in turn enablesmore goodtraffic to go through. The
transfertime distribution onthe otherhandis afunctionof the
droprate. Thus,moregoodtraffic getsthroughwith pushback
thanwith LACC while keepingthe sameambientdroprateat
theoutputqueue.

7 Discussion

7.1 Whenis PushbackNeeded?

Pushbaclks nota panacedor floodingattacks.In fact,if not
usedcarefully, it can make mattersworse. This sectiondis-
cusseghe advantagesanddisadwantage®f addingpushback
to aggreyate-basedongestiorcontrol.

7.1.1 Advantagesof Pushback

Pushbackconcentratesate-limiting on the malicioustraffic
within an aggreyateduring a DoS attackeven in the pres-
enceof spoofedsourceaddresses.The malicioustraffic in
the aggrgatemay comefrom a singlelink severalhopsup-
stream but the downstreanroutermay not be ableto deter
minethis, andtheattacler couldalsodisguisenformationby
usingspoofedsourceaddressedn this case pushbaclusing
the destinatiorprefix asa congestiorsignaturecanbe effec-
tive in protectingthe legitimatetraffic within the aggreyate.
In contrast,local ACC would not be ableto distinguishbe-
tweenthe goodandthe badtraffic headedor the victim and
would punishtraffic comingfrom all directionsequally

Pushbackalso improves network utilization by preventing
scarcaupstreanbandwidthfrom beingwastedon pacletsthat
will bedroppeddownstream Evenif all routersareemploy-
ing local ACC, information from a downstreamrouter can



encouragenupstreanrouterto increasehedropratefor an
identifiedaggreyate thussaving bandwidthfor othertraffic.

7.1.2 Limitations of Pushback

Pushbackmay overcompensateparticularly whenit is in-

voked for non-maliciouseventssuchasflashcrowds, which

eventually respondto congestioncontrol and back off.  If

the overall demandfrom othertraffic is reducedbeforethe
pushbackrefreshperiod expires (Section5.5), thenthe up-
streamrouters could unnecessarilydrop paclets from the
high-bandwidthaggreyate even when the downstreamlink

becomesaunderutilized. (In Local ACC link underutilization
is moreeasilyavoided,asrate-limitingdoesnot drop paclets
whenthe outputqueusis itself low.) We reducethe possibil-
ity of overcompensatiofand lower link utilization) by cal-
culatingthe rate-limit of an aggreyateso thatthe total traffic

comingto the congestedouteris still greaterthanthe ca-
pacity of the congestedink (seethe discussiornf piyrget iN

Sectiond.2). Peformingsomeof therate-limitingjustin local
ACC canalsohelpto preventovercompensation.

Pushbacks lesseffective at blocking badtraffic whenthe at-
tackis uniformly distributedacrossnboundlinks, asall traf-
fic, good and bad, that falls within the aggreyateis equally
punished. Considey for example,a reflectorattack[Pax0Q
basedon DNS [CERO(Q. If suficiently mary reflectorsare
usedfrom all portionsof the network, the aggreyateband-
width will swampthe victim’s link. During suchan attack
pushbackwill not be ableto differentiatebetweenthe good
and the bad DNS traffic going to the destination,and will
dropfrom bothequally

In somecasesthe useof pushbackcanincreasehe damage
doneto legitimatetraffic from a sourcecloseto the attacking
host. As pushbackpropagatesipstreamtowardsthe attack
sourcesthedropratefor the aggreateis increasedIf push-
backfails to reacha point whereit candifferentiatebetween
theattacksourcesandthe nearbylegitimatetraffic within the
sameaggrayate for instancewhenthetwo sourcesarein the
sameedgenetwork which is not pushback-enablethe legit-
imatetraffic at that point will sharethe samehigh droprate
asthe attacktraffic. This propertyof pushbaclcouldleadto
potentialDoS attacksin whichthe attacler’saimis to hinder
a sourcefrom beingableto sendto a particulardestination.
To besuccessfulanattacler would needto launchthe attack
from a hostcloseto the victim source. However, the ability
to compromisea machinethat sharesa downstreambottle-
necklink with thevictim enablegnary otherforms of attack
anyway.
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7.2 Implementation and Operational Issues

In this sectionwe talk aboutsomeof theimplementatiorand
operationalissuesthat would needto be addressedefore
pushbaclcouldbedeployedin the Internet.

The network bandwidthrequiremenfor pushbackmessages
is minimal. During eachrefreshroundof eachpushbaclses-
sion,ontheorderof afew secondspnemessagés sentovera
link in thepushbackreein eachdirection. Strongauthentica-
tion of pushbacknessageis alsonotrequiredsinceall push-
backmessagetavel betweerdirectly connectedouters.

Theidentificationof aggreyatescanbe doneasa background
task,sothe processingpower requiredto identify aggrejates
shouldnotbeanissue.However, thepresencef alargenum-
ber of rate-limitedaggreyatescould posea designchallenge.
Whena paclet arrivesto the outputqueue the routerhasto
determindf thatpacletbelongsto oneof therate-limitedag-
gregatesandif so, placeit in the correctvirtual queue.The
time requiredfor this lookup may increasewith anincreas-
ing numberof aggrgates. We do not expectthe limitation
on the numberof rate-limitedaggreyatesto be a problem,as
we ervision ACC andPushbaclasmechanismso beinstan-
tiatedsparingly in timesof high congestionfor a handfulof
aggreyates But adeployedsystenneeddo berobustagainst
new attackghatcouldgeneratenary rate-limitedaggreyates.
Onepossibleapproachwould be to usethe routing table of
the routerfor detectingmembershipn a rate-limitedaggre-
gate;however, this would restrictthe definition of aggreyates
to destinatiorprefixes.

The distribution of the rate-limit amongupstreamlinks de-
pendson the downstreamrouter’s ability to estimatewhat
fraction of the aggreyate comesfrom eachupstreamlink.
We do not know if currentroutersare ableto mapa paclet
at the output queueto its incoming input interface. Inter-
routertechnologywill also affect the designof a pushback
system. For point-to-pointlinks, pushbackequestsare sent
to therouterattachedo the contributing incominginterface.
However, for routersjoined by LANs, VLANS, or framere-
lay circuits,therearemultiple routersattachedo aninterface.
Similarly, someroutersmay only be ableto determinefrom
which line cardtraffic originated,ratherthanwhich port on
the card. The downstreamrouterin thesesituationsmight
not beableto distinguishbetweermultiple upstreanrouters.
Oneway of dealingwith both theseproblemsis to senda
dummypushbackrequestto all upstreamneighbors. The
dummy requestis identicalto the real request,but contains
a very high bandwidthlimit sothatno droppingtakesplace
in theupstreanrate-limiter Theonly impactof thisrequests
thatthe upstreanrouterswill estimatethe arrival rateof the
specifiedaggreyateand reportto the downstreamrouterin
statusmessagesl hesemessagekelpthedownstreanrouter
to sendpushbackequestavith the appropriateate-limitsto
contributing upstreanrouters.



In our simulations, we noted that “poor” hosts suffered

morethan“good” ones,primarily becausehe accessouters
could not pushbackfurther. The samesituationcould arise
whenpushbacks incompletelydeployed;aroutersupstream
neighbormay not implementit. In that case,input rate-

limiting would be useful. Thatis, a routerthat cannotsend
a pushbackmessagaipstreamcould imposea rate limit on

traffic from thatparticularlink thatmatchegheaggreyatede-

scription. It is unclear however, if this is feasiblein today’s

routers.

Theexistenceof layer2 devicesthatdo their own queuing—
ATM switches,MPLS subnets,and the like—posesa sep-
aratechallenge. The queuecongestioncan easily occurin

the switches ratherthanin routers;in this case the switches

would needto implementtheir own pushbackmechanisms.

Furthermorethe pushbackequestsvould needto crossthe
layer 2/layer3 boundarywhentalking to ordinaryrouters.

7.3 Policy Knobs

Like traffic engineering, ACC and Pushbackare areasthat

will take significantguidancefrom local policy databases.

This is unlike mary other router mechanismsuch as per

flow or FIFO schedulingactive queuemanagementor Ex-

plicit CongestiorNatification, which aregenerallybestwith

amodestnumberof policy hooks. It will take mary simula-
tionsandagooddealof operationakxperienceo getabetter
understandingf theright policiesfor ACC.

In principle, thereis nothing stoppinga pushbackree from

extendingacrossASs. However, real networks make exten-
sive use of policy databasesn making decisionsinvolving
other ASs. Thereareissuesrelatedto trustin acceptinga
pushbackequesfrom a neighboringAS. Moreover, a push-
backrequestnightbein contradictiorwith acontractuabbli-

gationthatsays"provide transitto this muchtraffic”. In this
casean edgerouter could discover conflicts and inform its
parent(andthe congestedouter). This distribution of lim-

its alongthe pushbackree might be heavily policy-drivenin

suchcases.

Even within an AS, it is not totally clear how to allocate
rate-limits to differentinput streams. As discussedn Sec-
tion 5.2,it seemdairly clearthataggrejatetraffic from non-
contributing upstreamlinks shouldnot be rate-limited. How-
ever, thereis no onebestanswerfor how to allocateupstream
rate-limit requestsamongdifferent contrikuting links. Dif-
ferentchoiceshereaffectthe ability of pushbackropagation
to reachthe ultimate sourcef congestionandits ability to
differentiatebetweermmaliciousandunmalicioustraffic. The
issuebecomesnorecomplex whenthe contrituting physical
links areof differentcapacities.A mix of policy andopera-
tional experiencemight provide theright answethere.
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7.4 Empirical Data on Traffic Behavior and
Topoloigies

The startingquestionfor ACC is what constitutessustained
congestionWhatarethedropratesoverwhatperiodof time,
thatmeritinvoking ACC?We expectthe answerto be differ-
ent for different placesin the network. For understanding
this, it would helpto have asmuchmeasuremerdataaspos-
sibleonthe patternof pacletdropratesat differentroutersin
thelnternet.How frequentlydo differentroutershave periods
of sustainecdhigh congestion?How long doesthis sustained
congestiordast?And how oftenis it dueto specialeventslike
flash crowds and DoS attacks,as opposedo the more dif-
fusecongestiorfrom hardwarefailuresor routingchangegor
which ACC andPushbackvould be lessappropriate™More
measuremerdatacouldalsohelpin consideringheissueof
whento invoke Pushbacln additionto local ACC. Sitessuch
asthelInternetTraffic Report[ITR] andthe InternetWeather
Report[IWR] have somedataon paclket drop rates,aswell
asreportson specificfiber cuts, flash crowds, and DoS at-
tacks,but we are not aware of ary systematiacharacteriza-
tion andidentificationof thehigh-congestioperiodsataspe-
cific router As afurthercomplication pastmeasurementsre
not necessarilygoodpredictorsof future conditionsfor such
volatile occurancessflashcrowvdsandDoS attacks githerat
anindividual routeror for the Internetasawhole.

The dynamic behaior of pushbackis affected by the fre-
queng and expirationtimes of pushbackrequestmessages.
For robustnessagainstdroppedor corruptedpushbackmes-
sagesthe expiration timesin pushbackrequestsshouldbe
at leasta small multiple of the refreshinterval, the interval
betweensuccessie requestmessages.The cost of lower-
frequeng refreshesandlarger expirationtimeswould be the
possibility of continuingrate-limiting upstreamiongerthan
desiredasaresultof alost refreshmessagé¢hatwould have
increasedhe requestedate-limit. However, becausgush-
backis invokedonly onrareoccasionsandnotasasubstitute
for normalcongestiorcontrol or traffic engineeringthis po-
tentialcostof continuingrate-limitingupstreanis notamajor
problem.

As notedbefore, the effectivenessof Pushbackin differen-
tiating betweenmalicious and non-malicioustraffic within

an aggreyateduring a DoS attackis dependenbn the dis-

tribution of attacksourcesandthe pathsthatthe attacktraffic

takesto reachthe congestedouter Pushbacks morelikely

to be effective in protectingthe non-malicioustraffic when
the branchingfactor of the attacktree is small, and push-
back can effectively concentratahe rate-limiting on the at-

tackers. More informationof typical attacktopologiesfrom

specificpastDoS attacks,analyticaltopologymodels,or In-

ternettopology databasesvould help us to evaluatethe po-

tential effectivenes®f Pushbackn protectingnon-malicious
traffic within anaggreyate.



7.5 Other Usesof Pushback

A routercouldsenddummypushbackequestsvith highrate-
limits just to find out what fraction of the traffic within the
specifiedaggreyateis comingfrom which portion of the net-
work. This could be particularly useful when the specified
aggraeyateis the aggreyateconsistingof all traffic destinedo
the congestedouter In atime of stable,diffusecongestion,
thiswould givethecongestedoutertheability to determinef
mostof the diffuse congestionwascomingfrom a particular
edgerouter Evenin the absenceof congestiorthis mecha-
nism could be usedto collectdataon whatedgerouterfeeds
what amountof a particularaggreyate. This informationis
highly valuablefor purpose®f traffic engineering.

8 Conclusions

Most so-callednetwork securityproblemsarenothingof the
sort. Rather they are hostvulnerabilities,albeitin applica-
tions that usethe network. As long asthesevulnerabilities
canbe exploited, it is possibleto launchDoS attackson the
network or the hostsconnectedo it without fear of conse-
guencesFlooding-styleDoS attacksare a network problem,
andcannotbedefeatedy host-specifienechanismsi-urther

more, no softwarefixescan preventflash crowds. Although
ISPscananddo engineertheir networks for ordinary over-

loads,the network shouldbe ableto survive suddenmassie

congestiorcausedvy aggrejatesgeneratedy eitherattacks
or flashcrowds.

We have proposedothlocal andcooperatie mechanismgor

aggrejate-basedongestiorcontrol to answerthis needand
believe thatthey arevery promisingdirections. Therearea
rangeof openissuesandfuturework will includemorethor-

oughinvestigationsof the underlyingdynamicsandpossible
pitfalls of thesemechanisms.As part of this work, we are
in the procesf implementinganexperimentakestbedising
softwarerouters.

Acknowledgments

The original idea for pushbackcame from an informal
DDoSresearchgroup(Steven M. Bellovin, Matt Blaze, Bill

Cheswick,Cory Cohen,Jon David, Jim Duncan,Jim Ellis,
Paul Ferguson,Johnloannidis, Marcus Leech, Perry Met-
zger, RobertStone,Vern Paxson,Ed Vielmetti, and Wietse
Venema).

References

[Aka] Akamaihomepage.http://www.akamai.com.

[Art97]

[BBC*98]

[BCOO]

[Bel0O]

[CER96]

[CER98]

[CEROO]

[Cis98]

[CSZ92]

[Dav00]

[DBCP97]

[DFS01]

[Dig]

[DKS89]

16

Artsci.net Web  Pages: Dostrack.
http://www.artsci.net/"jlinux/security/dostrack
October1997.

Steven Blake, David L. Black, Mark A. Carl-
son, Elwyn Davies, Zheng Wang, and Walter
Weiss. An Architecturefor DifferentiatedSer
vices.RFC2475,December 998.

Hal Burch andBill Cheswick. Tracing Anony-
mousPacketsto Their ApproximateSource. In
UsenixLISA Decembe2000.

Steve M. Bellovin. ICMP TracebackMes-
sages. Internet Draft: draft-bellovin-itrace-
00.txt, March2000.

CERT Web Pages: CERT Advisory CA-1996-
21 TCP SYN Flooding and IP Spoofing At-
tacks. http://www.cert.og/advisories/CA-196-
21.html,Septembel996.

CERT Web Pages: CERT Advisory CA-
98.01 "smurf” IP Denial-of-Service At-
tacks. http://www.cert.og/advisories/CA-
98.01.smurf.htmlJanuaryl998.

CERT. Certincident note in-2000-04, 2000.
http://www.cert.og/incidentnotes/IN-2000-
04.html.

Cisco Web Pages: Committed Access Rate.
http://www.cisco.com/uniercd/cc/td/dc/product/
software/ios111/ccl11/cdntm,Februaryl998.

David D. Clark, ScottShenler, andLixia Zhang.
Supporting Real-Time Applications in an In-
tegrated ServicesPacket Network Architecture
andMechanism.n ACM SIGCOMM 1992.

Brian D. Davidson. Content delivery and
distribution  services. http://www.web-
caching.com/cdns.htmAugust2000.

Mikael Degermark, Andrej Brodnik, Svante
Carlsson,and StephenPink. Small forwarding
tablesfor fastrouting lookups. In ACM SIG-
COMM, Septembel997.

Drew Dean,Matt Franklin,andA. Stubblefield.
An algebraicapproactto ip traceback,.In Pro-
ceedingof NDSSO01, February2001.

Digital Island home
http://www.digitalisland.com.

page.

Alan Demers, Srinivasan Kesha, and Scott
Shenler.  Analysis and Simulation of a Fair
Queuein@lgorithm. In ACM SIGCOMM 1989.



[FF97]

[FJ93]

[FI94]

[FJ95]

[FS00]

[Gar00]

[ICS00]

[ILS99]

[ITR]

[IWR]

[LM97]

[MFOO]

[NS]
[Par96]

[Pax00]

Sally Floyd andKevin Fall. Routermechanisms
to supportend-to-enccongestiorcontrol. Tech-
nical report,LBL, Februaryl997.

Sally Floyd and Van Jacobson. Randomearly
detection gatavays for congestionavoidance.
IEEE/ACM Transactionson Networking Vol.
1(4):pp.397-413 August1993.

Sally Floyd andVanJacobsonThesynchroniza-
tion of periodic routing messages.IEEE/ACM

Transactionson Networking Vol. 2(2):pp.122—
136, April 1994.

Sally Floyd andVanJacobsonLink-sharingand
ResourceManagemeniModels for Packet Net-
works. IEEE/ACM Transactionsn Networking
Vol. 3(4):pp.365-386 August1995.

Paul Feguson and Daniel Senie. Network
IngressFiltering: DefeatingDenial of Service
Attackswhichemploy IP SourceAddressSpoof-
ing. RFC2827,May 2000.

Lee Garber Denial-of-ServiceAttacks Rip the
Internet. IEEE Computer vol. 33(4):pp.12-17,
April 2000.

ICSA WebPagesaAlliancefor InternetSecurity
http://wwwicsa.net/html/communities/ddos/
alliance/guide.shtmR000.

A. S. Induruwa, P. F Linington, and J. B.
Slater Quality of Servicemeasurementsn Su-
perANET - the UK academidnformationhigh-
way. In Proc INET’99, June1999.

The Internet Traffic Report. http:
Ilwww.internettraficreport.com/.
The Internet Weather Report. http:

Iiwww.mids.og/weather/.

DongLin andRobertMorris. Dynamicsof Ran-
domEarly Detection.In ACM SIGCOMM 1997.

Ratul Mahajanand Sally Floyd. Controlling
High-BandwidthFlows atthe CongestedRouter,
November2000. http://www.aciri.og/red-pd/.

NS Web Page:http://www.isi.edu/nsnam.

Craig Partridge. Locality and Route Caches.
NSF Workshopon Internet StatisticsMeasure-
mentandAnalysis,Februaryl1 996.

Vern Paxson. An analysis of using reflec-
tors to defeat DoS traceback, August 2000.
ftp://ftp.ee.lbl.gw/.vp-reflectas.t®.

17

[PPPOO]

[SANOO]

[SDS00]

[SPO1]

[SSZ98]

[Sto00]

[SV95]

[SV8]

[SV00]

[SWKAO0]

[WVTP97]

Rong Pan, Balaji Prabhakarand Konstantinos
Psounis. CHOKe, A StatelessActive Queue
ManagementSchemefor Approximating Fair
BandwidthAllocation. In IEEE INFCOM, 2000.

EgressFiltering. SANS Web Pages,February
2000. http://www.sans.ag/y2k/egress.km.

Dan Schnacknbeg, Kelly Djahandari, and
Dan Sterne. Infrastructure for intrustion
detection and response. In Proceedingsof
the DARFA Information Survivability Con-
ference and Exposition 2000 March 2000.
ftp://ftp.tislabs.com/pub/IDIP/DISCEXDR-
Infrastructure.pdf.

Dawn Song and Adrian Perrig. Advanced
and authenticatedtechniques for ip trace-
back. In Proceedingsof Infocomm 2001
IEEE, 2001. http://paris.cs.berdey.edu/davn-
song/papers/iptrace.ps.

lon Stoica,ScottShenler, andHui Zhang.Core-
StatelessFair Queueing: Achieving Approx-
imately Fair Bandwidth Allocations in High
Speed\Networks. In ACM SIGCOMM 1998.

RobertStone.CenterTack: An IP Overlay Net-
work for Tracking DoS Floods. In 9th Usenix
SecuritySymposiumAugust2000.

M. Shreedhaiand Geoge Varghese. Efficient
Fair Queuingusing Deficit Round Robin. In
ACM SIGCOMM 1995.

V. Srinivasanand Geoge Vamghese. Faster
IP Lookups using Controlled Prefix Expan-
sion. ACM Transactionson ComputerSystems
Novemberl1998.

Sandeefsikkaand Geoge Varghese.Memory-
Efficient StateLookupswith FastUpdates. In
ACM SIGCOMM August2000.

Stefan Savage, David Wetherall, Anna Karlin,

and Tom Anderson. PracticalNetwork Support
for IP Traceback.In ACM SIGCOMM August
2000.

Marcel Waldwogel, Geoge Varghese, Jon
Turner and BernhardPlattner ScalableHigh
SpeedP RoutingLookups.In ACM SIGCOMM
Septembel997.



A Preferential Dropping as a Rate-
limiting Mechanism

Section4.3 describedthe virtual queueas the mechanism
usedfor rate-limitingaggreyates.Thissectiondescribestal-
ternatemechanismpreferentialdropping,and contrastghis
with thevirtual queue.

Whenpreferentiadroppingis usedastherate-limitingmech-
anism,the aggre@yates arrival rater, is estimated.Giventhe
specifiecbandwidthlimit r; for theaggreyate therate-limiter
drops eacharriving paclet in the aggreyate with probabil-
ity 1 — r;/r,, sothatthe expectedrate of traffic leaving the
rate-limiteris the desiredimit r;. For example,if thearrival
bandwidthr, is 10 Mbps andthe target bandwidthr; is 7.5
Mbps, the incoming paclets will be droppedwith a proba-
bility 1 — r;/r, = 1/4. Whenr; > r,, no paclet will be
droppedby theratelimiter.

Next we comparethe preferentialdroppingmechanimavith
the virtual queue. The preferentialdrop mechanismandthe
virtual queuebothtestarriving paclets,forwardingsomeand
droppingothers,so that the forwardedpaclets are roughly
limited to the specifiedbandwidth. However, thereare be-
havioral differencedetweerthetwo mechanisms.

Both mechanismsnustmaintainsomestate:the preferential
drop mechanisnmaintainsstatefor rate estimation,andthe
virtual queuemaintainsstatefor thevirtual queuesimulation.

Thevirtual queueis moresensitve thanthe preferentialdrop
mechanisnto theshort-termburstinesof thearrival process.
For example,oncethevirtual queueis full, thevirtual queue
is likely to dropaburstof incomingpaclets,while theprefer
entialdroppingmechanisnspread®utits dropsmoreevenly.

The preferentialdropfilter doesnot guaranteehatits output
is no greaterthan the specifiedbandwidth; the estimateof
thearrival rateis not necessarilyaccurateand,becauseach
pacletis droppedwith acertainprobability, only theexpected
behaior of the preferentialdropfilter canbe guaranteedin
contrastthevirtual queuepreciselycontrolsthe exit rate,as
a function of the queuesize and servicerate of the virtual
gueue.The preferentialdropfilter could keepdroppingfor a
while afterthearrival rateof theaggreyatehasbeenreduced,
becausét mighttake sometime for theestimateof thearrival
rateto reflectthe actualreductionin the arrival rate. In con-
trast,thevirtual queuewill respondoromptlyto a slow-down
in thearrival rateof theaggreyate.

A deploymentadwvantageof virtual queuess thatthey areal-
readyavailablein commerciakouters[Cis98].
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B Local ACC

This sectiongivesthe pseudocodéor thealgorithmsusedfor
Local ACC. We mustnotethatit doesnot specifythe algo-
rithms in minute details; for this, the only referenceat the
moment,is the pushbackcodein the NS simulator 5 The
solepurposeof presentinghis skeletalpseudocodéereis to
give thereadera senseof underlyingalgorithms.Figures14
- 18 containthe pseudocode.

Objects Usedin ACC
0Q  Qutput Queue
RL Rate Limter
ACC ACC Agent

Parameters
Phigh drop rate to trigger
aggr egat e- based congesti on control

Drarget target anbient drop rate at OQ
K time period for checking high
drop rate

time period for review ng

the imt inmposed on the aggregates
MaxClustes maxi mum nunber of aggregates

to rate-limt sinultaneously

Trefresh

Variables

OQ.Resiimate arrival rate estimte
Rtarget (LI nk BW/ ( 1 - ptarget)
DropLog drop history

LowerBoundArrival rate of biggest
non-rate-linted aggregate
(dynam cal | y updat ed)

Figurel4: Somedefintions usedin the pseudocode

C Pushback: Implementation Details

C.1 PropogatingPushbackUpstream

When propagatinga pushbackrequestupstream the desti-
nationprefixesin the congestiorsignaturemight have to be
narroved, to restricttherate-limitingto traffic headedor the
downstreantongestedouteronly.

5The pushbackcodein the NS simulatoris in “~ ns/pushback’andthe
validationtestis in file ™ ns/tcl/test/test-apushbak”.



/* invoked on tiner expiry */
timeout()
1. Estinmate p
(the drop rate at the queue)
2. if (p> pnign)
ACC. i denti fy_aggregate()
el se
ACC. updat eLower Bound()
3. Reset DropLag
4. Set up timer with K second del ay.

/* invoked by RL for
packet insertion into OQ */
enquepk)
1. Update Restimute
2. Check if pkt is to be dropped
(based on the queue nmanagenent net hod).
3. if (dropped
Log pkt in DropLog
el se
I nsert

pkt in queue.

Figure15: Methods of Output Queue

Considerthe following scenario. Supposethe congested
router X identifies a certain aggreyate A with dst prefix

128.95.0.0. X will askits upstreamrouter Y (amongoth-

ers)to rate-limit traffic from aggreyateA (128.95.0.0) How-

ever, Y cannotusethe samespecificationdirectly because
while Y could be forwarding 128.95.1.0to X, it might not

be forwardingthe restof 128.95.0.0to X. If Y (androuters
upstreanof Y) startedrate-limitingall of 128.95.0.0thenet-

work would drop traffic which would not have reachedthe

congestedoutet

To avoid this unnecessarpaclet-dropping,it is important
thatY look at its routing tableto find which prefixeswithin
128.95.0.Gareforwardedto X. Y hasto checkall extensions
of the given prefix in the routing table. For example,if X
specifiesa prefix bbbb, Y would check bbbb0and bbbb1.
Any branchthat doesnot exist is covered by the request,
so no further searchings needed. If the branchexists, the
algorithmis appliedrecursvely. This checkis reasonably
cheap ExistingIP lookupschemesrebasedn eithermulti-
bit triesor binarysearchof hashtables[SV0Q]. Both multibit
tries[DBCP97,SV9g andhashingschemegWVTP97] en-
ablefastprefixlookups(in factthey lookupprefixesextracted
from the destinatioraddress)Prefixlookupscannotbe done
in cachesascachesisuallystorecompleteaddressedyut this
is not a limitation asevenin the normalforwardingprocess
cachemissesare not an uncommonoccurencelPar9g. It
shouldalsobe notedthat mostof thetimesupstreanrouters
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/* invoked when a new packet arrives */
enquefpkt)
1. Check if pkt belongs to a
rate-limted aggregate.
2. if (yes) {
Update the arrival
of the aggregate
Check if packet needs to be dropped
(based on virtual queue state)
i f (!dropped
OQ enque( pkt)
}

el se
OQ enque( pkt)

rate estinate

/* invoked by ACC to install new
aggregates for rate-linmting */
limit( Listagg, num,L)
1. N = Nunber of
aggr egat es
2. Renpbve aggregates that are already
being rate-limted from List,,, and
change their Iimt to mn(oldLimt,L)
3. Pick the top sending MazClusters
aggregates fromalready rate-limted
aggregates and List,g,.
(Normally, the total in two lists would
be | ess than MazClusters, so all of them
wi Il be picked).
4. Install filters for
limt L.
5. Release (after sone tine) the old
aggr egat es which were not picked.

rate-limted

new ones wth

Figurel6: Methods of Rate Limiter

will nothave alongerprefixin theroutingtable,becausé is
not very commonfor anupstreanrouterto have longerpre-
fixesthanthe downstreanone (longerprefixestendto occur
closerto destinations).

C.2 PushbackRequestMessages

PushbaclstatusmessagearesentonehopdownstreamLeaf
nodesusetimersto sendstatusmessagesA non-leafnode
sendsstatusmessagavhenit hasreceved statusmessages
from all its children. In casea child fails to senda status
messagén around,the parentrouterwill eventuallytimeout
andsendthe statusmessagelownstreanmusingthelastvalue
receved from this child or its own estimate. The timer val-



/* invoked to get a sorted list of
aggregates. this nethod uses
the definition of aggregates.
the steps shown bel ow are for
destinati on based clustering
mentioned in the text (§4.1) */

get.clusters()
1. H gh32 = List of destinations
with nmore than nmean nunber of
drops in DropLog
2. High24 = List of 24 bit prefixes
in H gh32
3. CustersO = List of prefixes
after merging close prefixes
in H gh24
4, Clustersl = List of prefixes
| onger than those in CustersO but
contaning nost drops in the sub-tree
5. return sorted Custersl

(decreasi ng nunber of drops)

/* invoked by OQ to when drop rate
goes above ppign */
identify _aggregate()
1. Cdusters = get clusters()
2. Estimate arrival rate of each
prefix in Clusters using
agg.arr =( OQ.R.estimate) *
(agg-drops/total drops)
3. Regeess = OQ.R.estimate - Rigrget
4. i=1, done=0, sumrate=0
5. while not done:
sumrat e+=Cl usters[i].aggarr
L = (sumrate - R.xzcess)/i
if (L > Custers[i+1].agg.arr)
done=1, break

el se
i f (i =MaxClusters)
br eak
el se
i ++

6. RL.Iimt(Custers[1l..i],L)

/* this | ower Bound woul d be applicable to
al ready identifed aggregates al so during

the next refresh */
7. LowerBound=Cl usters2[i+1].aggarr

Figure17: Methods of the ACC Agent

uesfor statusmessagesare setbasedon the nodes depthin
the Pushbackreesothatfailure of onenodedoesnottrigger
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/*

i nvoked every T,.tresn S€CONds to
review the limt on aggregates */

refresh()

/*

/*

1. Merge rel ated prefixes

(E.g., with close prefix)

2. N = Nunber of rate-limted
aggr egat es

3.  Limitie = total limt on

aggr egat es

4. Arrieq = total arrival rate of

aggr egat es
S. Rincoming = OQ-Restimate _Limittotal +
Arrtotal
6. Rewcess = Rincoming - Rtarget
7. L = (A’r"'total _Rewcess)/ N
8. If (L < LowerBound)
L = Lower Bound
9. foreach A in (List of Aggregates)
if (Aarr <L)
actual rel ease happens after some tinme
if Acontinues to have a low arrival
rate */
rel ease A
el se
change Iimt of Ato L
10. Set up timer for next refresh

i nvoked to update | owerBound */

update_lower_bound()

1. Custers = get clusters()

2. lowerBound = arrival rate of first
aggregate which is not rate-limted.

3. average | owerBound exponentially.

(to get rid of tenmporary fluctuations)

Figure18: Methods of the ACC Agent (contd.)

timeoutsin all its ancestoraindforcethemto usestalevalues.

C.3 PushbackRefreshMessages

On receving the Pushbackefreshthe upstreanroutersup-
datethe expiration time for the rate-limit sessionthe limit
imposedon the aggreyateandthe aggrayatespecification(if
it haschanged).Timers,whosevalue dependn the depth
in thetree,aresetfor statusmessageat this point. Routers

which arenotleavesin the Pushbackreesendarefreshmes-

sagefurther upstreamafter dividing the limit and checking

with theroutingtableasto whatprefix shouldbe sent.



