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Abstract

ThecurrentInternetinfrastructurehasvery few built-in pro-
tection mechanismsand is thereforequite vulnerableto at-
tacksandfailures.In particular, recenteventshave illustrated
theInternet’s vulnerabilityto bothDistributedDenialof Ser-
vice attacksand“flash crowds” in which oneor more links
in the network (or servers at the edgeof the network) be-
comeseverely congested.In both flash crowds and DDoS
attacksthe congestionis not due to a single flow, nor to a
generalincreasein traffic, but to a well-definedsubsetof the
traffic – anaggregate. This paperdiscussesmechanismsfor
detectingand controlling such high bandwidthaggregates.
Our approachinvolvesbotha local mechanismfor detecting
andcontrolling an aggregateat a single router, anda coop-
erative pushback mechanismin which a routercanaskadja-
centroutersto control an aggregateupstream.Thesemech-
anisms,while certainlynot a panacea,shouldprovide relief
from sometypesof DDoSattacksandflashcrowds.

1 Intr oduction

In the current Internet, when a link is persistentlyover-
loadedall flows traversingthat link experiencesignificantly
degradedserviceover an extendedperiod of time. Protec-
tion mechanismsthatcouldminimizetheeffectsof suchcon-
gestionwould greatly increasethe reliability of the Internet
infrastructure.Persistentoverloadscanarisefor several rea-
sons,andeachrequiresadifferentform of protection.

First, persistentoverloadscan result from a singleflow not
usingend-to-endcongestioncontrolandcontinuingto trans-
mit despiteencounteringa high packet drop rate. Thereis
a substantialliteratureon mechanismsto copewith suchill-
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behavedflows (where,by flow, we meana streamof packets
sharingIP sourceand destinationaddresses,protocol field,
andsourceanddestinationport numbers).Routerswith per-
flow scheduling,suchasFair Queueing[DKS89] andrelated
algorithms[SV95], isolateflows from eachotherandthereby
preventa singleflow from degradingtheserviceexperienced
by otherflows. Similar resultscanbe achievedby morere-
centlydevelopedapproachesthatusepreferentialdroppingto
controlhighbandwidthflows [SSZ98, PPP00,MF00].

As wasseenon the transatlanticlinks a few yearsago,per-
sistentoverloadscanalsobedueto ageneralexcessof traffic
[ILS99]. While betteractive queuemanagementtechniques
[FJ93] maybeof someuse,thereis little onecandoto protect
inadequatelyprovisionedlinks. However, evenwhenall links
areadequatelyprovisioned,andall legitimateflowsareusing
conformantend-to-endcongestioncontrol (or, equivalently,
all routershave mechanismsto protectagainstill-behaved
flows), persistentcongestioncanstill occur. Two examples
of this aredenialof serviceattacks(DoS)andflashcrowds.

DoS attacksoccurwhena large amountof traffic from one
or more hostsis directedat someresourceof the network
(e.g., a link or a web server). This artificially high load de-
niesor severelydegradesserviceto legitimateusersof thatre-
source.ThecurrentInternetinfrastructurehasfew protection
mechanismsto dealwith suchDoSattacks,andis particularly
vulnerableto distributeddenialof serviceattacks(DDoS),in
which theattackingtraffic comesfrom a largenumberof dis-
paratesites. A seriesof DDoS attacksoccurredin February
2000[Gar00] to considerablemediaattention.

Flashcrowdsoccurwhena largenumberof userstry to ac-
cessthesameserversimultanesouly, overwhelmingtheavail-
ableresources.In additionto theoverloadat theserver itself,
the traffic from suchflashcrowds canoverloadthe network
links andtherebyinterferewith other, unrelateduserson the
Internet. For example,degradedInternetperformancewas
experiencedduring a Victoria’s Secretswebcastandduring
theNASA Pathfindermission.

While theintentandthetriggeringmechanismsarequitedif-
ferentfor DoSattacksandflashcrowds, from the network’s
perspective thesetwo casesarequite similar. The persistent
congestionis not dueto a singlewell-definedflow, nor is it
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dueto anundifferentiatedoverall increasein traffic. Instead,
thereis a particularsetof packetscausingthe overload,and
theseoffending packets – which we will call an aggregate
– are spreadacrossmany flows. The resultingaggregate-
basedcongestioncannotbe controlledby conventionalper-
flow protectionmechanisms.In this paperwe proposecon-
trol mechanismsthat work on the granularityof aggregates.
These“Aggregate-basedCongestionControl” (ACC) mech-
anismsfall betweenthe traditionalgranularitiesof per-flow
control (which looks at individual flows) and active queue
management(whichdoesnotdifferentiatebetweenincoming
packets).

More specifically, we definean aggregateasa collectionof
packetsfrom oneor moreflowswhichhavesomepropertyin
common.Thispropertycouldbeanythingfromdestinationor
sourceaddressprefixesto a certainapplicationtype(stream-
ing video, for instance). Otherexamplesof aggregatesare
TCP SYN packetsandICMP ECHOpackets. An aggregate
couldbe definedby a propertywhich is very broad,suchas
TCPtraffic, or very narrow, suchasHTTP traffic going to a
specificdestination.

To reducethe impact of congestioncausedby suchaggre-
gates,we proposetwo relatedACC mechanisms.The first,
“local” aggregate-basedcongestioncontrol, consistsof an
identificationalgorithmusedto identify theaggregate(or ag-
gregates)causingthecongestion,andacontrol algorithmthat
thenreducesthetraffic sentby this aggregateto a reasonable
level. As we will discuss,therearemany situationsin which
local aggregate-basedcongestioncontrolwould,by itself, be
quiteeffectivein preventingaggregatesfrom significantlyde-
gradingtheservicedeliveredto othertraffic.

In somecases,however, it may be beneficialto control the
aggregatecloser to its source(s). The secondACC mech-
anism,“pushback”,allows a router to requestadjacentup-
streamroutersto rate-limit traffic correspondingto thespec-
ified aggregates.This mechanismis particularlyeffective if
the aggregateis not generatedby sourcesspreadacrossthe
wholenetwork, asa resultof whichupstreamlinks of routers
contributeunevenly to theaggregate.

TheseACC mechanismsareintendedto protectthenetwork
from persistentandseverecongestiondueto rapid increases
in traffic from oneor moreaggregates.Weenvisionthatthese
mechanismswould beinvokedrarely, andwe emphasizethat
thesemechanismsare not substitutesfor adequatelyprovi-
sioninglinks or for end-to-endcongestioncontrol. Nonethe-
less,we believe that introducingcontrol mechanismsat this
new level of granularity– aggregates– may provide impor-
tant protectionagainstflashcrowds, DoS attacks,andother
formsof aggregate-basedcongestion.

Theorganizationof this paperis asfollows. Section2 gives
anoverview of ACCandpushback.In Section3 we describe
somerelatedwork doneto tackletheproblemof DoSattacks

andflashcrowds. Section4 describesACC in moredetail.
We discussthepushbackmechanismsin detail in Section5,
followedby somesimulationresultsin Section6. Section7
evaluatestheadvantagesanddisadvantagesof pushback,and
discussesof severalopenissuesrelatedto ACC.

2 Overview of ACC

In thissectionwegiveanoverview of our two proposedACC
mechanisms:Local ACC, in which a routerdealswith sus-
tainedoverloadby itself, andPushback, anextensionto Lo-
cal ACC in which a routersignalsotherroutersupstreamto
controla particularaggregateon its behalf.Themechanisms
arethenexploredin detail in Section4 andSection5.

We canthink aboutan ACC mechanismrunningin a router
asconsistingof thefollowing sequenceof decisions:

1. Am I seriouslycongested?

2. If so,canI identify an aggregateresponsiblefor an ap-
preciableportionof thecongestion?

3. If so, to whatdegreedo I limit theaggregate?Do I also
askupstreamroutersto limit theaggregate?

4. Andif I decideto dealwith it, whendo I stop?

Eachof thesequestionsrequiresanalgorithmfor makingthe
decision.Eachis alsoa naturalpoint to inject policy consid-
erationsinto thedecisionmaking.Thespaceof possiblepoli-
cies(e.g.,whoto treatbetterthanwhom,whomto trust,what
applicationsshouldgetatmosthow muchbandwidth,how to
perhapsincorporatepasthistory)is very large,andwedo not
attemptto exploreit in thispaper. Instead,weassumesimple
policies in order to focus on developingand understanding
themechanisms.

To answerthequestion“am I seriouslycongested?”our pro-
posedmechanismperiodicallymonitorseachqueue’s packet
droprateto seeif it exceedsa(policy-specific)threshold.The
monitoringinterval is jittered,both to avoid synchronization
effects[FJ94] andto resistanattacker intentonpredictingthe
responsepatternsof ACCin thepresenceof aDoSattack.

Whenseriouscongestionis detected,the routerattemptsto
identify theaggregate,or aggregates,responsiblefor thecon-
gestion. Identifying the offending aggregate(s)is a tricky
problemto solvein ageneralfashion,for threereasons.First,
theoverloadmaybechronic,dueto anunder-engineerednet-
work, or unavoidable,e.g. asa shift in loadcausedby rout-
ing arounda fibercut. Theseleadto undifferentiatedconges-
tion notdominatedby any particularaggregate.Second,there
aremany possibledimensionsin which traffic might cluster
to form aggregates: by sourceor destinationaddress(e.g.,
a flashcrowd attemptingto accessa particularserver, or its
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repliesbackto them),addressprefix(afloodingattacktarget-
ing a siteor a particularnetwork link), or a specificapplica-
tion type(avirulent worm thatpropagatesby email,inadver-
tantly overwhelmingother traffic). Third, if the congestion
is dueto a DoS attack,the attacker may vary their traffic as
muchpossibleto complicatethe router’s detectionof high-
bandwidthaggregates.

Weproposethatroutersidentify aggregatesby applyingclus-
teringto asampleof theirhighvolumetraffic, whichthey can
attainby samplingdropsfrom a randomizeddiscardmech-
anismsuchas RED [FJ93]. We discussthe specificsof a
possibleclusteringalgorithmin Section4.1. Note that if the
clusteringalgorithm fails to find a narrowly definedaggre-
gate,we concludethat thecongestionis undifferentiatedand
takeno action.

Analogousto attack signature for describingvariousforms
of maliciousactivities, we usethetermcongestionsignature
to denotetheaggregate(s)identifiedascausingcongestion.It
is importantto note that whenconstructingcongestionsig-
natures,the router doesnot needto make any assumptions
aboutthemaliciousor benignnatureof theunderlyingaggre-
gate(which may not in fact be possiblein the faceof a de-
terminedattacker). If the congestionsignatureis too broad,
suchthat it encompassesadditionaltraffic beyondthat in the
truehigh-bandwidthaggregate,thenwereferto thesignature
as incurring collateral damage. In this case,restrictingthe
bandwidthof theidentifiedaggregatecanincreasethealready
high packetdroprateseenby thelegitimatetraffic within the
aggregate,while easingthe burdenon the legitimate traffic
thatdid not fall within theaggregate.Narrowing theconges-
tion signature,andthusminimizingcollateraldamage,is one
of thegoalsof ourapproach.

We now turn to the questionof to what degree the router
shouldlimit anaggregate’srate,andthemechanismby which
it doesso.Wearguethatthereis nouseful,policy-freeequiv-
alentto max-minfairnesswhenappliedto aggregates;noone
would recommendfor best-effort traffic that we give each
destinationprefix or applicationtype an equalshareof the
bandwidthin a time of high congestion.Instead,thegoal is
to rate-limit theidentifiedaggregatesufficiently to protectthe
othertraffic onthelink from thecongestioncausedby theag-
gregate. Here,“sufficiently” is chosensuchthat, for all the
aggregateswe arecurrentlyrate-limiting,we restrictthemso
that their total arrival rateplusthatof othertraffic arriving at
thequeuemaintainsanambientdropratein theoutputqueue
of at mosttheconfiguredtargetvalue(Section4.2).

Figure1 shows the proposedrate-limiting architecture.The
rate-limiter actsas a filter at the entry to the regular FIFO
outputqueue.Whena packet arriving at theoutputqueueis
identified asa memberof the aggregate,it is passedto the
rate-limiter, which decideswhetherto dropthepacketor add
thepacket to theoutputqueue.Oncepasttherate-limiter, the
packet losesany identity asa memberof the aggregateand

No

Yes

Output Q

Yes

In Out
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Agg?
High BW

Drop?
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Figure 1: The rate-limiting architecture. Different rate-
limitersmake thedropdecisiondifferently.

is treatedthesameasany otherpacket arriving at theoutput
queue.Becausepacketsthatpassthe rate-limiteraretreated
as regular arrivals to the outputqueue,rate-limiting cannot
result in preferentialtreatmentfor the packetsin the aggre-
gate. The rate-limitedaggregatescanget preferentialtreat-
mentwhen they areallocateda fixed bandwidthshareirre-
spective of thegeneralcongestionlevelsat theoutputqueue.
Packetsbelongingto theaggregatecanbedroppedeitherby
the rate-limiter, or by the outputqueueitself if the queueis
full or therouteremploys anactive queuemanagementtech-
niquesuchasRED [FJ93].

We next turn to the possibility of usingpushbackto control
an aggregate. If a router can identify a sufficiently narrow
congestionsignature(with minimalcollateraldamage),andif
theaggregaterespondsto packetdropsasacongestionsignal
(flashcrowdsshouldhavethisproperty),thenusingpushback
buyslittle overusingpurelylocalACC.This is becauseif the
aggregateis squeezingout othertraffic upstream,whetherto
the samedestinationor crosstraffic, thenthe corresponding
upstreamrouterwouldalsoinvokeACCto controltheaggre-
gate;so we don’t needto invoke pushbackto protecttraffic
upstream.

But if eitherof theabove conditionsdo not hold, thenusing
pushbackcan realizeconsiderableadvantages.In addition,
the decisionas to when to usepushbackwill likely have a
largepolicy component,andwe do not addressin this work
how a routermight make thedecision,otherthanto notethat
it might be basedon observingan exceptionallyhigh drop
rate,or thecongestionsignaturematchingoneconfiguredinto
thepolicy asindicatinga likely DoSattack.Pushbackis in-
tendedto work either with or without humanintervention,
andpotentiallyacrossadministrative boundaries.Pushback
canalsobeinitiatedby anoverloadedserversothat,in cases
whereaDoSattackwasnotcausingcongestionbut wasover-
loadingaserver, thebenefitsof pushbackwouldstill beavail-
able.

Pushbackworks by the congestedrouter requestingits ad-
jacentupstreamroutersto rate-limit traffic correspondingto
a given aggregate. This pushback message is only sent to
immediateupstreamroutersthat sendthe bulk of the traf-
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fic for thataggregate.1 Throttling thehigh-bandwidthaggre-
gatecloserto thesourcepreventsbandwidthbeingwastedon
packetsthataredestinedto bedroppedlateronin thenetwork
anyway. In addition,by concentratingtheratelimiting on the
upstreamlinks thatcarrythebulk of thetraffic within theag-
gregate,pushbackcanrestrictthedegreeto which a DoSat-
tackdeniesserviceto legitimatetraffic, sincelegitimatetraffic
on theotherlinks will notsuffer rate-limiting.

R1

R2

R3

R4

R6

R7

R0

R5
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L4
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L7

L2

Figure2: Illustration of pushback.

For example,considerthepartialnetwork topologyshown in
Figure2. The pathsusedby mostof the traffic in the high-
bandwidthaggregateareshown in bold, andthe directionis
asindicatedby the arrows. Thedestinationof theaggregate
is somehost

�
(notshown) whichis reachedusingL0. Thus,

mostof thetraffic coveredby theattacksignaturecomesfrom
links L2 andL3, with very little comingfrom link L1.

Assumethat thelink L0 in Figure2 is highly congested,and
asa result R0 identifiesthe high bandwidthaggregate. By
using local ACC, R0 canprotectthe traffic not going to

�
.

But with local ACC only, traffic going from L1 to
�

is not
protected;pushbackis neededto protectthat traffic. Push-
backin this casewill propagatefrom R0 to R2 andR3. Sub-
sequently, pushbackwill propagateupstreamto R4 andR7.
Pushbackwill not be invokedfrom R0 to R1. (Note that the
path taken by pushbackis the reverseof that taken by the
high-bandwidthaggregate,andsopushbackincidentallypro-
videsa form of traceback if the sourceaddressesin the ag-
gregatearespoofed[FS00].) Pushbackof ratelimiting to up-
streamroutersR2andR3helpsprotectthetraffic to

�
which

comesin from L1. Similarly, pushingbackfurtherup to R4
from R2 andto R7 from R3 savestraffic comingalonglinks
L5 andL6 respectively.

1Clearly, pushbackmessagesrequireauthentication,lest they provide a
powerful denial-of-servicemechanismthemselves! Onecheapform of au-
thenticationwould be to requirethe messagesto arrive with a TTL of 255,
that is, restrict their propagationto a single IP hop, in which caseforging
a pushbackmessagerequirescompromisingeithera routeror thenetwork’s
physicalsecurity, eitherof whichalreadygivesanattacker majoropportuni-
tiesto dodamage.

If sourceaddressescould be trusted, then in some cases
thecongestedroutercouldnarrow theattacksignatureitself,
without pushback,by identifying both the sourceand the
destinationaddressprefixes responsiblefor the bulk of the
traffic in the identifiedaggregate. In this case,the traffic in
themorenarrowly-definedaggregatecouldbedroppedat the
congestedrouteritself, without invokingpushback.However,
pushbackwouldstill beusefulto reduceupstreambandwidth
wastedon traffic thatwill only bedroppeddownstream.

In addition, if the offending traffic within an aggregate is
heavily representedon someupstreamlink in the network,
but thecongestedroutercannotidentify thissubsetof theag-
gregateon thebasisof sourceIP addressprefixesalone,then
pushbackis necessaryto narrow theattacksignature,evenif
sourceaddressesaregenuine.

The lastquestionposedat thebeginningof this sectionwas:
“when do I stop?” For local ACC, the answeris simple:
asdiscussedin Section4.4, the routercontinuesto monitor
whetherit is experiencingsignificantcongestion,and,if so,
determinesthemajoraggregate(s)responsible.If therouteris
no longersignificantlycongested,or if a particularaggregate
beinglimiting is nolongeroneof themainresponsibleaggre-
gates,thenthe routerstopslimiting the aggregate. (Clearly,
weneedto worry aboutanattackerpredictingthisdecisionin
orderto evadeACC.)

For pushback,however, thedecisionbecomesmoredifficult,
becausetheroutermustdistinguishbetweennolongerseeing
much traffic from the aggregatebecauseit is being limited
upstream,versusbecausethe aggregatehas stoppedsend-
ing much traffic. Disambiguatingthesetwo casesin turn
motivatesthe needfor feedback messagesthat the upstream
routerssendout reportingon how muchtraffic from an ag-
gregatethey arestill seeing;seeSection5.4.

3 RelatedWork

In this sectionwe discussthe variousexisting techniquesto
dealwith flashcrowds andDoS attacks. Someof the tech-
niquesfor dealingwith DoS attacksfocuson protectingthe
network by droppingmaliciouspackets;othertechniquestry
to solve the traceback problem of tracing the attack back
to the source(s).The tracebackproblemarisesbecausethe
sourceIP addressesin IP packetsare easily spoofedin the
currentInternet. Whenthe sourceaddressesarespoofed,a
successfultracebackwould let the victim (andthe network)
find the immediatesourceof the attack. Tracing back the
attackto its sourceallows stepsto be taken which stop the
attack,andis thefirst steptowardsthenecessarylegalactions
to discouragesuchattacksin thefuture.

Identifying themachinessendingattacktraffic doesnot nec-
essarilyleadto finding the ultimateoriginatorsof an attack.
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But it doesallow thenetwork to droptheattackpacketsnear
their source,beforethey damagethe restof the network. In
addition,notethatidentifyingthesemachinesis notarequire-
mentfor preventingthedamagecausedby anattack;all that’s
neededis to sufficiently localizethemin thetopology. For ex-
ample,if congestionfrom anattackbeginsdownstreamfrom
the immediatesourcesof the attack,but upstreamfrom the
intendedvictim, thentheattackcouldbedetectedat thecon-
gestedrouter. While it mightbedifficult for arouterto distin-
guishbetweenmaliciousandnon-malicioustraffic, a router
canprevent someof the malicioustraffic from flooding the
victim, andto protectat leastsomeof thenon-malicioustraf-
fic from thecongestioncausedby themalicioustraffic. Also,
in the presenceof ACC mechanisms,we expectthe damage
control (by preferentialdroppingof the high-bandwidthag-
gregate)to trigger in muchsoonerthan the time it takes to
identify andstopthemalicioussources.2

3.1 Identifying the sourceof an attack

Oneapproachto thetracebackproblemis to reduceor elim-
inatethe ability to spoofIP sourceaddressesby someform
of sourcefiltering. In ingressfiltering [FS00], an ISP filters
out packetswith illegitimatesourceaddresses,basedon the
ingresslink by which thepacketsenterthenetwork. In con-
trast, egressfiltering [SAN00] occursat the exit point of a
customerdomain,wherea routercheckswhetherthesource
addressesof packets actually belongto the customer’s do-
main.Packetswith invalid sourceaddressesaredropped.

While sourcefiltering is increasinglysupportedas a nec-
essarystep in the protectionagainstDoS attacks[ICS00],
sourcefiltering is not likely to completelyeliminatetheabil-
ity to spoofsourceIP addresses.For instance,if sourcefilter-
ing is doneat thecustomer-ISPlevel, asinglemachinewithin
the customernetwork can still disguiseitself as any of the
hundredsor thousandsof machinesin thecustomerdomain.
Eveneffective sourcefiltering doesnot preventattacksfrom
compromisedmachineswith valid sourceaddresses.

In contrastto source-basedfiltering, which tries to curb at-
tacksat thesource,traceback assumesthatsourceaddresses
canbespoofed,andtriesto identify thesource(s)of malicious
traffic using the network itself. Recentproposalsfor trace-
backincludea varietypacket-markingschemes,i.e., Savage
et al., [SWKA00], SongandPerrig[SP01], andDeanet al.
[DFS01], aswell asBellovin’s ICMP Traceback[Bel00]. In
packet-markingthe routersuse the IPv4 ID field to report
information about the edgesof the network that the pack-

2The fact that ACC, in both its local andpushbackincarnations,gently
restrainsaggregatesto thepointwherethey areno longercausingcongestion
allows ACCto respondratherquickly becausethedownsideof aninaccurate
assessmentof the offendingaggregateis slight. DoS countermeasuresthat
completelyshutdown theattackingtraffic mustbemuchmoreconfidentin
their identificationbeforethey take action.

ets traversed. The collective edgeinformation can then be
analysedat the victim to computethe pathof an attack. In
ICMP Tracebackrouters,with a very low probability (like�����	��
����
�

), samplepacketsgoing throughthemandsendan
ICMP messageto the destinationof the packet. The ICMP
messagecontainstheidentity of therouteritself, contentsof
the packet and information aboutadjacentrouters. During
the times of an attack,thesemessageswill help the victim
calculatethepathusedby theattacktraffic.

In anotherpossibletracebackschemesuggestedin [Sto00],
all edgerouterswould log packets. The dataobtainedfrom
all theroutersis thenanalyzedto find theingresspointof the
attacktraffic. Another tracebackproposal[BC00] assumes
that the victim hasanapproximatemapof the Internet. The
victim thenaskssomeselectedhoststo flood eachincoming
link of the routerclosestto it. By observingthe changesin
attacktraffic, the victim candeterminethe link usedby the
attacktraffic. This processis then recursively repeatedup-
streamto getcloserto thesourceof theattack.

In the absenceof effective sourcefiltering, someform of
tracebackwouldberequiredto identify theultimatesourceof
anattack.Weaknessessharedby all of thetracebackpropos-
als arethat the damagedoneby the attackis not beingcon-
trolled while the tracebackis in progress,andthe effective-
nessof tracebackschemesis reducedasan attackbecomes
moredistributed.We seeACC andPushbackascomplemen-
tary to bothsourcefiltering andto traceback.

Schnackenberg et al. [SDS00] suggestactive control of in-
frastructureelements.Thus,a firewall or IDS that detected
somesortof attackcouldrequestthatupstreamnetwork ele-
mentsblock thetraffic. Thereareobviousproblemsauthenti-
catingsuchrequestsin theinter-domaincase,thoughwork in
thefield is ongoing.

3.2 Identifying the nature of the attack

Somesitesfilter or rate-limit all traffic belongingto a cer-
tain category to evadeparticularkindsof attack.An example
wouldbefiltering ICMP ECHOmessagesto preventthewell-
known smurf [CER98] attack. Suchcontent-basedfiltering
basedon fixed filters canbe of use,particularlyin the short
term, but is by definition limited to the fixed filters already
defined.ACC andPushbackarebasedon usingfilters which
arebothdynamicandwider in range.

Input debugging usesattacksignaturesto filter out traffic at
therouters.Thevictim identifiesanattacksignatureandcom-
municatesit to its upstreamISP. The ISP installsa filter on
its egressrouterto the victim, thusstoppingthe attacktraf-
fic. At the sametime the ISP identifiesthe router’s incom-
ing interfaceof the attack,and recursively repeatsthe pro-
cessupstream.Determiningandcontrollingtheattacktraffic
all the way to the sourcesrequirescooperationbetweenall
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entitiescontrolling the routerson the pathsfrom sourcesto
victim. This is easiersaid thandone,sincethe pathsoften
crossadministrative boundaries.The solutionworks on hu-
mantimescalesandis laborintensive. It requiresthepresence
of skilled operatorsto successfullycarry it out (thoughsome
ISPshave tools to do someof this work semi-automatically
in their networks[Art97]).

Our proposalfor Pushbackis closelyrelatedto input debug-
ging, exceptthat insteadof startingfrom anattacksignature
from a downstreamvictim, we would alsostartwith a con-
gestionsignaturefrom thecongestedrouteritself.

Insteadof hop-by-hopinput debugging, [Sto00] proposes
building an overlay consistingof all edgeroutersand one
or more tracking routers. In caseof attacksthe input de-
bugging procedurewould be carriedout along the overlay
tunnels. The schemerequiresan overlay connectingall the
edgeroutersof an ISP, with appropriateauthenticationbe-
tweenrouters,andchangesto globalroutingtables.EachISP
would useits own overlay systemto find the entry andexit
pointsof the traffic in its domain,usinghumanintervention
whencrossingISPboundaries.

3.3 RelatedWork on ACC and Network Con-
gestion

In this section we discussbriefly related bodies of work
on web-caching and content distribution infrastructures,
schedulingmechanisms,andQualityof Service,andtheir re-
lationshipto ACC.

Web-cachinginfrastructuresand ContentDistribution Net-
works(CDNs)[Dav00] like Akamai[Aka] andDigital Island
[Dig] arepowerful mechanismsfor preventingflashcrowds
from congestingthe network. IP Multicast andapplication-
level multicastareadditionaltools for accommodatingflash
crowdswithout creatingcongestionin thenetwork, for a dif-
ferentsetof applications.However eventhecombinationof
multicast,cachinginfrastructures,andCDNsmaynotbesuf-
ficient to completelyprevent network congestionfrom flash
crowds.For example,flashcrowdscouldoccurfor traffic not
carriedby the prevailing CDNs,or for traffic markedasun-
cacheableby theorigin server, or for traffic thatis notsuitable
for multicastdistribution. Internetslowdownscould still be
causedby aneventor sitewhich witnessesanunprecedented
“success”for whichneitherit nor therelatedinfrastructureis
prepared.

Thereis aconsiderablebodyof work onschedulingandpref-
erentialdroppingmechanismsthathave somerelationshipto
ACC. Per-flow schedulingmechanismsinclude Fair Queu-
ing [DKS89] andDeficit RoundRobin [SV95]. Thereis a
growing body of work on usingdrop preferenceto approxi-
mateper-flow scheduling[SSZ98, PPP00] or to protectcon-
formantflows from flows thatdo not useend-to-endconges-

tion control [FF97, LM97]. However, flow-basedconges-
tion controlandschedulingmechanismsarenot solutionsfor
aggregate-basedcongestioncontrol,sinceanaggregatecould
be composedof many flows which areconformantindivid-
ually. CBQ [FJ95] is a class-basedschedulingmechanism
in which aggregatescan be limited to a certainfraction of
the link bandwidthin a time of congestion.However, CBQ
is discussedlargely for fixed definitionsof aggregates,and
doesnot include mechanismsfor detectingparticularhigh-
bandwidthaggregatesin timesof congestion.

Thereis alsoasubstantialbodyof work on QoSmechanisms
like IntegratedServices[CSZ92] andDifferentiatedServices
[BBC � 98] to protecta designatedbody of traffic from con-
gestioncausedby lower-priority or best-effort traffic. Such
QoSmechanismscouldbea critical componentin protecting
designatedtraffic from congestioncausedby best-effort flash
crowdsor DoSattacks.

4 Aggregate-BasedCongestion Con-
tr ol

This sectiondescribesthe architectureand the algorithms
usedby the routerto detectandcontrol high-bandwidthag-
gregatesin timesof sustainedhigh congestion.A morefor-
mal description(pseudocode)of thealgorithmscanbefound
in AppendixB.

Queue

Dropped PacketsInstalls new filters
Changes Limit for old filters

Rate-Limiter

ACC Agent

Output

Figure3: Router architecture with ACC Agent. Thesolid
linesshow thepacket forwardingpath.

The ACC can be broken down into detectionand control.
In Figure 3, the ACC Agent is responsiblefor the identi-
fication of aggregatesandcomputinga rate limit for them.
Theactualrate-limiting(by droppingpackets)is doneby the
Rate-Limiter. TheACC Agentis not in thefastpathusedfor
packet forwarding. On the otherhand,packetsarrive to the
Rate-Limiterwhich determinesif it belongsto a rate-limited
aggregate.Packetsbelongingto a rate-limitedaggregatemay
bedroppedby theRate-Limiterdependingon thearrival rate
of that aggregateand the rate limit imposedon it. Packets
thatsurviveareforwardedto theoutputqueue.Droppingalso
takesplaceattheoutputqueuebecauseof normalcongestion.
Relevant information(headers)aboutpacketsdroppedat the
output queueis fed into the ACC Agent which usesthese
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packet dropsfor identifying high-bandwidthaggregates.Al-
ternately, the outputqueuecanpassrandomsamplesto the
ACC Agent which canbe usedin the identificationprocess
instead.

The identification processin the ACC Agent is triggered
when the output queueexperiencessustainedhigh conges-
tion. We definesustainedcongestionasa drop rateof more
than ��������� over a periodof � seconds.During timesof sus-
tainedcongestion,usingthe packet drop history (or random
samples)of thelast � seconds,theACCAgenttriesto iden-
tify a small numberof aggregatesresponsiblefor the high
congestion. If someaggregatesare found, the ACC Agent
computesthe limit to which theseaggregatesshouldbe re-
stricted. The limit is computedsuchthat the ambientdrop
rate,that is the drop rateat the outputqueue(doesnot take
into accountthedropsin theRate-Limiter),is broughtdown
to below ������������� . At the sametime this limit cannotbe less
thanthehighestarrival rateestimateamongaggregateswhich
arenot beingrate-limited. TheACC Agent theninstallsthe
necessaryfiltersattheRate-Limiterto rate-limit theidentified
aggregates.TheACCAgentis alsoresponsiblefor modifying
thelimit imposedonvariousrate-limitedaggregatesbasedon
changesin demandfrom backgroundtraffic.

The following subsectionsdiscussthe algorithmsfor identi-
fying aggregatesto berate-limited,determiningtherate,and
implementingtherate-limiting. Latersectionsshow how the
Pushbackof rate-limiting to upstreamnodescould be com-
bined with local aggregate-basedcongestiondetectionand
controlto helpmakefinerdistinctionsbetweenthelegitimate
andthemalicioustraffic within anaggregate.

4.1 Identification of High Bandwidth Aggre-
gates

In principle,aggregatescanbecharacterizedwithoutasource
or destinationcomponent;all DNS packets, for instance.
However, almostall DoSattacksandflashcrowdshaveeither
a commonsourceor commondestination(prefix). At places
in thenetwork wheresourceaddressescannotbetrusted,it is
a dangerouspropositionto filter basedon them.

In this paper we present a technique to identify high-
bandwidthaggregatesbasedonthedestinationaddress.This
is only oneof many possiblealgorithmsfor identifyinghigh-
bandwidthaggregates;moreaccurateandflexible algorithms
area subjectof furtherresearch.

Almostall big websitesusefrom oneto twentyIP addresses
closeto eachother. If one were to specify a prefix which
characterizedall theIP addressesin use,this prefix would be
longerthan24 bits in mostcases.Eventhesiteswhich need
lessthan24 bits in their prefix envelopescanbebetterchar-
acterizedby multiple24+bit envelopes.With thisin mindwe
designedtheidentificationtechnique.

Basedonthedrophistory(or randomsamples)draw outalist
of high-bandwidthaddresses(32-bit); for example,addresses
with morethantwicethemeannumberof drops.Now cluster
theseaddressesinto 24-bit prefixes. For eachof theseclus-
ters try obtaininga longerprefix that still containsmost of
thedrops.This canbeeasilydoneby walking down thepre-
fix treehaving this 24-bit prefix at the root. At eachstepa
heavily biasedbranchgivesa longerprefix with mostof the
weight. We alsotry to mergeprefixesthatarecloselyrelated
to eachother. For example,two adjacent24-bit prefixescan
be describedby a single23-bit prefix. Multiple clusterscan
still beformedfor siteswhich have spaced-outIP addresses,
but this shouldbe fine sinceusinglongerprefixesdescribes
thecongestionsignaturebetterandwouldnot punisha larger
category of traffic. All theseclustersare thensortedin de-
creasingorderbasedon thenumberof dropsassociatedwith
them. The numberof dropsalsogivesus an arrival ratees-
timate for eachcluster. The algorithmto decidehow many
clustersshouldberate-limitedin orderto decreasetheambi-
entdroprateto below ������� ����� is describedin thenext section.

Giventhefact thataccesslinks havemuchlesscapacitythan
thebackbonelinks, they aremorelikely to becongesteddur-
ing timesof DoSattacksandflashcrowds.Theidentification
of high-bandwidthaggregatesis easierin suchcases.For in-
stance,theaggregatesfor thecongestedroutercansimply be
theprefixespresentin its routingtable.

Theuseof ACCshouldberestrictedto specialtimes,suchas
DoSattacksandflashcrowds,whenthenetwork needsto pro-
tecttherestof thetraffic from afew aggregates.Unlike those
for flows,thepolicy level objectivesof fairnessamongaggre-
gatesarenot clear. Ideally, theACC mechanismsshouldnot
rate-limitany aggregateduringtimesof undifferentiatedcon-
gestioncausedby underprovisionedlinks or hardware fail-
ures. In the absenceof effective methodsfor distinguishing
betweenaggregate-basedandundifferentiatedcongestion,we
needto placean upperboundon the numberof aggregates
that are rate-limitedsimultaneously. Oncewe have greater
understandingof thetraffic compositionandbehavior during
DoS attacksandflashcrowdswe cantunethe ACC mecha-
nismsuchthat it doesnot identify any aggregatein timesof
undifferentiatedcongestion.

4.2 Determining theRateLimit for Aggregates

Using the list of high-bandwidthaggregatesobtainedabove,
the ACC Agent decideshow many aggregatesto rate-limit
andcomputesthe limit to be imposedon them. (This calcu-
lation is givenin Figure17of AppendixB.) TheACCAgent
calculates!"�$#�%$�'&'& , theexcessarrival rateat theoutputqueue,
that is, the amountof traffic that would have to be dropped
beforetheoutputqueue(at theRate-Limiter)to bringtheam-
bient drop rate down to ������� ����� . The goal is to rate-limit (
top aggregatesandpreferentiallydropfrom themanamount
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of traffic equalto !)�$#�%$�'&'& . When ( aggregatesare chosen,
the limit * is computedsuchthat + � ,�-/.	0214353 ! 146'7 ,98 *;:=<
!"�$#5%$� &'& , where 143�3 ! 1
6'7 , is the arrival rateestimateof ag-
gregate > . * shouldbe lessthanthe arrival rateestimateof
(�? �

-th aggregate.

In thepresenceof policy constraints,theabove computation
would have to be modifiedslightly. For instance,the router
couldbeconfigurednot to give lessthan @ Mbpsto acertain
aggregatein timesof congestion.Suchpolicy level decisions
have to be honoredin the ratelimit calculation(an easyex-
tensionof theabovealgorithmcando this).

4.3 Rate-limiter

The rate-limiter is a crucial componentin ACC-enabled
routers.It is responsiblefor classifyingpackets,rate-limiting
the onesbelongingto a rate-limitedaggregate,andmeasur-
ing the arrival rateof the rate-limitedaggregates.This sec-
tion discussesthe propertiesof the rate-limitingarchitecture
shown in 1 anddescribesa mechanismfor implementingthe
rate-limiter.

Therate-limiterneedsto be light-weightandefficient to im-
plement asit sitsin theforwardingfastpath.Figure1 shows
the rate-limiting architecture. Becausethe rate-limiter is a
pre-filterbeforetheoutputqueuethatmerelydecideswhether
or not to dropeacharriving packet in theaggregate,it is con-
sistentwith FIFO schedulingin the output queue. Unlike
strict lower priority queues,it will not starve the identified
aggregates.Packetsfrom therate-limitedaggregatethatpass
the pre-filter areput in the outputqueueitself. This means
that rate-limitedaggregatesare not given preferentialtreat-
ment,or protectedfrom the normalcongestionoccurringin
the outputqueue.To ensurethat the rate-limitedaggregates
areprotectedfrom eachother, thedropdecisionfor eachag-
gregateis takenindependentlybasedon thestatefor thatag-
gregate.

In the next sectionwe discussthe virtual queue,the mech-
anismthat we usefor rate-limiting. Appendix A describes
preferentialdropping,an alternatemechanismfor the rate-
limiter, andcontrastsapreferentialdroppingmechanismwith
a virtual queue.Preferentialdroppingandvirtual queuesdif-
fer in the procedurefor makinga rate-limiting (or, in other
words,drop)decision.However, bothmechanismsonly drop
packetsfrom theaggregatewhentheaggregate’s arrival rate
to therate-limiteris abovethespecifiedlimit. For oursimula-
tions,we usea virtual queue,implementedasa simpletoken
bucket,for therate-limitingmechanism.

4.3.1 Virtual Queue

Onepossibleimplementationof a ratelimiter is avirtual out-
put queue.An alternative,preferentialdropping,is discussed

in AppendixA.

A virtual queuecanbethoughtof assimulatingaqueue,with-
outactuallyqueuingany packets.Theservicerateof thesim-
ulatedqueueis set to the specifiedbandwidthlimit for the
aggregate,andthequeuesizeis setto thetoleratedburstsize.

When a packet arrives at the rate-limiter, the rate-limiting
mechanismsimulatesthatpacketarrivingatthevirtual queue.
Packets that would have beendroppedat the virtual queue
are droppedby the rate-limiter. Packets that would have
beenqueuedat thevirtual queuearenot droppedby therate-
limiter, but areforwardedto therealoutputqueue.

A virtual queuecansimulateeithera simpletail dropqueue
or a queuewith active queuemanagement.A virtual queue
that simulatestail drop behavior canbe thoughtof asa to-
ken bucket, with the fill rate of the token bucket set to the
bandwidthlimit of the rate-limiter, and the bucket size of
the token bucket set to the toleratedburst size for the rate-
limiter. When a packet arrives to the rate-limiter, the
rate-limiterchecksif therearematchingtokensin the token
bucket. If so,thena matchingsetof tokensis removedfrom
the token bucket, and the packet passesthe rate-limiter. If
thereareinsufficient tokensin the tokenbucket, thenthear-
riving packet is droppedby therate-limiter.

4.3.2 Narr owing the CongestionSignature

In thediscussionabove,theaggregatesidentifiedby theACC
Agent arepurely destination-based.In fact, the rate-limiter
candomoresophisticatednarrowing that,in timesof special-
izedattacks,canresultin droppingmoreof theattacktraffic
within the aggregate.An examplewould helpto clarify this
point. Within anaggregatebeingrate-limited,therate-limiter
could be configurednot to allow more than 20% of traffic
within that aggregatego to ICMP ECHO packets. That is,
basedondropsfrom theaggregate,therate-limitercandecide
whetherthe fraction of ICMP ECHO packetswithin the ag-
gregateis morethan20%. If thatis indeedthecase,therate-
limiter can invoke a more specializedform of rate-limiting
in which it would not let more that 20% of the aggregate’s
traffic go to ICMP ECHO packets. The earlierconstraintof
not allowing morethan * Mbpsof aggregatethroughshould
still hold lest the attacker try to fool the routerby continu-
ously changingthe attacksignature. This narrowing of the
rate-limitingcanbeeasilyachievedby placinganothervirtual
queuein front of theaggregate’svirtual queuewith a service
rateof

�BAC�ED * Mbpsfor ICMP ECHOpackets.

Specializedrate-limitingasdescribedabovecanbeveryuse-
ful in casesof attackslike the SYN attack[CER96] or the
smurf attack[CER98]. It is moredynamicthanfixed filters
that never let ICMP ECHO packetspassthroughor impose
a low rate-limit on themat all times. Dependingon the ca-
pabilitiesof therouter, narrowing canbeextendedto include
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a wide variety of signaturesbasedon even application-level
headers.

4.4 Reviewing the Rate-Limit

Periodically, therouterreviews therate-limit imposedon the
aggregates. Basedon the new estimateof the arrival rate
into the outputqueue,a new limit is calculatedfor the rate-
limited aggregates. As mentionedbefore,this limit should
not be below the highestarrival rateamongaggregatesthat
arenot rate-limited.Aggregatesthathave hadanarrival rate
lessthanthelimit for somenumberof refreshintervalsareno
longerrate-limited.Similarly, if congestionpersists,moreag-
gregatesmay be addedto the list of rate-limitedaggregates.
It shouldalso be notedthat thereis no harm doneeven if
rate-limitingcontinuesfor sometimeaftertheDoSattack(or
flashcrowd) hassubsidedbecausetherate-limiteronly drops
packetswhenthearrival rateis morethanthespecifiedlimit.
Whenthe DoSattacksubsides,the arrival rateof the aggre-
gateis likely to bemuchbelow this limit.

4.5 Simulations

We usea simplesimulationto illustrate the behavior of the
ACC Agent. Figure 4 shows a simple simulationwithout
ACC, with five aggregates,eachcomposedof multiple CBR
flows,with thesendingrateof thefifth aggregatevaryingover
time. 3 Becausethis simulationis of CBR flows, ratherthan
of flows usingend-to-endcongestioncontrol, it is highly un-
realistic,andhasverysimpledynamics;it is includedonly to
illustratetheunderlyingfunctionalityof ACC.

The two graphsin Figure 4 show that, without ACC, the
high-bandwidthaggregateis ableto capturemostof the link
bandwidth.Thebottomgraphof Figure4 shows theambient
packetdropratein theoutputqueue.At time13thethesend-
ing rateof thefifth aggregategraduallyincreases,increasing
the drop rateanddecreasingthe bandwidthreceived by the
otherfour aggregates.

Figure5 shows the samesimulationrepeatedwith ACC en-
abled. When the ambientdrop rateexceedsthe configured
value of 10%, the ACC Agent attemptsto identify an ag-
gregateor aggregatesresponsiblefor the high congestion.
Within a few secondsthe ACC Agent identifiesthe fifth ag-
gregate,andrate-limitsthat aggregatesufficiently to control
thedropratein theoutputqueue.Thebottomgraphof Figure
5 shows the ambientdrop ratein theoutputqueue,but does
not show the drop ratein the rate-limiterfor the fifth aggre-
gate.

3Thesesimulationscan be run with the commands“./test-all-pushback
slowgrow” and“./test-all-pushbackslowgrow-acc” in thetcl/testdirectoryin
theNSsimulator.
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Figure4: A simulation without ACC.
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Figure5: The samesimulation with ACC.

5 The PushbackMechanism

Section4 describedlocal ACC without pushback;let usnow
discussthe pushbackmechanismin detail. Pushbackfor an
aggregatecanbevisualizedasa tree(or, with multipathrout-
ing, possibly a graph), where the congestedrouter initiat-
ing the pushbackis the root, andthe upstreamroutersrate-
limiting theaggregatearetheinteriornodesandtheleavesof
thetree.For example,in Figure2, nodeR0 is theroot of the
pushbacktree,andnodesR4 andR7aretheleaves.

5.1 Decidingwhen to Invoke Pushback

After detectingaggregate-basedcongestion,the ACC Agent
mustdecidewhetherto invokePushbackby calling thePush-
back Agent at the router. The ACC Agent has informa-
tion only about its own output queue,while the Pushback
Agent coordinatesinformation from diverseinput and out-
put queues,andsendsandreceivespushbackmessagesfrom
neighboringrouters.

Two situationswarrantthe invocationof pushback.Thefirst
is whenthedropratefor anaggregatein theRate-Limiterre-
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mainshigh for several seconds(becausethe arrival rate for
the aggregateis muchhigherthanthe limit imposedon it).4

The secondis whenthe PushbackAgent hasotherinforma-
tion thata DoSattackis in progress.For example,Pushback
canbe invoked by a routerat the behestof a server directly
connectedto it. This is helpful in situationswhenconsider-
abletraffic is beingsentto theserver, but at a level not high
enoughfor theACCAgentat therouteritself to invokepush-
back.

5.2 Sendingthe PushbackRequestsUpstream

When the PushbackAgent at the congestedrouter invokes
Pushbackfor an aggregate,it hasto divide the ratelimit for
the aggregateamongthe upstreamlinks. This requiresthat
the PushbackAgent have someestimateof the amountof
aggregatetraffic coming from eachupstreamlink. The up-
streamlinks sendingonly a small fraction of the aggregate
traffic aretermedasnon-contributing links, andwe call the
otherupstreamlinks contributing links. Becauseoneof the
motivationsof pushbackis to concentratetherate-limitingon
the links sendingthebulk of thetraffic within theaggregate,
thePushbackAgentdoesnotsendapushback requestto non-
contributinglinks. Theassumptionis thatif aDoSattackis in
progress,theaggregatetraffic from thenon-contributinglinks
is morelikely to belegitimatetraffic within thataggregate.

In the generalcase,contributing links do not all contribute
the sameamountof bad traffic. A link carryingmore traf-
fic belongingto the aggregateis morelikely to be pumping
in attacktraffic. Oneof many possiblealgorithms,and the
oneusedin our simulations,is to first determinehow much
traffic in theaggregateeachlink contributes.We thendivide
thedesiredlimit * , reducedby theamountof traffic coming
from non-contributing links, amongthecontributing links in
a max-minfashion.For example,assumethatwe have three
contributing links with arrival ratesof 2, 5, and12Mbps,and
that the desiredlimit, after the non-contributing traffic has
beensubtractedfrom it, is 10 Mbps. The limits sentto each
of thethreecontributinglinks wouldthenbe2, 4, and4 Mbps
respectively.

CongestionSignature
BandwidthLimit
ExpirationTime
RLS-ID
Depthof RequestingNode
PushbackType

Figure6: Contentsof a pushbackrequest

4The high drop rateimplies that the routerhasnot beenableto control
the aggregatelocally by preferentialdropping,in an attemptto encourage
increasedend-to-endcongestioncontrol.

After the PushbackAgent determinesthe limit to request
from neighboringupstreamrouters,it sendsa pushbackre-
questmessageto thoserouters.As shown in Figure6, apush-
backrequestcontainsthecongestionsignaturecharacterizing
the aggregate,the requestedupperboundfor the amountof
traffic sentbelongingto the aggregate, the time period af-
ter which the pushbackrequestexpires,the Rate-Limit Ses-
sionID (RLS-ID), thedepthof therequesterin thepushback
tree, and the type of pushback. In our simulationsthe at-
tack signatureconsistsof the destinationprefix or prefixes
characterizingtheaggregate. TheRLS-ID is returnedin the
feedbackmessages(seeSection5.4) to enablethePushback
Agentto mapthefeedbackto thecorrespondingpushbackre-
quest.In thepushbacktree,thedepthof theroot is zero,and
achild’sdepthis onemorethanthedepthof its parent.Depth
informationis usefulin settingtimersfor sendingfeedback.
Thetypeof pushbackinfluencesthedecisionof anupstream
routeraboutwhetherto propagatepushbackupstream.The
routeris morelikely to propagatewhenthetypecorresponds
to a maliciousattack(e.g., server-initiatedpushback).

Notethatthepushbackrequestcontainsonly a requestedup-
per boundfor thebandwidthto begivento theaggregate.If
the upstreamrouter itself becomesheavily congested,then
it may give lessbandwidthto the aggregatethan the spec-
ified limit. Becausethe pushbackrequestonly specifiesan
upperbound,it will not endup shieldingtheaggregatefrom
local congestionat the upstreamrouter in the guiseof rate
limiting (seeSection4.3). But, the congestedrouter could
receive morethanthedesiredamountof traffic in theaggre-
gateif thenon-contributingupstreamneighbors(which were
not sentpushbackrequests)startsendingmoretraffic in the
aggregate.

5.3 PropagatingPushback

On receiving a pushbackrequest,the upstreamrouterstarts
to rate-limit the specifiedaggregatejust as it doesfor local
ACC,usingtheratelimit in therequestmessage.Therouter’s
decisionwhetherto further propagatethe pushbackrequest
upstreamusessimilar algorithmsto thosedescribedin Sec-
tions5.1and5.2above.

When propagatinga pushbackrequestupstream,the desti-
nation prefixes in the congestionsignaturemay have to be
narrowed,to restricttherate-limitingto traffic headedfor the
downstreamcongestedrouteronly. This is discussedin more
detail in AppendixC.1.

5.4 Feedbackto DownstreamRouters

The upstreamrouters rate-limiting some aggregate in re-
sponseto a pushbackrequestsendpushbackstatusmessages
to the downstreamrouter, reportingthe total arrival ratefor
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that aggregatefrom upstream,alongwith the RLS-ID from
the pushbackrequest.The total arrival rateof the aggregate
upstreamis a lower boundon the arrival rateof that aggre-
gate that the downstreamrouter would receive if upstream
rate-limiting were to be terminated. Becausethe upstream
rate-limiting (dropping)may have beencontributing to end-
to-endcongestioncontrolfor traffic within theaggregate,ter-
minatingtheupstreamrate-limitingmayresultin a largerar-
rival ratefor thataggregatedownstream.Thesepushbacksta-
tus messagesenablethe congestedrouterto decidewhether
to continuethepushback.Thetiming of thepushbackstatus
messagesis describedin moredetail in AppendixC.2.

7
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Figure7: Pushbackstatus messagesreporting the aggre-
gate’sarri val rate fr om upstream.

The arrival rate reportedin the pushbackstatusmessageis
thesumof thearrival ratesin all thestatusmessagesreceived
from upstream,plusthearrival ratesfrom theupstreamnon-
contributingnodes.For example,in Figure7, !HG is theroot
of the pushbacktree, shown by the solid lines. The labels
for eachsolid line show thearrival rateestimatecontainedin
the pushbackstatusmessage.The dashedlines connectthe
non-contributingnodesthatdid not receivepushbackrequest
messages,andthe labelsshow theaggregate’s arrival rateas
estimatedby the downstreamneighbor. From the pushback
statusmessages,! �

canestimatethetotal arrival ratefor the
aggregateas 23.5 Mbps. If ! �

were to terminatethe rate-
limiting upstream,andinvoke anequivalentrate-limiting lo-
cally, this would be roughly the arrival rate that ! �

could
expectfrom thataggregate.

5.5 PushbackRefreshMessages

The PushbackAgent at the router usessoft state, so that
rate limiting will be stoppedat upstreamroutersunlessre-
freshmessagesarereceivedfrom downstream.In determin-
ing theupdatedratelimit in therefreshmessages,thedown-
streamrouterusesthestatusmessagesto estimatethearrival
ratefrom theaggregate,andthenusesthealgorithmsin Sec-
tion 4.4 to determinethe bandwidthlimit. The arrival rates
reportedin the pushbackstatusmessagesare also usedby

thedownstreamrouterin determininghow to divide thenew
bandwidthlimit amongtheupstreamrouters.

6 Simulations with Pushback

This sectionshows a numberof simulationsusing the NS
[NS] simulatortestingtheeffect of local ACC andpushback
in a varietyof aggregate-basedcongestionscenarios.Before
going into the detailsof the simulationswe introducesome
informal terminologyherethat would help us in describing
thesimulations.For thescenarioswith DoSattacks,thebad
sourcessendattacktraffic to thevictim destination

�
, andthe

poor sourcesareinnocentsourcesthathappento sendtraffic
to thedestination

�
whenit is underattack. In otherwords,

packetsfrom thepoorsourcesrepresenttheunmalicioustraf-
fic in the congestionsignature.For all of the scenarios,the
goodsourcessendstraffic to destinationsotherthan

�
.

6.1 A SimpleSimulation

Figure8 showsthetopologyfor asimplesimulationintended
to show the dynamicsof pushback.The goodandthe poor
sourceseachsendtraffic generatedby seveninfinite demand
TCPs.ThebadsourcesendsUDPCBRtraffic, with thesend-
ing ratevariedfrom onesimulationto thenext.

10 Mbps

R0

R1

R2 R3

PoorBad Good Good

100 Mbps

100 Mbps

Figure8: The topology for a simple simulation. ! � 8 ! �
is thecongestedlink.

The resultsof the simulationare shown in Figure 9. Each
columnof marksrepresentsthe resultsfrom a singlesimu-
lation, with the I -axis indicatingthesendingrateof thebad
source.Whenthebadsourcesends8 Mbpsor more,thedrop
rateat theoutputqueueexceeds10%,theconfiguredvalueof
�J�5����� , andACC andPushbackareinitiatedfor theaggregate
consistingof thebadandpoortraffic. As a resultof therate-
limiting, the arrival rateto the outputqueueis reduced,and
thegoodtraffic is protectedfrom thebad.

For thisscenario,theuseof pushbackis alsoeffective in con-
centratingthe rate-limiting on the badtraffic andprotecting
the poor traffic within the aggregate. The simulationswith
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Figure9: The effectof pushbackin a small topology.

local ACC without pushback(not shown) producedapproxi-
matelythesameresultfor thegoodtraffic; however, thepoor
sourcereceived almostno bandwidthin that situation. We
wouldemphasizethatthesesimulationsdonotpretendto use
realistic topologiesor traffic mixes, or to stresslocal ACC
and pushbackin difficult or highly dynamicenvironments;
thesimplesimulationsin thisscenarioareinsteadintendedto
illustratesomeof the basicunderlyingfunctionality of local
ACCandpushback.

6.2 DoSAttacks

2 Mpbs
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. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
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various destinations

20 Mbps
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Figure10: The topology usedin simulations. ! �
A � 8 ! �BA �
is thecongestedlink

Thesimulationsin thissectionillustratelocalACCandPush-
backwith bothsparsely-spreadandwith highly diffuseDoS
attacks. Thesesimulationsusethetopologyshown in Figure
10, consistingof four levelsof routers.There is onerouter
eachin the bottomtwo levels and4 and16 routers,respec-
tively, in the uppertwo levels. Exceptfor the routerat the
lowest level, eachrouterhasa fan-in of four. The top-most
routersare attachedto four sourceseach. The link band-
widthsareshown in thefigure,andhave beenallocatedsuch
that congestionis limited to the accesslinks at the top and
bottom.

The first simulation scenario,with a sparsely-spreadDoS
attack, includes four bad sources,four poor sources,and
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Figure11: Bandwidth allocation at the congestedlink dur-
ing a sparseDDoSattack.

tengoodsources,randomlydistributedamongthe64 source
nodes.Eachof the four badsourcessends1 Mbps of UDP
CBR traffic, half the link capacity. The goodand the poor
sourcessendWeb traffic, usingthe Web traffic generatorin
NS.

Figure11 shows the resultsof thesesimulations. “Default”
denotesa simulationwith the routernot doing any form of
ACC, and “LA CC” denotesthe use of purely Local ACC
measures.The two lines in the graphdenotethe quantity
of good and poor traffic in the absenceof any attacktraf-
fic. BoththeLACCandpushbacksimulationsbringdown the
bandwidthconsumedby theattacker, leadingto a significant
bandwidthgain for the goodtraffic. However, asexpected,
LACC leaves the poor hostsstarved becausethe congested
router, ! �
A �

, cannotdifferentiatebetweenthe poor and the
badtraffic in the aggregate. We obtainedsimilar resultsfor
simulationswith differentamountsof attacktraffic.

The secondsimulationscenario,with a highly diffuseDoS
attack,uses32 badsources,four poorsources,andtengood
sources. In this scenarioeachof the 32 bad sourcessends
0.125Mbpsof UDP CBR traffic, for thesametotal badtraf-
fic asin thepreviousscenario.This setupis intendedto sim-
ulatea DDoSattackwherea largenumberof sourcesspread
throughoutthenetwork areusedto generatetheattacktraffic.
Eachbadsourceby itself generatesa smallamountof traffic,
makingit hardto detectsuchsourcesat their accesslinks.

As Figure12shows,with diffuseattacksevenpushbackloses
theability to differentiatebetweenthebadandthepoortraf-
fic, thoughit still reducesthe bandwidthconsumedby the
badsources.In fact, in an attackin which a lot of sources
areused,an individual badsourcemight be generatingless
traffic thana valid poorsource.Whenthesebadsourcesare
spreadthroughoutthe network, the attacklooks morelike a
flashcrowd, makingit harderto distinguishbetweenthebad
andthe poor sources.The bandwidthobtainedby the good
traffic with pushbackgoesslightly above the no-attackcase
(lower line) becauseof reducedcompetititionfrom the poor
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Figure12: Bandwidth allocation at the congestedlink dur-
ing a diffuse DDoSattack.
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traffic.

6.3 Flash Crowds

This sectionshows simulationswith flashcrowds insteadof
DoSattacks,with the“flash” traffic from 32 sourcessending
Web traffic to the samedestination.The goodtraffic comes
from ten othersourcessendingWeb traffic to variousother
destinations,accountingfor about50%link utilization in ab-
senceof any othertraffic.

Figure 13 shows the distribution of the times to complete
thetransfersfor thegoodandtheflashtraffic respectively in
theDefault andPushbackmode.Thedistribution for LACC
mode(not shown) was similar to the Pushbackone. With
Pushback,80% of the goodtransferscompletewithin a few
seconds,comparedto lessthan40% completedin lessthan
six secondsin theDefault case.While theperformancegain
for thegoodtraffic is significant,thedegradationseenby the
flashtraffic is not thatmuch.Thetime to completea Webre-
questcanbedirectly correlatedto thedroprateexperienced.
Drop ratefor thegoodtraffic comesdown from a whopping
30%to just 6% (������� ����� =5%)andthatof theflashtraffc goes
uponly by 3%to about33%.Becausetheflashtraffic is much
morethanthe goodtraffic, evena slight increasein its drop
ratefreesup lot link capacity.

The hump aroundthe 6-secondmark representsshort web
transferswhosefirst SYN or SYN/ACK packet waslost, re-
sulting in thetransfercompletingslightly morethansix sec-
ondslater, after theretransmittimer expires. Themagnitude
andthelocationof thehumpalongthey-axisis agoodindica-
tion of thepacketdropratesin thenetwork for thataggregate.
RecallthatLACC andPushbackareonly invokedin scenar-
iosof extremecongestionwherethepacketdroprateexceeds
the configuredthreshold,setto 10% in our simulations,and
at theselevelsof congestiona largefractionof transferswill
have thefirst SYN or SYN/ACK packetdropped.

Thoughthegraphdid notshow majordifferencesbetweenthe
transfertimedistributionof webrequestsfor LACCandpush-
back,thegoodtraffic receivesroughly37%of thelink band-
width with LACC,comparedto 50%with pushback.Because
pushbackrate-limitsthe badtraffic upstream,this leadsto a
decreasein theamountof badtraffic reachingthecongested
router, relativeto LACC(absenceof statisticalmultiplexing),
which in turn enablesmoregoodtraffic to go through. The
transfertimedistributionontheotherhandis afunctionof the
droprate.Thus,moregoodtraffic getsthroughwith pushback
thanwith LACCwhile keepingthesameambientdroprateat
theoutputqueue.

7 Discussion

7.1 When is PushbackNeeded?

Pushbackis not a panaceafor floodingattacks.In fact,if not
usedcarefully, it canmake mattersworse. This sectiondis-
cussestheadvantagesanddisadvantagesof addingpushback
to aggregate-basedcongestioncontrol.

7.1.1 Advantagesof Pushback

Pushbackconcentratesrate-limiting on the malicioustraffic
within an aggregateduring a DoS attackeven in the pres-
enceof spoofedsourceaddresses.The malicioustraffic in
the aggregatemay comefrom a singlelink severalhopsup-
stream,but the downstreamroutermaynot be ableto deter-
minethis,andtheattackercouldalsodisguiseinformationby
usingspoofedsourceaddresses.In this case,pushbackusing
thedestinationprefix asa congestionsignaturecanbeeffec-
tive in protectingthe legitimatetraffic within the aggregate.
In contrast,local ACC would not be ableto distinguishbe-
tweenthegoodandthebadtraffic headedfor thevictim and
wouldpunishtraffic comingfrom all directionsequally.

Pushbackalso improves network utilization by preventing
scarceupstreambandwidthfrombeingwastedonpacketsthat
will bedroppeddownstream.Evenif all routersareemploy-
ing local ACC, information from a downstreamrouter can
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encourageanupstreamrouterto increasethedropratefor an
identifiedaggregate,thussaving bandwidthfor othertraffic.

7.1.2 Limitations of Pushback

Pushbackmay overcompensate,particularly when it is in-
voked for non-maliciouseventssuchasflashcrowds,which
eventually respondto congestioncontrol and back off. If
the overall demandfrom other traffic is reducedbeforethe
pushbackrefreshperiod expires (Section5.5), then the up-
streamrouters could unnecessarilydrop packets from the
high-bandwidthaggregateeven when the downstreamlink
becomesunderutilized.(In Local ACC link underutilization
is moreeasilyavoided,asrate-limitingdoesnotdroppackets
whentheoutputqueueis itself low.) We reducethepossibil-
ity of overcompensation(and lower link utilization) by cal-
culatingtherate-limit of anaggregateso that thetotal traffic
coming to the congestedrouter is still greaterthan the ca-
pacityof thecongestedlink (seethediscussionof ������� ����� in
Section4.2).Peformingsomeof therate-limitingjust in local
ACCcanalsohelpto preventovercompensation.

Pushbackis lesseffectiveatblockingbadtraffic whentheat-
tackis uniformly distributedacrossinboundlinks, asall traf-
fic, goodandbad, that falls within the aggregateis equally
punished.Consider, for example,a reflectorattack[Pax00]
basedon DNS [CER00]. If sufficiently many reflectorsare
usedfrom all portionsof the network, the aggregateband-
width will swamp the victim’s link. During suchan attack
pushbackwill not be ableto differentiatebetweenthe good
and the bad DNS traffic going to the destination,and will
dropfrom bothequally.

In somecases,theuseof pushbackcanincreasethedamage
doneto legitimatetraffic from a sourcecloseto theattacking
host. As pushbackpropagatesupstreamtowardsthe attack
sources,thedropratefor theaggregateis increased.If push-
backfails to reacha point whereit candifferentiatebetween
theattacksourcesandthenearbylegitimatetraffic within the
sameaggregate,for instance,whenthetwo sourcesarein the
sameedgenetwork which is not pushback-enabled,thelegit-
imatetraffic at that point will sharethe samehigh drop rate
astheattacktraffic. This propertyof pushbackcould leadto
potentialDoSattacksin which theattacker’saim is to hinder
a sourcefrom beingableto sendto a particulardestination.
To besuccessful,anattackerwould needto launchtheattack
from a hostcloseto the victim source.However, the ability
to compromisea machinethat sharesa downstreambottle-
necklink with thevictim enablesmany otherformsof attack
anyway.

7.2 Implementation and Operational Issues

In this sectionwe talk aboutsomeof theimplementationand
operationalissuesthat would needto be addressedbefore
pushbackcouldbedeployedin theInternet.

Thenetwork bandwidthrequirementfor pushbackmessages
is minimal. During eachrefreshroundof eachpushbackses-
sion,ontheorderof afew seconds,onemessageis sentovera
link in thepushbacktreein eachdirection.Strongauthentica-
tion of pushbackmessagesis alsonot requiredsinceall push-
backmessagestravel betweendirectlyconnectedrouters.

Theidentificationof aggregatescanbedoneasabackground
task,sotheprocessingpower requiredto identify aggregates
shouldnotbeanissue.However, thepresenceof a largenum-
berof rate-limitedaggregatescouldposea designchallenge.
Whena packet arrivesto theoutputqueue,the routerhasto
determineif thatpacketbelongsto oneof therate-limitedag-
gregates,andif so,placeit in thecorrectvirtual queue.The
time requiredfor this lookup may increasewith an increas-
ing numberof aggregates. We do not expect the limitation
on thenumberof rate-limitedaggregatesto bea problem,as
we envisionACC andPushbackasmechanismsto beinstan-
tiatedsparingly, in timesof high congestion,for a handfulof
aggregates.But adeployedsystemneedsto berobustagainst
new attacksthatcouldgeneratemany rate-limitedaggregates.
Onepossibleapproachwould be to usethe routing tableof
the routerfor detectingmembershipin a rate-limitedaggre-
gate;however, thiswould restrictthedefinitionof aggregates
to destinationprefixes.

The distribution of the rate-limit amongupstreamlinks de-
pendson the downstreamrouter’s ability to estimatewhat
fraction of the aggregatecomesfrom eachupstreamlink.
We do not know if currentroutersareableto mapa packet
at the output queueto its incoming input interface. Inter-
router technologywill also affect the designof a pushback
system.For point-to-pointlinks, pushbackrequestsaresent
to therouterattachedto thecontributing incominginterface.
However, for routersjoinedby LANs, VLANs, or framere-
lay circuits,therearemultipleroutersattachedto aninterface.
Similarly, someroutersmayonly be ableto determinefrom
which line cardtraffic originated,ratherthanwhich port on
the card. The downstreamrouter in thesesituationsmight
not beableto distinguishbetweenmultipleupstreamrouters.
One way of dealingwith both theseproblemsis to senda
dummypushbackrequestto all upstreamneighbors. The
dummyrequestis identical to the real request,but contains
a very high bandwidthlimit so that no droppingtakesplace
in theupstreamrate-limiter. Theonly impactof thisrequestis
that the upstreamrouterswill estimatethe arrival rateof the
specifiedaggregateand report to the downstreamrouter in
statusmessages.Thesemessageshelpthedownstreamrouter
to sendpushbackrequestswith theappropriaterate-limitsto
contributingupstreamrouters.
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In our simulations, we noted that “poor” hosts suffered
morethan“good” ones,primarily becausetheaccessrouters
could not pushbackfurther. The samesituationcouldarise
whenpushbackis incompletelydeployed;arouter’supstream
neighbormay not implement it. In that case,input rate-
limiting would be useful. That is, a router that cannotsend
a pushbackmessageupstreamcould imposea rate limit on
traffic from thatparticularlink thatmatchestheaggregatede-
scription. It is unclear, however, if this is feasiblein today’s
routers.

Theexistenceof layer2 devicesthatdo their own queuing—
ATM switches,MPLS subnets,and the like—posesa sep-
aratechallenge. The queuecongestioncan easily occur in
theswitches,ratherthanin routers;in this case,theswitches
would needto implementtheir own pushbackmechanisms.
Furthermore,the pushbackrequestswould needto crossthe
layer2/layer3 boundarywhentalking to ordinaryrouters.

7.3 Policy Knobs

Like traffic engineering,ACC and Pushbackare areasthat
will take significantguidancefrom local policy databases.
This is unlike many other router mechanismssuchas per-
flow or FIFO scheduling,active queuemanagement,or Ex-
plicit CongestionNotification,which aregenerallybestwith
a modestnumberof policy hooks. It will take many simula-
tionsandagooddealof operationalexperienceto getabetter
understandingof theright policiesfor ACC.

In principle, thereis nothingstoppinga pushbacktreefrom
extendingacrossASs. However, real networks make exten-
sive useof policy databasesin making decisionsinvolving
other ASs. Thereare issuesrelatedto trust in acceptinga
pushbackrequestfrom a neighboringAS. Moreover, a push-
backrequestmightbein contradictionwith acontractualobli-
gationthatsays“provide transitto this muchtraffic”. In this
casean edgerouter could discover conflicts and inform its
parent(and the congestedrouter). This distribution of lim-
its alongthepushbacktreemight beheavily policy-drivenin
suchcases.

Even within an AS, it is not totally clear how to allocate
rate-limits to different input streams.As discussedin Sec-
tion 5.2, it seemsfairly clearthataggregatetraffic from non-
contributingupstreamlinks shouldnot berate-limited.How-
ever, thereis noonebestanswerfor how to allocateupstream
rate-limit requestsamongdifferent contributing links. Dif-
ferentchoiceshereaffect theability of pushbackpropagation
to reachtheultimatesourcesof congestion,andits ability to
differentiatebetweenmaliciousandunmalicioustraffic. The
issuebecomesmorecomplex whenthecontributingphysical
links areof differentcapacities.A mix of policy andopera-
tionalexperiencemightprovide theright answerhere.

7.4 Empirical Data on Traffic Behavior and
Topoloigies

The startingquestionfor ACC is what constitutessustained
congestion.Whatarethedroprates,overwhatperiodof time,
thatmerit invokingACC?We expecttheanswerto bediffer-
ent for different placesin the network. For understanding
this, it wouldhelpto haveasmuchmeasurementdataaspos-
sibleon thepatternof packetdropratesatdifferentroutersin
theInternet.How frequentlydodifferentroutershaveperiods
of sustainedhigh congestion?How long doesthis sustained
congestionlast?And how oftenis it dueto specialeventslike
flash crowds andDoS attacks,as opposedto the more dif-
fusecongestionfrom hardwarefailuresor routingchangesfor
which ACC andPushbackwould be lessappropriate?More
measurementdatacouldalsohelpin consideringtheissueof
whento invokePushbackin additionto localACC.Sitessuch
astheInternetTraffic Report[ITR] andtheInternetWeather
Report[IWR] have somedataon packet drop rates,aswell
as reportson specificfiber cuts, flash crowds, andDoS at-
tacks,but we arenot awareof any systematiccharacteriza-
tion andidentificationof thehigh-congestionperiodsataspe-
cific router. As afurthercomplication,pastmeasurementsare
not necessarilygoodpredictorsof futureconditionsfor such
volatileoccurancesasflashcrowdsandDoSattacks,eitherat
anindividual routeror for theInternetasa whole.

The dynamic behavior of pushbackis affectedby the fre-
quency andexpiration timesof pushbackrequestmessages.
For robustnessagainstdroppedor corruptedpushbackmes-
sages,the expiration times in pushbackrequestsshouldbe
at leasta small multiple of the refreshinterval, the interval
betweensuccessive requestmessages.The cost of lower-
frequency refreshesandlargerexpirationtimeswould bethe
possibility of continuingrate-limiting upstreamlonger than
desired,asa resultof a lost refreshmessagethatwould have
increasedthe requestedrate-limit. However, becausepush-
backis invokedonly onrareoccasions,andnotasasubstitute
for normalcongestioncontrolor traffic engineering,this po-
tentialcostof continuingrate-limitingupstreamisnotamajor
problem.

As notedbefore,the effectivenessof Pushbackin differen-
tiating betweenmalicious and non-malicioustraffic within
an aggregateduring a DoS attackis dependenton the dis-
tributionof attacksourcesandthepathsthattheattacktraffic
takesto reachthecongestedrouter. Pushbackis morelikely
to be effective in protectingthe non-malicioustraffic when
the branchingfactor of the attack tree is small, and push-
backcaneffectively concentratethe rate-limiting on the at-
tackers. More informationof typical attacktopologiesfrom
specificpastDoSattacks,analyticaltopologymodels,or In-
ternettopologydatabaseswould help us to evaluatethe po-
tentialeffectivenessof Pushbackin protectingnon-malicious
traffic within anaggregate.
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7.5 Other Usesof Pushback

A routercouldsenddummypushbackrequestswith highrate-
limits just to find out what fraction of the traffic within the
specifiedaggregateis comingfrom which portionof thenet-
work. This could be particularlyusefulwhen the specified
aggregateis theaggregateconsistingof all traffic destinedto
thecongestedrouter. In a time of stable,diffusecongestion,
thiswouldgivethecongestedroutertheability to determineif
mostof thediffusecongestionwascomingfrom a particular
edgerouter. Even in the absenceof congestionthis mecha-
nismcouldbeusedto collectdataon whatedgerouterfeeds
what amountof a particularaggregate. This information is
highly valuablefor purposesof traffic engineering.

8 Conclusions

Most so-callednetwork securityproblemsarenothingof the
sort. Rather, they arehostvulnerabilities,albeit in applica-
tions that usethe network. As long as thesevulnerabilities
canbeexploited, it is possibleto launchDoSattackson the
network or the hostsconnectedto it without fear of conse-
quences.Flooding-styleDoSattacksare a network problem,
andcannotbedefeatedbyhost-specificmechanisms.Further-
more,no softwarefixescanpreventflashcrowds. Although
ISPscananddo engineertheir networks for ordinaryover-
loads,thenetwork shouldbeableto survivesudden,massive
congestioncausedby aggregatesgeneratedby eitherattacks
or flashcrowds.

Wehaveproposedbothlocalandcooperativemechanismsfor
aggregate-basedcongestioncontrol to answerthis needand
believe that they arevery promisingdirections. Therearea
rangeof openissues,andfuturework will includemorethor-
oughinvestigationsof theunderlyingdynamicsandpossible
pitfalls of thesemechanisms.As part of this work, we are
in theprocessof implementinganexperimentaltestbedusing
softwarerouters.
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A Preferential Dropping as a Rate-
limiting Mechanism

Section4.3 describedthe virtual queueas the mechanism
usedfor rate-limitingaggregates.Thissectiondescribesatal-
ternatemechanism,preferentialdropping,andcontraststhis
with thevirtual queue.

Whenpreferentialdroppingis usedastherate-limitingmech-
anism,theaggregate’sarrival rate 3 � is estimated.Giventhe
specifiedbandwidthlimit 3�K for theaggregate,therate-limiter
dropseacharriving packet in the aggregatewith probabil-
ity

� 8 3 K � 3 � , so that the expectedrateof traffic leaving the
rate-limiteris thedesiredlimit 3 K . For example,if thearrival
bandwidth3 � is 10 Mbps andthe target bandwidth 3 K is 7.5
Mbps, the incoming packetswill be droppedwith a proba-
bility

� 8 3 K � 3 �L< ���NM
. When 3 K9O 3 � , no packet will be

droppedby theratelimiter.

Next we comparethepreferentialdroppingmechanimswith
the virtual queue.The preferentialdrop mechanismandthe
virtual queuebothtestarriving packets,forwardingsomeand
droppingothers,so that the forwardedpackets are roughly
limited to the specifiedbandwidth. However, thereare be-
havioral differencesbetweenthetwo mechanisms.

Both mechanismsmustmaintainsomestate:thepreferential
drop mechanismmaintainsstatefor rateestimation,andthe
virtual queuemaintainsstatefor thevirtual queuesimulation.

Thevirtual queueis moresensitive thanthepreferentialdrop
mechanismto theshort-termburstinessof thearrival process.
For example,oncethevirtual queueis full, thevirtual queue
is likely to dropaburstof incomingpackets,while theprefer-
entialdroppingmechanismspreadsoutits dropsmoreevenly.

Thepreferentialdropfilter doesnot guaranteethat its output
is no greaterthan the specifiedbandwidth; the estimateof
thearrival rateis not necessarilyaccurate,and,becauseeach
packetis droppedwith acertainprobability, only theexpected
behavior of thepreferentialdropfilter canbeguaranteed.In
contrast,thevirtual queuepreciselycontrolstheexit rate,as
a function of the queuesize and servicerate of the virtual
queue.Thepreferentialdropfilter couldkeepdroppingfor a
while afterthearrival rateof theaggregatehasbeenreduced,
becauseit might takesometimefor theestimateof thearrival
rateto reflecttheactualreductionin thearrival rate. In con-
trast,thevirtual queuewill respondpromptlyto aslow-down
in thearrival rateof theaggregate.

A deploymentadvantageof virtual queuesis thatthey areal-
readyavailablein commercialrouters[Cis98].

B Local ACC

Thissectiongivesthepseudocodefor thealgorithmsusedfor
Local ACC. We mustnotethat it doesnot specifythe algo-
rithms in minutedetails; for this, the only reference,at the
moment,is thepushbackcodein theNS simulator. 5 The
solepurposeof presentingthis skeletalpseudocodehereis to
give thereadera senseof underlyingalgorithms.Figures14
- 18 containthepseudocode.

Objects Usedin ACC
OQ Output Queue
RL Rate Limiter
ACC ACC Agent

Parameters
�J�5����� drop rate to trigger

aggregate-based congestion control
������� ����� target ambient drop rate at OQ
� time period for checking high

drop rateP �Q� R��S�'&'� time period for reviewing
the limit imposed on the aggregates

MaxClusters maximum number of aggregates
to rate-limit simultaneously

Variables
GHT A !)� &��U��VW�S��� arrival rate estimate
!X����� ����� (Link BW)/(1 - ������� ����� )
DropLog drop history
LowerBoundArrival rate of biggest

non-rate-limited aggregate
(dynamically updated)

Figure14: Somedefintions usedin the pseudocode

C Pushback: Implementation Details

C.1 PropogatingPushbackUpstream

.

When propagatinga pushbackrequestupstream,the desti-
nationprefixesin the congestionsignaturemight have to be
narrowed,to restricttherate-limitingto traffic headedfor the
downstreamcongestedrouteronly.

5The pushbackcodein the NS simulatoris in “˜ ns/pushback”,andthe
validationtestis in file ”˜ ns/tcl/test/test-all-pushback”.
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/* invoked on timer expiry */
timeout()

1. Estimate �
(the drop rate at the queue)
2. if (�ZY[�J�5����� )

ACC.identify aggregate()
else

ACC.updateLowerBound()
3. Reset DropLog
4. Set up timer with � second delay.

/* invoked by RL for
packet insertion into OQ */

enque(pkt)
1. Update !"�'&��U�\VW�S���
2. Check if pkt is to be dropped
(based on the queue management method).
3. if (dropped)

Log pkt in DropLog
else

Insert pkt in queue.

Figure15: Methods of Output Queue

Consider the following scenario. Supposethe congested
router X identifies a certain aggregate A with dst prefix
128.95.0.0. X will ask its upstreamrouter Y (amongoth-
ers)to rate-limit traffic from aggregateA (128.95.0.0).How-
ever, Y cannotusethe samespecificationdirectly because
while Y could be forwarding128.95.1.0to X, it might not
be forwardingthe restof 128.95.0.0to X. If Y (androuters
upstreamof Y) startedrate-limitingall of 128.95.0.0,thenet-
work would drop traffic which would not have reachedthe
congestedrouter.

To avoid this unnecessarypacket-dropping,it is important
thatY look at its routing tableto find which prefixeswithin
128.95.0.0areforwardedto X. Y hasto checkall extensions
of the given prefix in the routing table. For example,if X
specifiesa prefix bbbb, Y would checkbbbb0and bbbb1.
Any branchthat doesnot exist is coveredby the request,
so no further searchingis needed.If the branchexists, the
algorithm is appliedrecursively. This check is reasonably
cheap.ExistingIP lookupschemesarebasedoneithermulti-
bit triesor binarysearchof hashtables[SV00]. Bothmultibit
tries [DBCP97,SV98] andhashingschemes[WVTP97] en-
ablefastprefixlookups(in factthey lookupprefixesextracted
from thedestinationaddress).Prefixlookupscannotbedone
in cachesascachesusuallystorecompleteaddresses,but this
is not a limitation aseven in the normalforwardingprocess
cachemissesare not an uncommonoccurence[Par96]. It
shouldalsobenotedthatmostof thetimesupstreamrouters

/* invoked when a new packet arrives */
enque(pkt)

1. Check if pkt belongs to a
rate-limited aggregate.

2. if (yes) ]
Update the arrival rate estimate

of the aggregate
Check if packet needs to be dropped

(based on virtual queue state)
if (!dropped)

OQ.enque(pkt)^
else

OQ.enque(pkt)

/* invoked by ACC to install new
aggregates for rate-limiting */

limit( *_('` 6 �S�S� , num,L)
1. N = Number of rate-limited
aggregates
2. Remove aggregates that are already
being rate-limited from *_('` 6 �S�S� and
change their limit to min(oldLimit,L)
3. Pick the top sending a 1 IJb"c�d�` 6'753 `
aggregates from already rate-limited
aggregates and *e('` 6 ���Q� .
(Normally, the total in two lists would
be less than a 1 I�b"cUdf` 6'753 ` , so all of them
will be picked).
4. Install filters for new ones with
limit L.
5. Release (after some time) the old
aggregates which were not picked.

Figure16: Methods of RateLimiter

will nothavea longerprefix in theroutingtable,becauseit is
not very commonfor anupstreamrouterto have longerpre-
fixesthanthedownstreamone(longerprefixestendto occur
closerto destinations).

C.2 PushbackRequestMessages

Pushbackstatusmessagesaresentonehopdownstream.Leaf
nodesusetimers to sendstatusmessages.A non-leafnode
sendsstatusmessagewhen it hasreceived statusmessages
from all its children. In casea child fails to senda status
messagein a round,theparentrouterwill eventuallytimeout
andsendthestatusmessagedownstreamusingthelastvalue
received from this child or its own estimate.The timer val-
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/* invoked to get a sorted list of
aggregates. this method uses
the definition of aggregates.
the steps shown below are for
destination based clustering
mentioned in the text ( g 4.1) */

get clusters()
1. High32 = List of destinations
with more than mean number of
drops in DropLog
2. High24 = List of 24 bit prefixes
in High32
3. Clusters0 = List of prefixes
after merging close prefixes
in High24
4. Clusters1 = List of prefixes
longer than those in Clusters0 but
contaning most drops in the sub-tree
5. return sorted Clusters1

(decreasing number of drops)

/* invoked by OQ to when drop rate
goes above � �5�h��� */

identify aggregate()
1. Clusters = get clusters()
2. Estimate arrival rate of each
prefix in Clusters using

agg arr=( GHT A ! A 7 ` 6 (�i 146'7 )*
(agg drops/total drops)

3. !)�'#5%$�'& & = GHT A ! A 7 ` 6 (�i 146'7 - !X����� �����
4. i=1, done=0, sum rate=0
5. while not done:

sum rate+=Clusters[i].agg arr
L = (sum rate - !"�SI�j 7 `�` )/i
if (L O Clusters[i+1].agg arr)

done=1, break
else

if (i= a 1 I�b"cUdf` 6'7�3 ` )
break

else
i++

6. RL.limit(Clusters[1..i],L)
/* this lowerBound would be applicable to
already identifed aggregates also during
the next refresh */

7. LowerBound=Clusters2[i+1].agg arr

Figure17: Methodsof the ACC Agent

uesfor statusmessagesaresetbasedon the node’s depthin
thePushbacktreesothatfailureof onenodedoesnot trigger

/* invoked every
P �S�'R5�Q� &'� seconds to

review the limit on aggregates */
refresh()

1. Merge related prefixes
(E.g., with close prefix)
2. N = Number of rate-limited
aggregates
3. *_(�ik( 6 ��l ��� K = total limit on
aggregates
4. m 3�3 ��l ��� K = total arrival rate of
aggregates
5. ! �\n�%$l�Vo��nN� = GHT A ! � &��U��VW�S��� 8 *e(pik( 6 ��l'��� K +
m 3�3 ��l ��� K
6. !)�'#5%$�'& &o<q!)��n�%$l�Vo��n	� 8 !r�����������
7. L = ( m 3�3 ��l ��� K 8 !)�$#�%$�'&'& )/N
8. If (L < LowerBound)

L = LowerBound
9. foreach A in (List of Aggregates)

if (A.arr < L)
/* actual release happens after some time

if A continues to have a low arrival
rate */

release A
else

change limit of A to L
10. Set up timer for next refresh

/* invoked to update lowerBound */
update lower bound()

1. Clusters = get clusters()
2. lowerBound = arrival rate of first

aggregate which is not rate-limited.
3. average lowerBound exponentially.
(to get rid of temporary fluctuations)

Figure18: Methods of the ACC Agent (contd.)

timeoutsin all its ancestorsandforcethemto usestalevalues.

C.3 PushbackRefreshMessages

On receiving the Pushbackrefreshthe upstreamroutersup-
datethe expiration time for the rate-limit session,the limit
imposedon theaggregateandtheaggregatespecification(if
it haschanged).Timers,whosevaluedependson the depth
in the tree,aresetfor statusmessagesat this point. Routers
whicharenot leavesin thePushbacktreesendarefreshmes-
sagefurther upstreamafter dividing the limit andchecking
with theroutingtableasto whatprefixshouldbesent.
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