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1 Research

The award has supported a diverse set of projects on
areas Intel is interested. Note that for all of the pub-
lications and software listed below, Intel is acknowl-
edged for enabling the work. In addition, all material
generated as a result of this award can be down-
loaded from http://www.thefengs.com/wuchang/
work/ixp.

1.1 Packet classification research us-
ing the IXP

The initial thrust of the project was to do deep packet
inspection for intrusion detection systems. However,
the memory limitations of the initial boards made
it difficult to do anything beyond packet classifica-
tion using header fields. As a result, the major con-
tributions of this project are related to packet clas-
sification. In particular, the project obtained re-
sults in analyzing organization of packet classifica-
tion caches [1], examining a new approach for packet
classification based on approximate caches [2, 3, 4, 5],
and understanding how to map packet classification
algorithms onto the IXP [6]. In addition, as part of
this effort, we also built an open-source packet clas-
sification simulator [7] and an open-source traffic re-
play tool called TCPivo [8, 9] which has been used
by Aaron Kunze at Intel and by other researchers.

1.2 On-line Games

Our project also examined a issues involving on-line
games in order to determine the feasibility of using
the IXP network processor to accelerate them. The
work initially focused on the traffic analysis of game
servers [10, 11, 12, 13, 14]. Since network processing
consumes a minimal amount of resources compared
to the rest of the application, we have been refocusing
our efforts to determine how other aspects of gaming.
The result of this has been an invited talk at SC’05
MasterWorks [15] on high-performance computing in
next generation games and an on-going collaboration
with Erik Johnson looking at ways for securing on-
line games against cheating via trusted platforms.

1.3 Network Puzzles

This project examined the use of client puzzles to
thwart denial of service attacks and other forms of
The end goal is force
those initiating malicious traffic to pay a computa-
tional tax on sending such traffic. This is an on-going
project and has generated several publications and a
source-code release [16, 17, 18, 19].

undesirable communication.

2 Education and Outreach

2.1 IXP
course

While at OGI, I established an IXP networking
practicum course (CSE 580) which was based around
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the IXP1200 network processor. The course was of-
fered twice. The first offering had 17 students (12
Intel employees) and received a 3.4/4.0 rating. The
second offering had 12 students (6 Intel employees)
and received a perfect 4.0/4.0 rating. The curricu-
lum developed is freely available and the slides and
laboratories were used by several other institutions
including Portland State University (prior to my ar-
rival) [20].

2.2 Talks and Workshops

Throughout the four years of the project, I have at-
tempted to transfer the ideas and the results of our
work to Intel. In particular, I participated in the In-
tel IXA workshops in 2002, 2003, and 2004 and gave
talks at the first two. In addition, I gave a colloquium
talk in October 2003 on our work in network puzzles.
I am also arranging with Erik Johnson to give an-
other colloquium talk on high-performance comput-
ing in on-line games.

3 Assessment

While the research deliverables on the project are of
reasonable quality, I am still working to improve the
level of direct interaction with Intel. With a more
stable financial situation at PSU, a wider array of stu-
dents to work with, and better working relationships
with a variety of Intel employees, I plan on improving
both the quality of the research being undertaken as
well as the level of impact it has on Intel.
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